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In The News 


1. ON CAPITOL HILL 


® The intelligence community's authorization bill Includes a revived section that would establish a new committee to 
"counter active measures by the Russian Federation to exert covert influence over peoples and governments," according 
to the final text passed on Wednesday evening. 

Intelligence Panel Takes Another Shot at Creating Committee to Counter Russian Influence 
<http://foreignpoiicy.com/2017/05/04/intelligehce-pa nel-ta kes-another-shot-at-creating-comm rttee-to-counter- 
russian-inf!uence/> 

Jenna McLaughlin, Foreign Policy, May 4, 2017 


©Section 107.... The Secretary of Homeland Security shall conduct a series of public service campaigns to educate the 
people of the United States on threats to their cybersecurity and to urge better online practices to ensure the protection 
of private information. In conducting such campaigns, the Secretary shall offer training in basic skills on fact checking 
news articles and media sources. 

S.94 - Counteracting Russian Hostilities Act of 2017 <https://www.congress.gov/biil/115th-congress/senate-biil/94/text> 
Bill introduced by Senator Ben Cardin, 1/11/2017, referred to Senate Foreign Relations Committee 
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[Heaing, Senate Armed Services Committee, Subcommittee on Cybersecurity, May 23, 2017] 


e Malicious cyber activity from both state and non-state actors continues to intensify and every conflict around the 
world includes a cyber dimension. The traditional fight we have envisioned across the domains of air, land, sea, and 
space has expanded to the cyber domain. The United States' technical superiority is not yet established in this domain: 
we have to earn superiority in each fight. We can never take our superiority for granted. Our enemies will test us. 

Statement by Major General Lori E. Reynolds {Commander Marine Corps Forces Cyberspace Command) 
<https://www.arrned-services.senate.gov/imo/media/doc/Reynolds_05-23-17.pdf> 


® By partnering together, 24th Air Force supports a broad array of programs designed to reach young students, essential 
to our nation's success in this arena. A good example is the Air Force Association's "CyberPatriot" STEM initiative in 
which our Airmen mentor cyber teams as part of a nationwide competition involving nearly 10,000 high school and 
middle school students. 

Statement by Major General Chris P. Weggeman {Commander, 24th Air Force and Commander, Air Forces Cyber) 
<https://www.armed-services.senate.gov/imo/media/doc/Weggeman_05-23-17.pdf> 


® The Army paid a modest "bug bounty" to selected ethical hackers which helped the Army discover dozens of 
vulnerabilities. Army Cyber Command subsequently shared these vulnerabilities with the Intelligence Community. 

Statement by LTG Paul M. Nakasone (Commanding General U.S. Army Cyber Command) <https://www.armed- 
services.senate.gov/imo/media/doc/Nakasone_05-23-17.pdf> 


® Across the wide-ranging responsibilities, we identified 5 strategic goais: * * * 3. Deliver Warfighting Effects Through 
Cyberspace: Advance our effects delivery capabilities to support a full spectrum of operations, including cyber, 
electromagnetic maneuver, and information operations. * * * 

Statement by Vice Admiral Michael M. Gilday {Commander U.S. Fleet Cyber Command U.S. Tenth Fleet) 

< https://www, a rm ed-s e rvices. se n ate .gov/imo/m edia/doc/Gild ay_05-23-17. pdft> 


a Cyber forces, cyber defenses and defensible cyber terrain are the three main elements that determine the Joint 
Force's our ability to achieve the primary cyber missions. 

Statement by Vice Admiral Marshall Lytle (Director Command, Control, Communications And Computers/Cyber, Joint 
Staff) <https://www.armed-services.senate.gov/imo/media/doc/Lytie_05-23-17.pdf> 


[Hearing, House Committee on Armed Services, Subcommittee on Emerging Threats and Capabilities, May 23,2017] 
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warfereto „ uss „ used t0 

c™ m r :sr wi:nsa) ^ iran 


Jessie Bur, MeriTalk, May 9, 2017 


com/a rticles/workforce-not-optim [zed- 


operations, Ad^MichadRog™^^wto atosVr^asTh^''Th"' parti “ lar ''' theKremB n'suse of information 
needs "to publicly out this behavior*' and "make It more dlffleSlt to sucrted*" 0 ^ 3 * S6CUr ^ A ® enc ^' sald government 

John Grady, USNI News, May 9,2017 


Elements of Informational Power 


2 . PUBLIC DIPLOMACY 


Developed an array of tools that include cultural, C polfcy^ndeducar ln,C ^ t,e v e 1 S T ^ eSe re *’* me s therefore have** 

wide-ranging, multip,afforded,a enterprises, of wh^h - 

demo C ratiC'propaganda-be^fng-1noscow-2148 , 58>* 1e '^ VOr ^ < ^ ttf,:/ ^ WWW ' PO *' t l c O' com ^ nla ® az i ne / stor V/2017/03/antl- 
Christopher Walker, Politico, March 3 , 2017 


*5 




• ^ he 1Bureau of Near Eastern Affairs] tad not develooed 

a ndpr io r i tl as- fo rpob lic dip l omacy programs. - B — 


iusBmoa^^ 


Inspection of,he Bnreano^^^^^^^ 

Office of the Inspector General, u.s. state Department, May 2017 


3. PUBLIC AFFAIRS 


Whi/Tillfi rp/\h if ■ _ 



4. broadcasting 


3ssS5==^^a=SsS’=- 

Thomas Lorenten. The Strategy Bridge, May 9,2017 
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elecdon-^terferenc^ ^ ^ ection Interference <https://www.rferl.org/a/russia-lawmakers-rfie-rl-voa- 

Radio Free Europe/Radio Liberty, May 19,2017 


5. INFORMATION OPERATIONS 


apparently intended tointimidateme^ frontlines of the conflict in Ukraine, 

positions. This type of information warfare has been termed vZnW ( UAF ^ n f deserting or fleeing their 

leaflets onto enemy battlefields. ^ ^ int propaganda, a high-tech version of dropping 




7fec6aa7d696> 

Digital Forensics Lab, May 18, 2017 


warfare-by-drone-and-sms- 


counter those narratives. Members of the Military information s^rjort r r / a J. sope ^ t!n S from Al Udeid AB serve to 
target or intended audiences... to reject those enemv narrative PP ^ ask Force-Central influence and persuade 
conditions for long-term regional stability. V sand violent extremist ideologies in order to establish 

ART^LES/Me"^ <htt P'/A™w.centcom. m il/MEDIA/NEWS- 

propaganda/> '™/114746Vshaping-the.!nformat,on-w^^ 

Air Fora Senior Airmen Cynthia innncantl, 379th Air Expeditionary Wing, us. Central Command, April 11,2017 
operations (10) of planning and Integrating Information 

tS^o^ 

<C://Users/maace/D(^^adVDom l |natlngH20D r uffer^%20^omain!p^. ,T19 ^ 0n ®l Ierat l ons Prac ^l° ner 

Christopher Paul and William Marcellino, Rand Corporation, 2016 


Professional Topics 
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6. SOCIAL MEDIA - INTERNET 


absolute i^ e nticality) C ofthese n comment5 X raked*eyebrows^^eciallywhen T^hd'rt 3 ^'^ neW BUt ^ SCa ^ e ^ ant ^ 
had somehow 

VOUHnadyertently'jbined-a-trump-sup^ortbi^robot-ar^y/?Lrtm'soij PS: ^i\j^!f e ri SeCUr ^ S0 ^^ OS ' COm ^ 01 ^ 5 ^ 1 ^ ave " 

+Sophos+Ust&utm camnaien^HHhRff/iD r utm_sou rce=Naked+Security+- 

3ddbSff4ec-4S516pS89> P " c-naked%252Bsecurity& u t m _medium=email&utm^terrn=0_31623bb782- 

Bill Camarda, naked security. May 18,2017 


;“eto£S 

government has taken the most decisive action of any demn™?,« , " ln res P onse - ‘ha German 

legislation on hate speech that the German Bundestag Is scheduled to adoSS™ 1 ' rab ' nStnew 

tartling-hate-speech?cSc^oday- <httPS ' //WmW ' fore ' BnaffairS ' COm '' articles '' german yi ,2 °17-0S-16/how-germany- 

Heidi Tworek, Foreign Affairs, May 16, 2017 


7. CYBER 


through cyberspace S meins Thf' b ’ T br ° adar c ° nce P‘- ltis an effort 

Cyber Warfare: The New Front <http://www.bushcenter.org/catalyst/modern-military/sciarrone-cyber-warfware.html> 

Marte O'Neill Sciarrone, The Catalyst, Spring 2017 


as weli as Iran, are highly unlikelyto ulrthelr^apabSies dlrertlva 3 ! 0t t 0f . Capabilities - Bf g states like Russia and China, 

our ^n^^b^are. Attribution Is difficult but not Impossible andltlflnkthat they wou^cNthnw that 
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An Unpredictable World of Threats -a +• 

milltary/gates-wor!d-oMhreats.htmi> ^ ^ W,t R ° bert Gates< httP : ^www.bushcentenorg/cataIyst/modem- 


The Catalyst, Spring 2017 


The Catalyst, Spring 2 Q 17 


8. DISINFORMATION, FAKE NEWS 


of misinformation «fth^S^M°£SSound^f na 7 Bt,WB abolJtnii £ rants In. the EU Member States It combin 

about-migrants/> ab out m'grants in Europe-<http://euromaidanpress.com^ 

Euromaidan Press, May 24,2017 


n.wss to SK„-,K y ^;t«T sto ^ 

3ddb8ff4ec-455160SS9> 52 B £ecunty&utm_medium=emai[&utm„term=0_3l623bb782- 


Lisa Vaas, naked security, May 18, 2017 
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disinformation^S'retSgthaTap!^^ ^™ P0rt " nt co ^fusions can be 

^ZZxtfSSSSgSg s^ 

the disinformation chain did% h fiSht disinfo Nation. * * * And third the faVTif^ ana * ysts a ssume. Second legal 
disinformation, onte out,'is alr^st^ncontralbble!' 168 eVen after Al Jazeera 

dlsinformation-machlne> nf ° rmatl ° n ^ ac ld ne< bttp://w/ww.infowar 1 cepa.org/Briefs/Est/Dlscord-iti-Moseows- 

I fn/rt - 


ESl3S ' Genterf0r Policy Analysis, M ay 2 M 7 


==^?is=s:ritr: 

The "Usa case": Germany as a ta rest re . P itics at the highest ievei. 

2016 /llsa-case-germany-tarBet-russlan-dlsfoformatlo^EN/*i^ 1 e ^tm> /,WWW ' nato '*P^d cl i , l' Rev l ew / 2016 /Also-|n- 

Stpfan _ . 


Stefan Meister, NATO Review Magazine, 2016 


9. SOFT POWER 


e Russia's interference in the 2016 - 

Information Warfare Versus Soft Power <httos-//w mea " S °’' l " f,Ue " cs ' 

russia-soft-power-by-joseph-s~nye-2Q17-05> S ^ W/WW ^ r °' eC ' S ^ n ^ cate ' or ®^ cor nnientary/cyber-warfore-weakens- 

Joseph S. Nye, Project Syndicate, May 9,-2017 


Graham said. "A aTpercentcufme^t^ ^ t0 retreat from the world and puta lot f 
Tba. may be the goal o?S“ 

fetreat? sthttpst/Zafea- 

yyaWQ9iyjTA4MzgwNzc5NA=^ aSen/ICe ^ 0n * ,neVers i° n ^l n d^li'l'IPPl ] GluZ2iuc3RhbmN(aWQ9IMjyxNTAwNy2zdWJzY3jpYm 

Ambassador Barbara Stephenson, American Foreign Service Association, 2017 
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XO. WAR OF IDEA S 


® [The MBCtefevision series! "Black Crowe" ie * A 

potential to strike a more potent blow agafnst KJStfumany number” f a" 1 assumirig ' s widely watched, it has the 

example of how it is possible to fight the "war of ideas'" that must iHtbriaM *1?" b ° mbs * Thisis ' of course, only 
as the one that unfolded in Manchester. * ^ tately be won ff we are to stop more hori 


one 
horrors such 


manchester-attack-ideas/> r ^ Fr ° nt <https: //www. c omm en tarymagazine.corrt/te r rorism/terrorism-isis- 

Max Boot, Commentary Magazine, May 23,2017 


cornmiLm in strategy, much as Itdid against 

in unstable countries. Washington acknowledges the importance of thl " , Pfey ° n vufnerab,e Muslim populaces 

meaningful action towards the effortof winning It — and ac ^n 0 wled^ e |t]j1ike[y tQ^aka^generattons,*' 6 

retreat-the--a m erlcan-legacy-fn-afghar[fetan-d(res-not-have-to^be-defeat/> eat<: ^ ttPS:/ " WarOnt ^ erOC * <S ' Com ^ 20 ^ 7/,05 ^ no " 

Michael G. Waltz, War on the Rocks, May 12 ,2017 


11 HYBRID WARFARE 


® The most challenging threat scenario is what MATO calls "hwhrid a 1. 

consisting of actions shortof a full-scale invasion thatare^ps^pn^H't 3 h an< ^iri batRUSS ' a ca *J s "information war," 
cy^rattacks, mass media disinformation and "fake news" campaigns P ° ^ Ca | ly c ^ stabI ■■ 2^l1 S■ These tactics include 
particular local pofiticians or policies, and Special Operations fome^ecentLn^ 5 k **° pulBr °P inion a 83inst 
provocateurs into a country to incite rioting that appears to dandestirie lv inserting 


[Report] Reducing Tensions Between Russia and MATO 

<https://www.cfr.org/sltes/default/files/pdf/2017/03/GSf^79_Marten_Russ|aNAT6,pdfc 

Kimberly Marten, Council on Foreign Relations, March 2017 


12. POLITICAL WARFARE 


II 




0 ... within Russia's national security establishment there is also a hullof +j™ * - 

subversion, corruption, disinformation, misdirection - can accomplish the dLimd r!T ° n ‘. i ;' neticinstrunients - 

being fired* This 'political war' model is currently in favour becaiJ* if WJth ° Ut tfie needfor ar *Y shots 

-mestronger by every objective index, yet as a constellation of democracies vulnerable to w B J N f TOandtl1eW ^ 
authoritarianism is able to employ. «mucracies vulnerable to the kind of measures a ruthless 


pofSS.' eence;151,polWca,) war ' 

security/EN/index.htm?utm_campaign=l70512%2Bnr%2Brijssia&utm_Source=facebook&utm_medium=smc> 

Mark Galeotti, NATO Review, 2017 


13. INFORMATION WARFARE 


°rr 




-germany-russia-vIadirnir-putin/> 
Max Boot, Commentary, April 25,2017 


rope- 


14. COUNTERING VIOLENT EXTREMISM 


* This Res earch Paper methodically examines the strategic logic of the "linkage-based" annmaf h • * u 

fameworl?? P ', iRdp,e t S f nd .° Ut,ining the four bodies of research that inform its key components ’ First’tte 
information and nSel^ 
of militant Islam,*, propaganda siroSrrnlfeS 

disruption and disengagement strategies upon violent extremist propagLdTSworks regard,ng the lmpact of 

md,ta n Wslamlst-propa ga „darconceptu a |. al ,d-empiric a |.fcuodatlor,V> "kege-based-approach-to-combating- 

Haroro J. Ingram, International Centre for Counter-Terrorism, April 11,2017 


15. NARRATIVES 
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countering the threat through military force, continuously fail <W *"* B ' While 

Lecture by Dr. AlexP. Schm!^ Effectively Combat IS Propaganda: A 

to-effecti ve ly-com b at-is-prop aga n d a-a-lectu re-by-d r-a lex-sch rrt id/> ratwes " for " a - com P ref iensive-strategy- 

Alex P. Schmid, International Centre for Counter-Terrorism, October 27 , 2015 


16. HISTORICAL NARRATIVES 


The eventwasdatedto *T![s^ a ^ p ^-^ l ^ , “^^ a . r ‘? ,rec !? rvras -P rer n»red.-fn Ukraine's Crimea. 

Haytarma is dedicated to this Kremlin's crime and its victims, as wei, - 

tatar-filmmaker-hairt-arma/s. ' 7 can -fieIp-us-stitch-our-country-together-without-blood-crimean- 


tatar-filmmaker-haytarmaA 

Ihor Vyhokurov, Euromaldan Press, May IS, 2017 


:o™mXot:^ 

disinformation. ,n C ° mblnat, °" to Infiltrate civil society labels, and to seed mistrust and 

l'X1i“nl“ 

2017 C00 P- John Scott-Railton, PeterTanchak, Matt Brooks, and Ron Deibert, Munk School of Global Affairs, May 


17. BRANDING 


performance and bra " ds on the promise of 

thought on tile Importance of being a purpose^drlv»h i'an* r whldTl st™i T ^n 8 ° beV °" d tbe current sch ° o1 of 
Of course, is a„ the rage a. * pertains to so-called content 
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The Power of an Experience-Driven Brand <http://blog.ama.org/the-power-of-an- 
Kuss Klein/American Marketing Association, September 9,2015 


experience-driven-brand/> 


and product benefits, but in an ^raof^ and v'suail^ communicating brand 

manufacturers' wisdom-is no longer enough. Brands need tn hi.iid m ^ g ng ~ or the passive embrace of 

stimulating as many senses as possible. U ld,mens,Qna l connections with consumers by 


Don t Let the Buzz About Brand Experience Cloud Your 

exp erien ce-cio ud-yo ur-b ra nd-idea/> 


Brand Idea <http://blog.ama.org/dont-let-the-buzz-about-brand- 


Tom Doctoroff, American Marketing Association, November 12,2014 


18. LESSONS FROM THE PAST 


enticing new recruits to the Army and Navy. The themes fnd rantent ofthlseo P ?f, e ? aln,y wara ' rt gaared t0 J us * 

to action in some way or another, posters called just about every American 

War History Online, May 25,2017 


* Wh * dor,,t we use blackletteranymore? The answer is literally "Hitler - Marf , Q , u . J 
variety of blackletter, as their official typeface. They positioned It as a sJmhni ®!. dershlp used Fraktur ' an archetypal 
denounced papers that printed with anythin“else V ' emm natlor,al ldan,lt '' and 

JJS?,™ £ ™ Fueli,,g tha Culture Ware <httPs;//beckchannel.com/how.f6nts-i 


f9d692101fea> 


a re-fuell ng-the-cultu re-wars- 


Ben Hersh, Back Channel, May 22, 2017 


19. FOUR FREEDOMS 


FDR's unabashed and unemba^ZSof^^ 
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actually his description of "unprecedented" threats 
American republics is today in serious danger." 


to "American security* arid explanation of "why the future of ail the 


va°ues/> SOrS l de '* neS ^ )r ^ mer ^ Ca S ^ a ^ UeS ^ <bb: P s: r / /P rov idencemag.com/2017/05/frontimes-sidelines-america 

Alan Dowd, Providence, May 16,2017 


20. IDEAS, CONCEPTS, DOCTRINE 


consumers, millennial* who are 82 million strong.... S2K523SSS" g "* n *' n ° f 


Marketing and the Rise of Individualism <http://blog.ama.org/marketing-and-the-rise-of-individualism/> 
Russ Klein, American Marketing Association, March 18,2015 


a° b1rno“ ^twr t h W ^enca; haPS ^ <3St ^ tBb °°- the P-scr,pt, D n against tin.rmg the Qur'an, the sacred tex t of 


Historian Tom Holland's film goes to the Islamic roots of ISiS 
ho I la n d-f il m-goes-isla m ic-ro ots-Is!s/> 


<https://providencemag.cQm/2017/05/historian-tom- 


Jennifer Taylor, Providence, May 17 ,2017 


those very qualities have b^Il^VI^Inerawnte Sn the dteitaTa' he T" eXc ^ anee of W° rm atf°n, but 

undermine confidence in governments and political InstltuS * * Where cyters '’ acels ba '"6 «° 

Leandra Bernstein, WJLA News, May 15,2017 


isSsssSssss- 

Making Diplomacy Great Again <https://www.the-ame r ican-i n terest.com/2017/05/15/mal<ing-diplomacy-great-ag 3 !n/> 
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James Jeffrey, The America n Interest May 15, 2017 


sS=~3==5=S: 

Thomas Lorenzen, The Strategy Bridge, May 9,2017 


the Pentagon's culture must change from the current industrial age to one more appropriate of the information 

ah“n^m"> emy ' S M °’' e ‘toP^w.bushcenfor.org/cafo Wmodern-mllltanr/norton-schwartz- 

General Norton A. Schwartz, USAF (Ret,), The Catalyst, Spring 2017 


21. IDEAS OF AMERICA 


bec^Tp C r a f h ,hfr ea , Breat ;f ti ! n J° r T y rMSOnS ' but prlncipal am °n6them has been outvalues. We are great 

S^^e S ^3?^ eUSFOre,e - ---c om/ras!on/north _ am e rteB / re!t - t n ter son- U s- 


Gary Grappo, Fair Observer, May 23,2017 


Countries and Regions 


22. RUSSIA 





a word. 


Pravda Tells A Doozy Of A Lie <https://toinformistoinfluence.com/2017/05/22/pravda-tells-a-doozy-of-a-lie/> 

Joel Harding, To inform is to Influence, May 22,2017 


• From the hacking to the disinformation to the political Interference to the active measures it's become feirlv 
weekTpowe'tfr 11 ,?^ 4 V 'f m ' r P “ tin ' S Krcm »"' * «ging a nonkinetlc political war onthe West * o„ this 

Kremlin's assaultorUheWesr.-amt how thetli/estcarrespond^ the goals and scope of the 

Podcast: Putin's Perpetual War <https://www.rferl.Org/8/podcast-putlns-perpetusl-war/28497S63.html> [1 hour] 

Brian Whitmore, Radio Free Europe/Radio Liberty, May 19,2017 


t0 e„ m ,na« s ^a's t° Ruselan business abroad Tt fedMcJlte«n 

Russian Propaganda in Ukraine <https://brusselschronicle.com/2017/05/l8/russian-propaganda-in-ukraine/> 

James Wilson, The Brussels Chronicle, May 18,2017 


®... Putin has made his cybermuscie an essential part of Russia's influence globally. 


Inside Putin's Campaign To Destroy u.S. 
destroy-us-democracy-610401.html> 


Democracy <http://www.newsweek.com/2017/05/26/inside-putin-campaign- 


Bill Powell, Newsweek, May 18,2017 


* - as was the case in the 1820s and late 1940s, Russia is aggressively rejecting Western values and oooosin^ th* m 

d Z ,r nP ° ne ,S ? hre «f ninB ,0attKk Russla ' “»*■*» it being uLd once 8g8ln“ divert ££££, 

domestic economic challenges and consolidate support for the country's leader. 


Russia's Cold War Habit <https://www. 
Inozemtsev-2017-05> 


project-syndicate.org/commentary/cold-war-russia-annexation-by-vladislav- 


Vladlslav Inozemtsev, Project Syndicate, May 17,2017 
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, _ . - , ' - T-* wt? ooi 

other peoples are so negatively inclined 

Paul Goble, Wind™ on Sums, a - New Series, May 15 , J01 7 


... theKremlin has collected a different return 


Washington. 


on its effort to help elect Trump l„ | ast year - s e, Mlo „. 


chaos in 




Greg iVTifler; The Washington Post, May 14 , 2017 


Ort d'°" WOrW 3re "° l based in reality Any 

George Barros, Providence, May 12, 2017 


23. UKRAINE 


networks IslsteptraSs^ Pe ° Ple ' Sdeputies,hattlre closure of R,,*fe n Mcla | 

It was propaganda that paved the way l^rt k mte^"“^ b ^“ Se pe ° p,e pr ° ba ^ Know tS histon, 
table conference In Gorshenin institute k " l,nss a " d ware '” «» '■w™ker[Anton HerashchenkoTtold a rS 

MP; Russian social networks not unlike Mein Kampf 
<https.//en.lb.ua/news/2017/05/lSrt77Q " • 

/ / 779_mp_russian_soci3Lnetworks,html> 

LB.ua, May IS, 2017 
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engines, ordering access to the sites to be resorted RUSSlan sociai netw °rksand search 
Poroshenko's decree was published on May 16, calling It "unfriendty^and 1 accusing Kyl^ofcens^r^Wp!^^ * 10Ure a ^ er 

restricts-access-yanXx'vkont^kte/^s^gogsihtmi^ 011131 ^ etworks <htt Ps:/Aeww.rferl.org/a/ul:raine-poroshenl<o- 
Radio Free Europe/Radio Liberty, May 17,2017 


24. FRANCE 


Hillary Clinton campaign, and Immediately took control of the messag7ng°and PR: MKr °'' leamed ,he lsss °hs °fthe 

forever-22553abb038b> i^nce-cyber-operafon-how-macron-just-changed-cyber-security- 

Gadi Evron, Hackernoon, May 8,2017 


25. CHINA 


chinese-povverag^donai^trump/?u^ r sou!xe=SupCfdna&ut^ U Mm < ^^ : ^w^ C ^' na " COm ^ S ' n * Ca ^ OSe ^^" n ^ e ^ r ' 

296news!etterIfYouForceWeGoToWarSui-m P " na ^ trn - campa f g o=4599af8034-20170519» 

mins] BMteSoToWaraotm^,™ [56 

Jeremy Goldkorn and Kaiser Kuo, Supchina, May 19,2017 

The U.S. National Secure Agency^SAJ^hould shoukier some blame f^th 00 '(7° aom P uters worldwide in recenTdays. 6 
Microsoft Corp systems and has infected some 3^000 chmese organisations a^of Sarorday^th^chki^DaPy said 
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Reuters, May 17, 2017 


propaganda — and ° f ** p0Wer of 

repeated, begin to pass as fact* nc ^ state sanctioned talking points, mixed and 

filial™ Sh °, WraSesChinasP °«r a „dthe-Po«rofits Propaganda 


p wer of its-propaganda/?utm_term=.cbaba93749f e > 

Emily Rauhala and Simon DenyerThe Washington Post, May 15,2016 


road-forum-showcases-chinas-power-and- 


deployment of an American-made antimissile system: the anti-Tteai mTvTdT" <m *‘ '**' againstSeol "' : 
Owrese Ropers I Bke A ' lrl 3t American Antimissile System in South Korea 

<https.//www.nytimes.com/2017/05/12/wor,d/asia/china- ; s O uth-korea-t a haad-rap-video.htmi> 

Gerry Muliany, The New York Times, May 12,2017 


26. NORTH KOREA 


and successful cyber attack® *"** ° f 

oX“:^“ iao ' ,hec ^ 

m“eA 2 r^ 


tm_co nte nt=59213c2204dB016ea eO b5215& utm 


Ju-min Park and James Pearson, Reuters, May 22,2017 




team of cyber spies in North 


<h«tp:« xne ^ 


ops,html> 

Alex Diaz, Fox News, May 18, 2017 


army-look-at-hermit-kingdoms-elite-cyber- 
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Western imperialists andSoufh^ from the regime's propagandists, warning that 

talks about turning Seoul into a , / . tying-the peninsula. "When the North Korean state 


talks about turning Seoul into a sea of fire, P * ninsijla - " WheR the North Koreafl *rte 

said. "The point is to keep their people scared and alert and united." " than f ° r a foreign audfe nee," Ward 

Hannah Beech, The New Yorker, May 14 , 2017 


27. INDONESIA 


Isiamist indulgence <https://www.wsj, com/artic(es/indonesias-isiamist-induIgence-1494S44386> 

The Wall Street Journal, May 11,2017 


28. SRI tANKA 


employed three other key dements of^ !i* t ®! lds beyond bald ' faced denials. Syria has 

second tactic out of Colombo's playbook is to vehementl^ontest thelimited info^ T ^ infomadon -* * * The 
war zone. Finally, like Sri Lanka, Syria has disputed the 

opponent as the only blameworthy actor P * b f 3,1 war cnmes 11 ca "'t deny, and portrayed its 

How To Get Away With Mass Murder: Denying Mass Atrocity m cm .ni, A . , . 

syr^/>^ Warant ^ erOC ^ COm/20 ^ 7 ^ 5/boW t0 " get " awa ^ w ' tb " mass " murd sr-denyTng-mass-atrocities-in“sri-lanka-and- 


Kate Cronin-Furman,. War on the Rocks, May 18, 2017 


29. IRAN 
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influence, the only way to prolong the 
look bright ... 


regime's life is to reform the economy. But the prospects for such reform do 


not 


Vanishing Islam in Iran’s Election <http://www.washingtoninstitute 
elec£fon> 


org/policy-analysis/view/vanishing-islam-in-irans- 


Mehdi Khalaji, The Washington Institute, May 16,2017 


30. ISLAMIC STATE 


Colin Clarke, The Cipher Brief, May IS, 2017 


cyber-war operations against ISIS. Overtime, this capablltty should receive 

lQ89?^!m! S >^ S: ^ VWW ^^ eCi ^^ er ^ rief ’ COrr,/3 ^ cle//,|T,i ^ dle " eas ^ v ' / ^7''' s ^ s ''bullet-proof- 

%2^arIy%20B l ir^^20Br!efc^ Utm ~ me ^' Um=em ^^^ Utni ~ C3m ' 3a ^ ni ^^^''^*^’’'^ u ^ m -* ernl= ^^ or * a j^0- 

Michael W.S. Ryan, The Cipher Brief, May 18, 2017 


Toolkit 


31, MEDIA SEMINARS AND TRAINING 


assj 1 mf6sslona "” ece ’ thatl41sub " shed ' 1Butiiomepeop,e ' 1 


No Strings Attached? <https;//abrildenovomagazine. wordpress.com/2Qi7/05/15/o-imperio-' 


compra-2/> 
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Jeremy Bigwood, Abril de NovoMagazine, May 15, 2017 


32. INTERNATIONAL STUDENTS 


a n/240006?cld=cc& utm^OTurcescc&utm^mediun^^e rDn ' c * e ' conr, / artic,e / How ' t o-Build- 

53b4744S19899ecc2ec943ffS&elqajd=13966&elqat=l&elqCanipaignld^5828>^^ C ^^^^ aa ^^^^ Ca ^^^^ e ^ = ^^^^^^ 

Larry Green, The Chronicle of Higher Learning, May 7, 2017 


Precepts 


U.s.go V6 rZ“n^^^ 


• share with busy praters the academic and policy ferment in Public Diplomacy and related balds 

• from long speeches, testimonies, and articles, flag the portions that bear on Public Diplomacy 


• introduce the long history of Public Diplomacy by citing 
are not available on the internet. 


some of the older books, articles, reports, and documents that 


Edited by 
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|ssion (UNCLASSIFIED) 

neural networkjpg; phate£^ Photol„example 

networkjpg; photo4_example neural network im nhnt^ f WmP ^ hUman neura( 
networkjpg; photo6_example sklearn neural S "T amp * COnvolutior ’ al neural 
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CLASSIFICATION: UNCLASSIFIED 
Good morning, 

I would like ,o publish my thesis research project, which Is attached, 

ofThls reTearch bt^dvanw E ™™. nme " t ,GEE >' The Purpose 

with Industry (TWI). The assignment wa/aTw"* ® XChange program ca,le d Train 
that develops ENVI (The Environmpnr f \r S Geospat!a * w,th the team 
^ where 1 This 

this emerging capability in the ^ 


The research does not contain classified information. 
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From: 

Sent: 

To: 

Subject: 


JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 
3, 2016 9:37 AM 


1M|V 

rc; fweaia Hartnersh t p with Information Operations: Countering Violent Extremism 


“ b ° th «» - .o work wlt, ,, do the 



To: JIOWC/IO Sphere <jlowc,iosphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering violent Extremism 
Perfect, thank youl Please let me know what else you need from me In addition to the advert copy. 


—Original Message— 

From: JIOWC/IO Sphere [mailto:jlowc.losphere@us.af.mllj 



Parfnershlp with Information Operations: Countering Violent Extremism 
IWR, da Probably he able to get everything to you hy the end of the dey..,o you should have „ hy flrs, thing the 

Regards, 




—Original Message— 
From 
Sent: 


mailtc 

arch 23, 201d_... 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af mll> 

Subject: re: Media Partnership with Information Operations: Countering violent Extremism 

I will star, the process now, hopefully will have something to you by COB tomorrowl:) 

^ to th= website? 

-Original Message- 

wm! C/ l° Sphere ^a»t° : Jlowc.losphere@u$.af.mllJ 

Sub^^^^Hhip with Information Operations: Countering Violent Extremism 
it'll be close but i think next Tuesday will still give me the time to place the ad. 
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Regards, 


—Orl] 

From: 

Sent: 


|H|. 

VfSWIHIi^TOreW3, 



mailto 

'i 2016 _ 

TO^OWC/IO sphere <Jfowc.losphere@us.af.mI!> 
subject- R E; Media Partnership w„b Information Operations: Countering Violent 

Okay that's fine then. When will you need the advert artwork by? 

Original Message—— 

^ OWC '* os ^ ere ^ ,usa ^ m lll 

T JMHNHi 

ajecr nt: ivieaia Partnersh 


Extremism 


SU 

H 


artnership with Information Operations: Countering Violent 


Extremism 


on astog. Pta' »y the unl, to go, and wasn't planning 

something that I would have been able to take ,ITC of onyw" " ' °" * 1 * "" a - ~ noT 

Regards, 


—Original Message— 
From 
Sent: 




mailto 

,2016_ 

To: J10WC/J0 Sphere <JIowc,losphere@us.af mil> 

SubJectR^edla Partnership with Information Operations: Countering Violent 


Extremism 


Thanks forgetting back to mei 
The social media promotion is fine - 


1 will remove that from the agreement. 


&££r. xcsr ,he conference wi " c,osed - ** * 


press pass anymore. Does 



—Original Message— 

From: JIOW c/ l° Sphere [mailto:jiowc.iosphere@us.af.mil] 

Sent: 23 Marrh mjm J 



-™Wrthi p with information Operations: Countering violent Extremism 
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"T* °" - ^ 3d -"» - - <Ph-rr goes a,,, . , „ . „ „ 

«o ha done sometime he* month to 2S *£*£ 

“r LCodoT" “'° SPhCre *-"' * — -I. Page. All other hems 3re more , h3n 

Regards, 



MeriTec 
phere Editor 


-OrisjnaUflg|™^^^ 

From;^^^^H [rna||tc 

Sent: T °®*®yHv!arcJo?^016 5: 

^MTM /, ?, SPhere<ji0WC - i0Sphere@lJsaf ' mil > 

| S mportarKe: t H a gh artnerS * 1 ' P W '" 1 ,n ^ ormal ' on Operations: Countering Violent Extremism 

Hello, 



I ™ t0 ® et . in touch about year's Information Operations' 

t,^ p, ac . tsth-X^th JU « ,n torn.on. 

omestic agencies when countering violent extremism, enge! faceb by both ,he Armed Forces and the 


“ SePar3Kd *» »“* w„, structure the discussion and tahe-awavs From the 


event. 


Identifying and Influencing the influences 

rhetoric and common challenges 


- methodologies, 


* Reducing the recruitment pool of home 
hardening" vulnerable communities 


-grown radicals - "target 


Leveraging open source intelligence 
toolsets and regional sensitivities 


to greater effect - analysis. 


Mr. Gregory c. Radabaugh will be speaking at the event ^ i . 

partnership to cross promote his " interraedeaab “"e 3 
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I Ve listed below some possible terms for the agreement. Please let 
me and the event and what yo u are able to execute for the event. 


me know what 


you are interested in receiving from 


IO Sphere could receive: 


Your logo on our electronic brochure 


to 


Your logo and company information/profile with a reciprocal link 
your site on our event website 


Opportunity to display your promotional material at the 
conference on our table top display and in our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts in the event website (download centre) 

Discount to your members / subscribers (1596) 

Press pass (must be for writer or editor) 


in return, this Conference could receive: 

Event listing on your webpage pointing to our website 

Email to your subscribers promoting the event/content (html, we 
provide, you send) 

Onllne/print advertising 

Social media event promotion 


Please let me know what you think! 


Kind regards, 
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Marketing Manager I inpr 
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Precepts 


In The News 


1. THE PRESIDENT'S OVERSEAS TRIP 


gratitude to King Salman for this strong demonstration of leadership. "® ' a " d 1 want to expres5 ° ur 

The White House, May 21, 2017 


a meat:"'- 0 *.7 a ""™“ « ^ 

Fulljpeech of King Salman at the end of President Trump's visit <http.//www.a ra bnews.com/node/1102971/saud|. 
Arab News, May 22, 2017 




Trump's Statesmanlike Speech in 
statesmanlike> 


Riyadh <http://www.nationalreview.com/article/447832/trump-saudl-arabia-speech- 


Elliott Abrams, National Review, May 21,2017 
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Extremist Ideology on the president's IHnem™ was a mod sta hn '. ndu f" of «“ *"■« Global Center for Combating 
many such initiatives fall short. bdt s,nce “Pteibbar 11, 2001 we have seen far too 

they are a vital part of any strategy espec!aHyarAm^ricafnve^s^nfe U mo e re m?i!tarydt!eused O hihlTtlTO , s. ,10ta C . 

Trump Changed His Tone on Islam-Will He Change Strategy? 

<https://www. theatlantic.com/international/archive/20l7/05/trump-reworks-his-rhetoric/527643/> 

Michael Letter, The Atlantic, May 22, 2017 


- •*«■» governments rather,hen 

violence, he broke With hls two Immediate predecesso^s ,B strategIes l fo^ 1 engaglngthe ii |^usHmworid alVZeVDfSt|1,,t ^’ ane, 

J™^ P '/ Speech inR ' yadh puts BaI1 Squarely in Court of Muslim-Led Governments to Fight Terrorism 

mS^ 

EricTrager, The Washington Institute for Near East Studies, May 21, 2017 


before defeating it. To talk about ''evil^erV^terrarists/^nd Vlole^extrernlsts^ ^sto^iss ^eonerny's^lslamlc core 
Daniel Pipes, National Review, May 21,2017 


* <teps//www - n ^ lmes ' com/201 ^ 


Mustafa Akyol and Wajahat Ali, The New York Times, May 21 ,2017 
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S ! ra,1 y place 10 s P eak ° ut a g ainst lslamla extremism. Although Saudi Arabia is afraid of some forms of 
n ., m _ hIn . ^ lsrn ' it supports-others. Saudi Aidbfarspbnsors extremist Wahabi mosques and imams all over the woriiT 
Osama bin Laden was a Saudi citizen, as were 15 of the 19 9/11 hijackers. ' 

Trumps Bi2a ^ ^ Visitto Saudi Arabia <https://www.washmgtonpostxom/new S /gioba!- 

opmions/wp/201 7 /°5/2l/trum p s-b1za rre-and-un-american-visit-to-saudi-arabia/?hpid=hp no-name o oinion card 
d%3Ahomepage%2Fstory&utm_term=.f523flcl8efa> ' P np_no name^ap.mon-card- 

Anhe Applebaum, The Washington Post, May 21,2017 


niir Jr UmP * S S r Ch . S T da r ‘ n Riyadh and President Barack Obama's 2009 speech in the Egyptian capital of Cairo 
uer dramatically in both substance and style. Yet their goafs were essentially the same. 


How Donald Trump's Riyadh Speech Compares With Barack Obama's 2009 Cairo Address 

149MM^0^tola^^^ ar ^' CleS/ ^ OW " dOnald ^ rUmPS " r * yad ^" SpeeC ^" COrnpar ^ S ' WR ^ ^ a ^ aC ^" 0 ^ am ^ s ”^^ BB " ca * ro s P eec ^“ 


Carol E. Lee, The Wait Street Journal, May 21, 2017 


® Donaid Trump appears to have envisioned his speech on Sunday in Riyadh as an answer to Barack Obama's 2009 

sS^han^ht rn rea , dIng the two s ‘ de b Y side is laminating. The speeches differ in many ways, but none more 
striking than this. Trump s speech was far more politically correct. 

Jaudi-a^ SaUdi ^ Afabia <https:// ^-^ 

Peter Beinart, The Atlantic, May 21, 2017 


2. DEPARTMENT OF DEFENSE 


O This effort has "reduced ISIS-held territory, limited their freedom of movement, destroyed a great deal of their 
leadership reduced the flow of foreign fighters into and from the region, diminished their financial resourcesand I 

lraq%;dtriarDuSSd n, ' V '^ credibillt '' 1 “f'Wr narrative that there is a physical caiiph'ate in 


# * * 


Our strategic approach is to cut the connectivity between ISIS affiliates arid associates, and that's specifically the 
foreign fighter flow, their Illicit resources and their message." The effort is more than a military effort - it is I whole of 

KZrSSS BrS p MCGUrk/thS pre5iden+/sspscia! env °V' said this is "enabling an anaconda-iike approach 
to suffocate ISIS of its territory, finances, propaganda and ability to move foreign fighters." 
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f CGUrk C / te GOalIti ° n Pr ° Eress to Annihilate ISIS 


Jim Garamone, Department of Defense, May 19 , 2017 


Elements of Informational Power 


3. PUBLIC DIPLOMACY 


beyond a handful of personal relationships between'p^hteirt^ndfomfen ? 'IS ^ g °‘ ng wefl 

networks of leaders who understand us and are inclined to suDDort our n g ™ ni !f rs ; P ° sva,ue P ro P°sition is building 
contacts in the millions because of steady effort since the posMnmrd Warlfera P ° EmbaSsles count Influential 

Joe Johnson, Public Diplomacy Council, April 27,2017 


4. PUBLIC AFFAIRS 


signed agreements Trumpwas'touting hi'puhlic as'“h'stofic'-and "epic^e t0 ,, pr0Vlde timEly fact she « s or copies of 

conT“ VlrtUa ' ly ~ ^ 

<hZ n ^M Chamln J and b00rlSh ' TrlJmp plays the role Ufa lifetime ovemeas 

overaeas^/^XX!^^ 

Philip Rucker and Karen DeYoung, The Washington Post, May 27, 2017 


5, BROADCASTING 
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world. BBS's mission and the be ' ief ttat ai > informed world Is a safer 
Let us remember them and honortheir sacrifice. ' J ou mai^trnave paid the ultimate price in pursuit of truth. 

Remarks at BBG-GWU World Press Freedom Day Event <https://www.^^^ 

Bruce Wharton, Department of State, May 1 , 2017 


Inspection of Radio Free Europe/Radio U^rty<ht^^/ol B ^BtB^/syslem/(lfle S ^-| 1 ^i.^ 1 . pdfe 

Office of Inspector General, Department of state. Broadcasting Board of Governors, May, 2017 


Bill Gertz, Washington Free Beacon, May 23,2017 


-mpS,^ 


How China Managed to Muffle the Voice 

voice-of-america-1495580183> 


of America <https://www. 


wsj.corn/articles/how-china-managed-to-muffle-the- 


Sasha Gong, Hie Wall Street Journal, May 23, 2017 


journalistic credibility, Voice of America Is even more exDosed tn th™ ly importantto the preservation of their 

government. „t must be stressed- 3 ““«** UA 

itself took place.) <httpy/dailyslgnal.com/ 2017 / 05 / 23 /ch^ I," mterrerence By the U.s. government 

amerlca/> ^ * n ^ uenbe ^° ice of America? <ht tPl//dsl | ys!gnal,co"m/20i n 7/bS/2Vchtnese-goTOm , m a e r nt-lhfluencQ-vo*ice- Se 


Helie Dale, The Daily Signal, May 23,2017 
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©Indeed, these [BBG] networks may be more skilled in this racruuH-'+h *u- ■ 

even try to reach such audiences, they do not constitute Which do not 

government supp , prt ... Butth a td oesn4ffla|^-3-^^ Th- kt ! adv ?1 ls g rs - That's why VO A-Reeds- 

independence with a mission that extends be^^hT^mercial incS^' ‘ V ° VeS reconcile editorial 
the political priorities of most state-owned media, '"centlves of most private-sector media, as well as 

It °down> w ^ en D°wn <http://www.pubiicdiplomacycoundi.org/cdmmehtaries/05-18-17,/dont-kick-voa~when- 


Martha Bayles, Public Diplomacy Council Commentary, May is, 2017 


® The report alleges that three outlets — specificailv Radio nu 

America, and CNN - tried to influence Russia's doISLoLlto^ of Radl ° Fre « EUro Pe)- Voice of 

to opposition parties, when there was any coverage at ail- ’ Prt W that positive coverage was onfy given 

United Russia Completes Report on How U.S. Media Influenced Ru^bn Fi a -f 
<http ://fo re ignpolicy, com/2017/05/19/un ited-r ussia-mm nief a 3n Ee ^ tlons 

elections/> P tes-report-on-how-u-s-media-influenced-russian- 


Emiiy Tamkin, Foreign Policy, May 19,2017 


Professional Topics 


6. SOCIAL MEDIA - INTERNET 


to casual conversations, manfThm ft” ^ Fr ° mthink pieces 
bnng us closer together can sometimes driveus further apart .™ 3yare| e ft to wonderhowTooismeantto 

p(atforms-are-poisoning°ron 8 vSaron5/5T4031/? P utm™ 

Maeve Duggan, The Atlantic, May 11 , 2017 


conducting curturally^f^ ^ or Marines to invest in partner forces while 

blend in with their compatriots and surroundings Only if the Marini" hi™!’ 1 ’* Warnngmemfaers ofa Population 
feith of non-combatants-while alienating foSdigife aE f * SqU u arei ^ ca P tljre the attention and 
warfare] campaigns. 8 f Wl!| they stand a chance at winning [information 

The New Approach <htfpstf^ 
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1st Lieutenant Matthew H. Ormsbee, Marine Corps Gazette, May 2017 


7. CYBER 




James Mattis, A Warrior In Washington <http://www. 
washington> 


newyorker.com/magazine/20l7/05/29/james-mattis-a-warrior-in- 


Dexter Filkins, The New Yorker, May 29,2017 


« ... no one identified the ransomware event in its 
a nd others less specifically to "theft." Those terms 
piracy on the cyberseas. 


proper historical category. Many observers referred to "extortion" 
are not wrong but they miss the essence: This was an act of piracy. 


Piracy on the Cyber Seas <https://www.the-amerlcan-interest.com/2017/05/22/piracy-on-the-cyber-seas/> 

Adam Garfinkle, The American interest. May 22,2017 


election interference Is likely to be a new normal. h h Inte »'gence community that Russia’s 


U.S. Cyber Command: Russia hacking "the new normal" 

<https://defensesystems.com/aiticles/2017/05/15/sandracyber.aspx7ms2> 

Sandra Erwin, Defense Systems, May 15,2017 


government j & the eejty^ onhe prtvete socton ° f '*■ Thls has “W "* <*—p. for the role the, 
batt,efieJd.ihfml> ttlef * e * d<htt ’ J: ^ WWW ^ US ’' CenterClr ^ C3 ’ aI ^ St ^ mot ’ ern 


Admiral Patrick Walshs The Catalyst, Spring 2017 


8. DISINFORMATION, FAKE NEWS 
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«<»* ^ fora us t0 contanc , 

deep,, messy, revealing divisions and frart^s“n SSSSSST" CDnSt ™ Ct ' ^ ** are al “ 

C.W. Anderson, Nieman Lab, May 23, 2017 


• in this ocean of uncertainties, it is easy to took for shortcuts. In the West fake , an 

old answers do not work and new real answers are unavailable nr ; n rw ' k u em t0 be the ansWer ' when 
answer might be ,o just muzzle everybody They« ZS„’ h T ' Z * * he part V <*« control, the 
dangerous coin. V ‘ V ° S,des of the same co,n - we know the coin is a bad. 

The fake problem w„h fake news <h„p://www. l ,mesonl,ne.com/en/,he-fake. P roh,em.w„h-fake-news ?re ,resh.ce> 

Francsco Siscl, Limes online, May 19, 2017 


9. SOFT POWER 


investor in modernizing its milita^ .Wffth eVr^^^haUhrj t* S Jf r COnd ' 0reest economy ' and a significant 

administration, China has positioned itself as l champion of elobaib^ S ^ emphasize hard P° we r under the Trump 
desire to take on a greaterinternational T integr3t, ° n ' perhaps si ^ a ‘-g a 

counts international attractiveness and its ability to Influence otherUntrLand" P Zto. ** ^ * meaSUre ° f 3 

cWnas*bi^betjrofl^<w^0511l^>^ W ^ Cfr *°^^ n ^ C ^* naS ^^"^ B ^" M ^" poWer ^ p ^®^^^^ c * d=soc ‘^ ce ^ 0 °k‘ln* 
Eleanor Albert, Council on Foreign Relations, May 11, 2017 


o’^er, “ » ,he *“ “ tha ‘«-» reinforce each 

which are not large, takes away XT'' ^^ ^ 


Hard Power's Essential Soft side <M(ps://www.cfr.prg/i„,e n ,,ew/h.rt i .ppwers-essen«lal-soft.side> 

Zachary Laub, Council on Foreign Relations, March 29, 2017 


to 







10. GRAY ZONE 


coercive elements that p«aulsk e exls«ng 0 rules f and rronIis- a Dhv°| , ' f 7 nlatl °i"' CI " mS asse,tlveness frequently involves 
credibility 0 , U.S. security comml«me" ona n e SSiSSSSSK *Tf ™ terS and "«** ^«» 
coemion threatens to destabilise the re g ,o„ by increase..of c^rnrL^^^irrd^er 

Michael Green, Kathleen Hicks, Zack Cooper, John Schaus, and Jake Douglas, CSIS, May 2017 


11, INFORMATION WARFARE 


l2S^ Russian 

outliers, however, and Z ,L X ^ b * *■ * ^"-i„ There are some 

" * • What Russia is doing is often Illegal usuallyune h ", °L , V f " d resp0 " d “ Russlan ^formation Warfare, 
efforts by State, DoD, and other parts of the US government fall - bed" !*"” ral ' Unfortuns, « l V' conventional 


Workforce is 'Not Optimized' for Information Warfare 
not-optimized-for-information-warfare/> 


<https://toinformistoinfluence.com/2017/05/09/workforce~ls- 


Joel Harding, To Inform is to Influence, Mays, 2017 


how to divide enemies by exploiting a diverse range of readily M il.bLZZSn?n?^ 1 Kl^ faP ■ ^ 

The Big Stick <https://www.mca-rnarines.org/gazette/2017/05/big-stick> 

Thomas C. Greenwood, Marine Corps Gazette, May 2017 


Cb~c“ ab r * b = a " d rel " fOre '"0 - ™ 

arms fuses, so too m^cSl: oZSSSllK: a " d ; lectro "' c "»*"> .... As the use of these combat 
^remustbeb^ 


21st Century Combined Arms: Maximizing combat power, flexibility, a, 

manne5.org/gazette/201S/12/21st-century-combined-arms> 


responsiveness <https://www.rnca- 


li 








The Ellis Group, Marine Corps Gazette, December 2016 


12, MEMES 


,? th f »n« star was coopted, stolen by a 4chan fringe. In an effort described to the Daily Beast as a oush to 

rec aim Pepe from normles, 1 a dedicated group of 4chan users began to tie Pepe to white nationalism beeinnine 

B^s^Sr mted PSPGW ' lh N3Zl Pr ° Paga "' la ' ete Wa bul,t ttet assoc l a tlon," one user told Daily 


What Pepe The Frog's Death Can Teach Us About The internet 
■^ w ' npr - or “ s/a,lte 

170Sll>^ Utrn ~ SOlJrCea ^ Ce ^ O ° l< * COm ^ Utm “ me ^, Um, * SOC l Sl ^ ll ' ,T1-Car '' pai ®n =n P r ^u tm _t®fni=nprnews8tutm_content=Z0 


Sam Sanders, NPR, May 11,2017 


13, RADICALIZATION 




The Wahhabi Threat <https://www.city-journal.org/htm f/wahhabMhreat-152lO,html> 
Theodore Dalrymple, City Journal, May 23, 2017 


14. COUNTER-RADICALIZATION 


Amprlr?rl?i S r,r- ttaCkS ^ pUShed thp Eur °P eans to P^ress beyond the United States on counterradicalization, while 
American agencies are overrun with concerns on how to mitigate risk and measure achievements in this controversial 

SpoCc. 


j^had-in-e PP rope-v!ews-from-france> 0m Fr3nCe <PttP ^ WWW WaS ^ 1 ' nS ' 0n ' nSt ' tUte 0fg ^ p0gc ' , ana '' ,s ' s ^ v ' ew ^ tbe " rise " 0 ^ 
Gllles Kepel, Tamara Cofman Wittes, and Matthew Levitt, The Washington Institute for Near East Policy, May 19,2017 
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15. HISTORICAL NARRATIVES 




na? Bad : and the ^ gIy0n tbe New fHamas Policy Principles <http://www.worldaffairsjDurnal org/article/sood 

cXM^^GN 3 2l^ ,C 05^22&Utm' ,Ut,T H[ SOUrCe= ^ dd+ ^ a ' rS+ ^ eWS * e ^ er ^ lU ^ m “ Camba ' gn= ^^ y ^ 6 ^ e ^ a ®'^ 

tfVi A f L_LAM P AIG N_2 017_05_2 2&u tm_m e d i um=e ma i !&utm_te rm =0_f83 b3 8c5c7-467363 e3 a 6-294565597> 

Calev Ben Dor, World Affairs, May 22, 2017 


L bad- 


« Ukrainian officials have announced a criminal investigation into Soviet dictator Josef Stalin and his secret nniiro „h; Q f 
teToSusands"^ de P ortatlon of Muslim Tatars from the Crimean Peninsula during World War II, which killed 

hprfJst ft ST S < 2r 1 ? 1 Pr °, be Ag3inSt Stalin ' Beria For Crimean Tatar Deportations <https://www.rferl.org/aMraine- 

beria-stalin-investigation-crimean-tatar-deportation/28498330.html> S/ ' 

Radio Free Europe/Radio Liberty, May 19, 2017 


dmesand^efore'^d'isruT^ ? ? ast ' less its present, remains nearly continuous with Soviet 

; " d g Russian fi!m Portrayals of Soviet WWll heroism, Russian Culture Minister Vladimir 

oeonHfr ; h : S reVea n f n ! qUOte: " The ^ themsetves if you your 

people, history, what you will be writing will always be positive." 1 ^ 


Russia, America & National Self-Criticism <Wtps://providencema B .com/2017/05Aussia-america-national-self-crlticism/> 

Mark Tooley, Providence, May 12, 2017 


® Unfortunately, therearestill many of those willing to help spread the poison of the Soviet propaganda eitherfor 
rnoney or because they believe in it These people march with Staiin portraits in their hands wear Georgian ribbons 
shout out Soviet-style slogans about the greatness of Russia, of Putin, of Stalin. And this is happening in Canada I ' 

Immortal regiment" march in Toronto - shameful display of Russian propaganda 

pr^aganda/^ aidanPreSSCOm/20:l7/05/09 ^ imrnDrta * reSiment " marCh ' int0rontoshamefu *" d ' sp,ay ' of ' russiar1 ' 


Antonina Kumka, Euromaidan Press, May 9, 2017 
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.. in . ton si c .a n d u nj ustifiable Rus s ophobi a;.- . - . ver Y idea of a Ukrainian ethn os—as- 


Russia's Imperial Amnesia <https://www.the-amerlcan-interest,com/ 2017 / 05 / 09 /russias-imperial-amnesia/> 

Kirk Bennett, The American interest. May 9 ,2017 


Union! Ind bombed K ° rea and Tibet ' tussled ^ith India as well as the Soviet 


Chinese History Lessons <https : //www.firstthln s ^^^^ 
David Marshal), First Things, February 2017 


16. LESSONS FROM THE PAST 


® 'The [Johnson] administration made a deliberate derkinn ™ * 

Secretary ofState Dean Rusk remarked that October 119671 ^ 3 ^ P J SVChol ° Ey in the United States" 

worked up." Johnson, Rusk and other officials had feJretfth^ T W3S , t0 ° dangerous for thb country to get 
Great Society and heighten tensions with the Soviets But now ZJk ^onSd " nder " liri ® the domestic programs of the 
would have been better to take steps to build up a ^ensfo™ mat^ maybe ^ was a m,stake ; ^aybe it 


Was Vietnam Wtnnable? <https://www.nytimes.com/2017/05/19/opinion/was-vi 

Mark Moyar, The New York Times, May 19,2017 


■vietnam-winnable.htmi?reh= 0 pinion> 


been necessary for valuable ends. Communist, because they believed such means mav i 


i means may have 


Dictator's Devotees <https://www.commentarymagazine.com/articles/dictators-devotees/> 

Ronald Radosh, Commentary Magazine, May 16, 2017 


• The American Foreign Service Association has announced recently an electronic archive B oi„ g:ba c k 99 year, 

years-dtploma P tiC-history-your-des'ktop> eSktOP<httP ' ,, ' WW ' , ' ,,P,JbllCdlplDmaCyCouricllorg/commentarfes /05-14-17/99- 
Joe Johnson, Public Diplomacy Council Commentary, May 14,2017 
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since no serious embargo had been put on wlreies!ett^ V« et.n ^ " nsldered M andllary to broadcasting, 

already pointed to the lines along which propaganda wasto develop ™ 8 ' m ° nt,,S ^' he W3r ' certain “ ets 


A Survey of Leaflet Propaganda, i939- 194 5 <https://www.psywar.org/content/aSunreyOfLeafle, Propagandas 

Psywar, April 10,216 


17. IDEAS, CONCEPTS, DOCTRINE 


and^tanre^cS ™ ura af '" ar (Muding fear, uncertainty, 

rapidly. The convergence of new d^wKS charactar ° f War ls ™ M "» 

SoK^ 

David Barno and Nora BensaheJ, War on the Rocks, May 23,2017 


therefore, no corresponding rallying cry to pull together and fight In th“ a™ “"liberty ^ ^ S °''' et Un '° n '^ 

Is This the End of the 'Free World'? <https://Www.commentarymagazlne.com/articles/end-free-world/> 

Abe Greenwald, Commentary, May 16, 2017 


SSSS S'S, l°T T'T S,ren “° US eff0r,S *». 


The StrongGods <https://www.ftrstthings.com/article/2017/05/return-of-the-strong-gods> 

R.R. Reno, First Th ings, May 2017 
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Marketing's Power <http://blog.ama.org/marketings-power/> 


Russ Klein, American Marketing Association, Octobers, 2015 


compliance - A vast array of data prbvWers offerlhg a spnific ,1 comDrehBin«!ll l ^ ,eSre | lat !| dt0 ^ atapr[VaC ' , and c,atB 

inexpensive and consistent pricing across the board -The abilitv ? ata ° ptlDnS " Relative{ y 

executional problems, ^ tafn and c * e P*°V the data quickly, and with very few 

Three Tips for Going Globe! <http://blog.ama.org/three-tips-for-going-global/> 

Kitty M. Koldlng, American Marketing Association, August 12 ,2015 


18. IDEAS OF AM ERICA 


world order, was it the rea°rea2n for thTp^mpe^^dpeTce we en'iOved^t^^ h roe and WerW lnt ° bUlldlnB * hlS 

growth? S W ^ n8neSS ,° bE I* 3 P r* m ®rv guarantor, through American political douVmN^ 

Daniel Strand, Providence, May 23,2017 


ml«^ remembrances of a benign history. These 

the terror that it actually stood for After the Civil War lgnonng tfie deatfl ' 'Scoring the enslavement, and 

cross on someone's lawn; ^hat t errori sm as much as a burning 

about who was still in charge in this city * ^ “ au0ng meSSage t0 ali wh ° walked in their shadows 


f Ne ? 0rl ? ans ^ a V° r Lancf rie u 's Address on Confederate Monuments 


<http://pulsegulfcoast.eom/2017/05/transcrtpt-of-new-orieans- 


mayqr-landrieus-addre5s-on-confede r ate-mpnuments> 


The Pulse, May 19,2017 
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Countries and Regions 


19. RUSSIA 


.. 

U.S. Propaganda' Influenced Russian Elections Putin's Partv riaimc n 

media-influence-6 12354> ' ^ la,ms <fltt P V/www.newsweek.com/russla-election-us- 


Jason Le Mlere, Newsweek, May 19,2017 


• For many Americans, Russian hacking remains a story about the 2016 election Rut th«ro i ca t , * 

Marrying a hundred years of expertise in influence onerations m the ..' * th ® re s another stor V taking shape, 

gained the ability It tong sought but never fullv achieved In the fold " w " d ° f social rnedla . Russia may finally have 
manipulating public opinion * ed ln ,he Cold War: t0 ,h « °f events In the u,s. by 


inside Russia's Social Media War on America <Http://tlme.com/478S932/inside-russle-soclel.medla-„ar-america/> 

Massimo Calabresi, Time, May is, 2017 


and seek to re-,mpose I, on %T" *" '*" «" 

Ihn”// 1 ?H Sh ° f Civitirations: Last Lenin ^mes Down in Kyiv as Stalin Cult Rises in Moscow 

<http.//wlndowoneurasla2.blogspot, com.au/20l7/05/the-reai-clash-af-clvlll2atlons-last.html> 

Paul Goble, Window on Eurasia-New Series, May 14 , 2017 


Paul Goble, Window on Eurasia-New Series, May 11, 2017 
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»«■>_ 

Paul Goble, Euromaidan Press, May 10, 2017 


® 1. Preparation. A planned "oppression" of Russians. This Is a preparatory stage For this omn^nH ■ □ - 

local pro-Russian media is indispensable. Propaganda is a nart ntthl 7 7- S ' F th ' propaganda In Russian and 
produce an assessment of the ? T? intendedto 

even if it doesn't intend to invade the host state. 6 1 ft usecl as a background tool, Russia can use it 


Stages of Russian occupation in a nutshell <http://euromaidano 
nutsheil/#arvlbdata> 


ress.com/2017/05/09/stages-of-russian-occupation-in-a- 


Euromaidan Press, May 9, 2017 


natsiya) and potentially even l?e dan B e r o U s *”* “ pr ° m ° te *»« ™*°"' Betskaya 

Proposed 'Civic Russian Nation' is a Dangerous Remake of 'the Soviet Nation,' Expert Savs 

<http://wmdowoneurasia2.blogspot.com.au/2017/05/proposed-civic-russian-nation-fs.htmi> 

Paul Goble, Window on Eurasia—New Series, May 9,2017 


20. UKRAINE 


calls. In the past, no one would have expected a novern m^nt wh™ * > u P da tes the use of letters and telephone 

unrestricted telephone end epistolary communications with citizens oflheTnemy co V unt^. bV anothar, ° allow its dtlze "5 


Putting Kyiv's Decision on Russian Social Media in Context 

<http://windowoneurasia2.biogspot.com.au/2017/05/putting-kyivs-decision-on-russian.html> 


Paul Gobie, Window on Eurasia-New Series, May 19, 2017 


21. CHINA 
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entities-threatens-america%E2%80%99s-nati> K99s-acquisitron-of-us-media- 

Darran E. Tromblay, Small Wars Journal, May 22, 2017 


[Report] Managing Cross-Strait Ties in2017<fittps://www,csis,orE/analysis/managlng-cross-strait-tles-2017> 

Bonnie S. Glaser, CSiS, January 26, 2017 


22. NORTH KOREA 




WannaCry Malware Has Strong Links to Group Tied to North Korea, Symantec Says 

i4^M S i^os^ WSJCOrn/artlC * es/Wannacrv * malware " has ' st ^ on ^' l ' n ^ s ^ 0 ^ rou ^" t ^ ed ” to ' norf: ^“ 

Timothy W, Martin, The Wall Street Journal, May 23,2017 


kore a-syma ntec-sa ys- 


*"51??‘°. IOVe the c T try l ! erisly htetorv, from its founder, Kim II Sung, all the wau to if r . .... 
?;Il? :::f y pop “ lsf an fomis llte teration, but It's often In the ou'rsult of Z 


IMMI JUMg 


political will. 


pursuit of promoting the country’s 


,S «* ^//ww^buslness,nslder.com/what-chlldhood- 


Chris Weller, Business insider, May 11, 2017 
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23. AFGHANISTAN 


® The education efforts have worked quite well Under th* „ , 

almost zero women. Now there are between 6 and 9 miliinn 4 t j, ' 6 W3 .f ess than a mi,lion people in schools and 

them are women.*,of,his, 

Historian Says The U.S. Is ’Losing Hearts And Minds In Afghanistan’ 

<http://www.npr.orE/2017/04/19/524654637/historian-says-the-u-s-is-losing-iiearts-and-minds-in-afghanistan> 

Steve Inskeep, NPR, April 19, 2017 


coIres|^n^ngi^onai n e^rt.The C coalit^on^rk U elf toward empowre^in^pi^bii^affalres^aff^ass^s^ 000 ^^^ 6 

plahning. Ureme ' 1t P r° CeSSeS ' ,m Plementing standard operating procedures, and anc^raging pra^ve'publfc'aftire 8 


[Report] Opeation Freedom's Sentinel <https://oig.state.gov/system/fi, es/ofsl_dec2016_go,d_ll_-_a.pdf> 

Lead inspector General Mission for Overseas Contingency Operations, Department of Defense, December 31,2016 


24. PAKISTAN 


0 ^ ai<istan 5 government Is cracking down on social-media critics of the nation's powerful miiitan/ =, m ™, 
and opposition lawmakers say is aimed at suppressing free speech and politicalXent ma " V 

sSXXSS-mi,S“ 

Qasim Nauman, The Wall Street Journal, May 23, 2017 


25. SAUDI ARABIA 
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Andrew C, McCarthy, National Review, May 22,2017 


26. PERSIAN GULF 


Reaping the Whirlwind of the Arab Uprisings 

Christopher Steinitz and William McCants, Marine Corps University Journal, Spring 2015 (pp. Sff) 


27. ISLAMIC STATE 


^=££HESr^-“===s-* 


Gates: Expect more attacks In the West as ISIS is defeated in the Middle East 

<http://www.washrngtontimes.com/news/2017/may/23/robert-gates-expect-more-attacks-west-isis-defeate/> 

Laura Kelly, The Washington Times, May 23, 2017 


Rum,yah was designed for those In the West Interested In ISIL style mayhem and especially "lone wolf "atmcks!"''' 


information Warfare: Acceptable Islamic Porn <https://strategypage.com/htmw/Miw/articles/20170509.aspx> 

Strategy Page, May 9, 2017 
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Condofeezza Rice: 'We have to call' out radical Islamic terrorism 'fay name' 

<http.y/www.vrashingtonexamlner.com/condoleezza-rice-we-have-to-call-out-radical-islamic-terrorisiTi-by- 

"tor^^^3^0Ea7^20B!rt^0Bri^ aHtfm ^ tttm::rnet ^ t,m=en1ai * £t ' r ' nreanlPa,gn= ^^ 2t3D5 ' 10,20I ^ utm - term= ^~ 
Anna Giariteiil, Washington Examiner, May 8 ,2017 


a While the Islamic State now manufactures child soldiers, preliminary evidence suggests an emerging and increasin.lv 
aggressive role for older adults (aged 60 and beyond), especially as suicide bombers. The Islamic state has produced not 
only the youngest suicide bombers in history, but now also the oldest. ^ 


A New Age of Terror? Older Fighters in The Caliphate <https://www etc 
fighters-in-the-caliphate> 


usma.edu/posts/a-new-age-of-terror-oider- 


John Horgan, Mia Bioom, Chelsea Daymon, Wojciech Kaczkowski, and Hicham TJfiati, CTC Sentinel, May 4, 2017 


28. EMERGING MARKETS 


®^We learned that the BRiCS are a thing of the past for American marketers. That grouping ... looks distinctly dated 

Afrr^ a, ,Il am Th V San ? | ,ons i and oiI P rice dro ^ is down to No. 9 on our list of the 26 most attractive markets South 
ffdLv" piag f u ® d b V Years o f tow investment and mediocre growth, is No.12. The top scorers on our "attractiveness 

??? ^ MeX,CO ' The restofthe to P Ware medium-sized, fairly successful countries- 
~ 5) ' P ° land (No - 6) and T ^key (No. 8}—or small but rich ones, such as the United Arab Emirates and 


U.S. Marketers Think Again About Emerging Markets <http://biog.ama.org/u-s-marketers-think-; 
markets/> 

Craig Charney, American Marketing Association, August 20, 2015 


again-about-emerging- 


Toolkit 


29. SPEECH WRITING 


a ... here^s my understanding of Clinton and herspeechwriter. She liked him; he was a fine speechwriter. She 
overworked him mercilessly; he believed in the candidate and was willing to work long, thankless, hours But she was 

Sedates W ' th h ' S WP * be0aUSB " e “ emed U " ab,e “ 


Speechwriter, shattered <https://ww\v*vsbtd*com/news/speechwriter-shattere(d> 
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Glynn Young, Vital Speeches of the Day, May 17,2017 


30, EXCHANGES 


«■»*. -*, tad , e , med temwe 

a pp reclMEthemIndandcharatt rc?sr;c; , s 

SST EXCtanSeS ^<http : //www.afa.or8^^^ 


Robert Gibbons, Foreign Service Journal, April 2016, [pg. 11 ] 


31. CULTURAL DIPLOMACY 




The Power of Cultural Diplomacy - Why does the United States Neglect It? 

unrted-ste^-neglec£-^ ma ^ C0Une ^ 0re ^ COmmentar ' eS ^^"^ 3 17j|fpOWer ' CultUr3, " d ' plomac ^"^ E2 ^^ 0 ^®^" w hY‘does- 


Sherry Mueller, Public Diplomacy Council Commentary, May 13,2017 


Precepts 


as. publ ' c affajrs ' 


* share with bus y practitioners the academic and policy ferment in Public Diplomacy and related fields 
8 fr ° m l0ng speache% testimonies, and articles, flag the portions that bearon Public Diplomacy 
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are not avairablJo^thLlntemJt^^ D ' P, ° maCV by citin ^ sor "e of the older books, articles, 


reports, and documents that 


curtcd by 
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Precepts 


Elements of Informational Power 


1. PUBLIC DIPLOMACY 


a It is a deeply challenging time for our public diplomacy efforts, which are critical to our broader diplomatic and 
national security efforts. We should engage every PD asset and every trusted influencer available to us in every 
community around the world that is sympathetic to Western values. Why not start with mothers? 

The Mother of Ail Influence <https://uscpubllcdiplomacy.org/blog/mother-ail-influence> 


Carl E. Guittard, USC Center on Public Diplomacy May 8, 2017 


® The report examined how state-sportsored propaganda and deliberate misinformation campaigns can impact and 
disrupt public diplomacy efforts. 

Kanei taiks propaganda, fake news bots at public diplomacy event <https://www.gwhatchet.com/2017/05/10/panei- 
talks-propaga nda-fa ke-news-bots-at-public-diptomacy-eveht/> 

Liz Konneker, The GW Hatchet, May 10, 2017 


2. PUBLIC AFFAIRS 
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™fhl he +t h ' r ^. wee ^ J ^^ as ^ j ^ e ^ M ^ ees ^ ttK ^ errts pairupfordassroorh role-playing to help prepare them forfari^ 
t Internationa media as a diplomat. "They take turns sort of peppering one another with hard questions and testing 
their responses," Murphy said. , 4 u,lg 

Back to school for Branstad: Ambassador 101 required before Beijing 

<http://www.desmoinesregister.cpm/story/news/local/columnists/kyle-munson/2017/05/il/back-schooi-branstad- 

ambassador-101-required-before-beijing/316171001/> 

Kyle Munson, The Des Moines Register, May 11,2017 


@ The management of information and public diplomacy are critical aspects of modern governance. To that effect the 
m ormation service serves as an important tool of the state. Not the rulingparty, mind you, but the state itself, The men 
and women employed by the state's information apparatus - can, should and do -try to influence what goes into press. 
' -. But to think that this cadre can, in a democracy, ensure that a paper does not run a news item Is wishful thinking. 

On the notification itself <https://www.pakistantoday.com.pk/20i7/05/07/on-the-nQtification-itself/> 

Pakistan Today, May 7,2017 


* The Congressional Periodical Press Gallery committee has denied Sputnik, a Russian state-owned news website a 
permanent congressional press pass. ' 

Sputnik denied permanent congressional credentials <http://www.pofitico.com/blogs/on-media/2017/05/05/sputnik- 
congressionai-credentials-denied-23S055> H 

Hadas Gold, Politico, May 5, 2017 

3. BROADCASTING 


® Slrnply put, that m ission is to further the nation's agenda as forcefully as possible without engaging in propaganda. 

is is nothing to apologize for. Despite the occasional mistake, VOA has always sought to uphold the American tradition 
of truth-based persuasion, rooted in constitutionally protected freedoms of speech, press, and debate. 

Don't Kick Voice of America When It 1 s Down <https://www.the-americah-interest.corn/2017/G5/i7/dont-kfck-voice-of- 
amerIca-when-its-down/> 

Martha Bayies, The American interest. May 17, 2017 


4. INFORMATION OPERATIONS 
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an . hS + a nia ®S in my Pe^PectiVe, from conflicts In the past. Information operations, cyfaer activities soace 

and counterspace, and ballistic missile technology have made the character of war today much more dynamic and ? 
complex, in my assessment, than It has been in the past. And we're going to see such capabilities fielded by both state 


Gen. Dunford's Remarks and Q&A at the Center for Strategic and International Studies 

rnt?maita3iuJ?/> MeC, ' a/SPeeCfleS/Art ' Cle/7074:18/Ber ’" dUnfOr<tS ' renr,arkSandqa - at - the - center - for - stra,e 8 lc - a '’ d - 

General Joseph F. Dunford, Jr., Joint Chiefs of Staff, October 5, 2016 


5. COMSAT CAMERA 


• This soldier died to take a picture of the explosion that killed her and four Afghan soldiers 
salute you. May you rest in peace, brave soldier. 


. Specialist Hilda i. Clayton, I 


l heSe h3unting images tafcen aments before a combat photographer's death 

<https-yAolnforrnlstolnfluence.com/2017yD5/02/the-armY-just-released-thKe-hauntlng-lmages-takefrmomertts. 

before-a-combat-photographers-death/> 6 ems 

Joei Harding, To Inform is To Influence, May 2, 2017 

Military Review, May/June 2017 


Professional Topics 


6. SOCIAL MEDIA - INTERNET 


action J h ?,? expe ; iencinE 3 "f* and whol,y unprecedented capacity of individuals to use social media to shape 
ctions by millions of others, which in turn ts shifting how many perceive authority and define allegiance," [Nancy 

McEldowney] added, referring to the ability of Facebook and Twitter to mobilize protests but also to spread 
misinformation. r 

Foreign Service Institute Prepares Government Workers for Global Careers 

<https://www,washdiplomat.com/(ndex.php?option=com_content&view=article&id=15351:foreign-service-institute- 

prepares-government-workers-for-giobal-careers&catid=1557&ltemid=428> 
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Mindy C. Reiser, "Hie Washington Diplomat, May 5,2017 


® in interview after interview, students defaulted to business Jargon to discuss their online lives. They talked of their 
names as brands, of having multiple "audiences" or "publics," of social media as a marketing tool for the self. Words like 
curate, cultivate, and "craft" came up often in descriptions of their approaches to posting. 

Instagrim; Why Social Media Makes Students Miserable <http://www.chronicle.com/article/instagrim-Why-Sodal' 
Medi3/2399S3> 


Donna Freitas, The Chronide of Higher Education, May 7, 2017 


® About 42 percent of constant checkers specifically point to political and cultural discussions as causing stress. And the 
impacts play out in real life-35 percent of constant checkers say they are less iikeiy to spend time with family and 
fnends because of social media. 


Social Media Are Driving Americans Insane <https://www.bloomberg.com/news/article5/2017-p2-23/social-media-is- 
driving-americans-insane> 


Deena Shanker, Bloomberg, February 23, 2017 


© The National Constitution Center, with the support of Microsoft, has assembled leading scholars and thought leaders 
to publish a series of five white papers, entitled A Twenty-First Century Framework for Digital Privacy. We've asked 
these contributors to reflect on the challenges that new technologies pose ... 

A Twenty-First Century Framework for Digital Privacy <https://constitgtioncenter.org/digitai-privacy/an-introduction-to. 
digita l-privacy-in-the-twenty-first-century> 


Jeffrey Rosen, National Constitution Center, accessed May 16,2017 


7. CYBER 


® DOS is an attack used to deny legitimate users access to a resource such as accessing a website, network, emails, etc, 
or making it extremely slow, DoS is the acronym for Denial of Service, This type of attack is usually implemented by 
hitting the target resource such as a web server with too many requests at the same time. This results in the server 
failing to respond to aii the requests. The effect of this can either be crashing the servers or stowing them down. 

DoS (Denial of Service) Attack Tutorial: Ping of Death, DDOS <https://aniiminz.wordpress.com/2G17/05/09/dos-denIal- 
of-service-attack-tutoriai-ping-of-death- 

ddos/?utm_source=hs_email&utm_medium=emait&utm_content=51694101&_hsenc=p2ANqtz-_iXxD21SVK-DOmX8rR- 

Fa4Q_JSDHsyHys0yCwzOftd7c7dCLH9mUX81G-cI9re!zPQM3rzm2TB0O9yAeMmd6N-z37cqg&_hsmi=51S94101> 
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Anil Minz, Anil Minz Info-Tech, May 9,2017 


e Cybercriminals are often looking for a way to make a buck, so attacks on financial institutions make sense, the report 
said. Out because governments hold sensitive personal information, budgetary data and national security information 
they have been increasingly targeted... 

Cyberattacks on governments double <https://gcn.com/articles/2017/05/08/cyber-attacks-government.aspx7ms2> 
Matt Leonard, GCN, May 8> 2017 


8. DISINFORMATION, FAKE NEWS 


® Several European countries were subjected to pm-Kremlin disinformation over the past two weeks. It was claimed in 
Sputnik that Lithuania follows totalitarian laws and that all Baltic states use "Soviet methods to combat Sputnik 
journalists". No mention was made of the fact that all three Baltic counties ranked high in the recently published 2017 
World Press Freedom Index. For a record of Sputnik journalism see here. 

Accusing Europe <http://maiichi.mp/euvsdisinfo/dr68?e=c701967e5f> 

EU East Stratcom Task Force, Disinformation Review, May 11,2017 


9. PROPAGANDA 


® ... Russian Minister of Defense Sergei Sholgu announced the creation of "information operations troops" ("cyber 
troops") within the Armed Forces. He emphasized that state "propaganda should be smart, accurate and effective" and 
that that these new formations "will be much more efficient than the 'counter-propaganda' department that operated 
during the Soviet period" 

Russian 'Cyber Troops': A Weapon of Aggression <https://jamestown.org/program/russian-cyber-troops-weapon- 
aggression/> 

Sergey, Sukhankin, The Jamestown Foundation, May 11,2017 


10. SOFT POWER 


a In the first four months of 2017, the use and threat of American military force (hard power) has substantially 
increased, while diplomatic and socioeconomic efforts (soft power) have been notably marginalized, with little concern 
for the appropriate mix of the two (smart power). 
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Prtjyj 6 the LimitS ° f Hard p0Werin2Q17 <http://sm a 11 wa rsjou ma I. com/jrn I/a rt/be ware -t he-li m its-of-ha rd-po we r-i n- 
Kyle R. Brandy, Small Wars Journal, May 6,2017 


11. LAWFARE 


® There has been an array of approaches for using law to undermine adversaries, approaches that 

aegis of lawfare..,even private litigation is working to deny access to the banking and social media 
increasingly rely upon. 


can be put under the 
pfatforms terrorists 


^/DuS^wfere jo^ : ^ W ^' armyUpreSS ‘ army ' mi,/JoUrnafs/Miiitarv ' Review/En e ,ish - E t Ji ti on 'Archives/May-June- 
Charles Dunlap Jr., Military Review, May/June 2017 


12. INFORMATION WARFARE 


• The kind of ^formation warfare favored by Russia can be defeated by early warning and rapid exposure. 

Hackers Came, but the French Were Prepared <https://www.nytlmes.com/2017/0S/09/world/europe/hackers-came- 

but-the-french-were-prepared.html?hp&actjon=click&pgtype=Homepage&clickSource=story-heading&module=secdnd- 

column-region%C2%AEion=top-news&WT.nav=top-news> 

Adam Nossiter, David E.Sanger and Nicole PeHroth, The New York Times, May 9,2017 


© Let us be perfectly dear about what has happened here. Russia employed its full arsenal of what I've termed Special 
War—interlinked espionage, propaganda and subversion—against yet another Western country in an illegal effort to 
elect a leader more to Moscow's liking. That this operation failed in France, just months after working in the United 
States, means that the Kremlin ought to reassess the viability of its clandestine model. 


Putin Declares War on the West <http://observer.com/2017/05/vladimir-putih-kremlin-wiklleaks-france-germany. 
e)ection-interference/amp/> 

John R. Schindler, Observer, May S, 2017 


o According to a large and growing chorus of Russian foreign policy experts, the "Putin doctrine" has ominous 
ramifications for the United States.... Among its chief tenets are these: * ** 4 . The energetic use of sophisticated social 
media and information warfare techniques in an "active measures" campaign to de-stabilize relations between 
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members of the Western alliance, and shape political developments within their societies in a 
Russian interests. 


manner congenial to 


How the West Contained Russian 
contained-russian-aggressions> 


James A. Warren, Daily Beast, May 7,2017 


iOW-the-west- 


®°™*1 a,ms v S0 ' ial ^ engineer an audience ' rendering a group or community utterly incapable of 

,!?S 8 |Lh! U -' eVS H ? r* % t eVident The effects can cause: the.dissolution of social constructs such as 

coming f P ' I * ° Ue t0 the adveflt ofthe Fernet and its many permutations, our culture 

continually consumes so much information that it's become deconditioned to the fidelity of the digested content a 
symptom indicative of susceptibility to the full effects of information Warfare. ' 

Beyond the Operational Environment: Reflections on Information Warfare <http://smallwarsjournal.com/blog/beyond- 
the-o pe rat 10 n a l-e n vi ron ment-refl ectlo ns-on-f nfo rm at|o n - wa rfe re> 


Evan Salbego, Small Wars Journal, April 8, 2017 


® This paper examines how and Why Russia is extensively employing information warfare to ensure regime survival and 

f S i nC o aS, r y ae l reSS J Ve f ° reign p0ficy goa,s - A theme throughout is how the West has yet to grasp the 
full implications of the Russian word mformatsia and the challenge posed by Putin's information strategy. 


Protecting Falsehoods With a Bodyguard of Lies: Putin's Use of Information Warfare 
<C://Users/maece/Downloads/rp_136.pdf> 


Deborah Yarsike Bail, NATO Defense College, February 2017 


13- BRANDING 


® The manifesto includes three notable departures from the earlier charter, though they are heavily conditioned First 
Hamas accepted the establishment of a Palestinian state -at least provisionaliy-based on the June 4,1967 lines. 
Second, the document attempted to distinguish between Jews or Judaism and Zionism.... . The new platform also 
lacked the anti-Semitic language ofthe 1988 charter. Third, the document did not even reference the Muslim 
Brotherhood. Hamas was originally an offshoot of the Palestinian Muslim Brotherhood, 


Is Hamas Rebranding with New Manifesto? 
Aaron David Mtfler, Wilson Center, May 2,2017 


:-rebra nding-new-mahifesto> 


14. COUNTER-TERRORISM 
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. ,* -; 1 -'--■-r".'e-vaM=w.liulh in and outside otthe classroom, grooming the Downing schnlarc 

to be the Army s future senior leaders, producing new knowledge in the field of terrorism studfes, or advising^he 

other in the "my ™" 5 " 1 !CoUn,erTei,ror,sm Ce "tetat West Point] Is a unique institution unlike any 

Thecomhattme Terrorism Center, A Strategic Asset for the Nation [Scanned Image of article] 

sni7/ //W ' J !? fl r^ a u e '! U rj^ O,C o m/ '^est'rol r ' t 'Assoclatlon-of-Graduates/78206-West-PolnMylagazlne-SprlhB- 

2017/pu redefa u Itpipa d ■ htm I ?b ooku rl=782 06 &bkpageno=l#page/l 4 > 

LTC Bryan Price, West Point Magazine, Spring 2017 


15. RADICALIZATiON 


® Media portray these women as joining jihadi groups through romantic adventurism such as the "jihadi brides" 

bvTsif ° r k a th enSB * 3TT ?T ip,,8,nal ! iV6S liVed in the West HoWeVer ' most of the incentivizing narratives employed 
. by ' S ^;:; l the , S f me * ha * has been em P f °y ed for young men. The fact that there's an opportunity to join a caused nd 
prrTpaga^da effort ^ 3 P ^ Muslimstflatare P ortr ^V ed as besieged and assailed is touted byKIS through sustained 


Sdi - 6 '' 0 ^ 5 and thSir r ° le Jnjihadi erou ps< :/ / w w™-bro oki ngs. edu/o pi n ions/fe ma le-terro rists-a n d~th e ir-ro ie^ 

groups/?Lrtm_campaign=Brookings%20Brief&utm_source=hs_email&utm_medium=email&utm_content=51S42628> 

Beverley Miiton-Edwards and Sumaya Attia, Brookings, May 9,2017 


s“cLn?„rAf L bee 7 GVea “ th3t S ! rlB 15 n °* ,he ° nlv ctlun,ry in ^ich young, eager minds receive Islamic stete 
TurS as S d ' nS S ° me rePOrtS Turkish newspapers and prosecutor indictments, such schools have operated in 

The Brainwashing of Turkey's Children by ISIS <http://usl2.campaign- 

archive2.com/?e=ea2b6ell20&u=b7aa7eddb0f2bb74bfa4fBcb5&id=4ec45bea9c> 

Uzay Bulut, Middle East Forum, May 8,2017 


rP^^Uhl 0 ^ 171 * 6 ^ ParlS and Berl !" respond t0 terrorist threats in a one-sided and linear way. Second, they 

S52t™^cLm m nwT eS T '^?' y, ° " tadlca " za, '°h'‘hiffeht, polarisation and stigmatisation breed 
radicaiization.... recommendations include a more symmetric integration of local actors in the overall de-radicalization 


™T 2 T n ' Stigmabzatior )' Radicaiization. Counterterrorism and Homeland Security in France and Germany 

https://www,gQogie.com/url?sa=t&rct=j&q=&esrc=s&squrce=web&cd=18icad=rjaSiuact=8&ved=0ahUKEwiHz9zc_TTA 
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Dr. Witold Mucha, Journal for De-Radicalization, Spring 2017 


e Counter speech videos, such as those of the German campaign Begriffswelten (slam 
alternative perspectives and democratic ideas to counteract extremist content, YouTube 
in the comment sections below the video. 


. published on YouTube, offer 
users may discuss these videos 


Hate Beneath the Counter Speech? A Qualitative Content Analysis of User Comments 
Speech Videos <http://journals.sfu.ca/jd/index. php/jd/article/dowhload/91/80> 


on YouTube Related to Counter 


Julian Ernst, Josephine B. Schmitt, et al., Journal for De-Radicalization, Spring 2017 


16. COUNTER-RADICALIZATiON 


« The current study focuses on the process of deradicalization. While a number of studies have begun exploring this 
issue with regards to the actual process, this study focuses on the perceptions of deradicalization from the public. 


Perceptions of extremists and deradicalization programs among university students in Kuwait 

Atlwot :/ v!™‘ SOOele,GOm/Uri?Sa=tStrCt=j&q=SteSrc=sa50urce=web&cd=1&cad=r j a&uact= 8&ved=OahUKEwivxu3D TT 


Kyle A. Msall, Journal for De-Radicalization, Spring 2017 


17. NARRATIVE 


? Exploring interactive and participatory media encourages public expression and builds momentum. Documenting the 
impact closes the feedback loop. When purpose and momentum wane, these narratives show that participation can 
create change, and build a stronger democracy* 

Democracy Needs Storytellers <https://www.theatlantic.com/technologv/arehive/2Ql7/G5/demccracv-needs- 

storyteliers/524025/> 


Kawandeep Virdee, The Atlantic, May 6, 2017 


18. HISTORICAL NARRATIVES 
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Grea ^'™ tla Wa f* °" a of the driving elements of Russia's expansionism and war in Donbas The 

-.»i*-™acffss5snss£^^ 

fou^tn^ 


Yana Prymachenko, Euromaidari Press, May 9,2017 


Salw inSl ^v°T inRuK, f" f CfetV ’ 3 P ° PUlarlty Pram0ted “V«*> has "already born 

mnrLlnT H ^ US/ Yev!o Vev says, with "the n umb e r o f p e °p | e in Russia whoassertthatStalin's 
mainstream^ 3505 Pe ° P ‘ eS werecom P !ete| yi usWied g™wing" emerging from the margins and becoming 


Ever More Russians Say Staiiri was Right to Deport North Caucasians 

<http ;//win do wone uras ia2. b logspot. com.au/2017/05/eve r-m o re-russf a ns’-say-sta I i n-wa s- right. html> 
Paul Goble, Window on Eurasia—New Series, May 7, 2017 


mlrf^S+h 66 "^ 6 n ° t0nly hascor npJeteiy restored the Stalinist conception of World War II but is promoting it in the 
sStehq«tet e SCh °° 3 m WaYS that Wl11 make lt ever more dffficult for Russians to break out of that .Ideological 

Moscow Completely Restores and Actively Promotes Stalinist Conception of World War !i, Pavlova Says 

<http://windowoneurasla2.blogsppt.com.au/2017/05/moscow-completely-restores-and-actively.htmi> 

Paul Goble, Window on Eurasia—New Series, May 7, 2017 


rn^lri a hp^v" 0n ^'rTf^ I "flv[^t^ a 'k PrP u aeanda outlets in advance of Moscow's commemoration of Victory Day this year 
could be excused for thlnkrng that the USSR defeated Hitler all on Its own and that the Russian people were the only 
component of the Soviet war effort. ^ H on,y 


Even Oppressed Non-Russians Made Important Contributions to War Effort in World War II 

<http://windowoneurasia2.blogspot.com.au/2017/05/even-oppressed-non-russians-made.html> 

Paul Gobfe, Window on Eurasia—New Series, May 6, 2017 


Vlrfnru JStfTl “mT'' 0 "?' ^ m W<W «>«h.. most important holiday of the year: 

Vinory Day. Amid the euphoria surrounding the event, however, Russia's, history teachers ere finding themselves 
under pressure to conform to the Kremlin’s interpretation of the war. 


How Russian Kids Are Taught World War il <https://themoscowtlmes.com/ 3 rtides/how 
war-ii-57930> 


-russian-kfds-are-taughi-worid- 
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Ola Cichowlas, The Moscow Times, May 8, 2017 


® In Arkhangelsk, officials barred activists from carrying the photographs of British and U. 
Lend-Lease supplies to the Soviet Union, citing the current "political situation." 


S. sailors who died providing 


Russia’s immortal Regiment: From Grassroots To 'Quasi-Religious Cult' <https://www.rferl.org/aAussia-imm ortal- 

reglment-grassroots-to-quasi-religious-cult/28482905.html> 

Svetlana Prokopyeva, Radio Free Europe / Radio Liberty, May 12, 2017 


19. LESSONS FROM THE PAST 


Propaganda was a very powerful tool for each country that used it during World War II. The United States was no 
exception to this, as it helped unite the public and the military in the fight to win the war. 

American Propaganda in World War II <https://www.warhistoryonlfne.com/world-war-ii/american-propaganda-worfd- 
wa r-ii-m.htm l> “ 

Lincoln Riddle, War History Online, May 10,2017 


® ... nickels [leaflets] cannot- and are not intended to - replace bombs. Nickels perform an entirely separate function 
but are none the less valuable for that. Like bombing they form part of the general strategic plan. They are a weapon 
aimed not at men's bodies, but at their minds. H 


Why Drop Nickels? <https://www.psywar.qrg/content/whydropnickels> 


Psywar, May 5,2016 


® The mam purpose of the (five Indian Field Broadcasting Units now {WW2} operating in Burma] is to carry out front-line 
propaganda against the enemy, and also behind the enemy iines. This is accomplished by loud-speaker apparatus, by 
distribution of leaflets, cartoons and other printed material by hand and by mortar, and by patrols whose ostensible 
purpose is to sell trade goods to local inhabitants. This trade goods programme, while it secures the growth of goodwill 
owara tne Allies among the local inhabitants, Is also highly productive of intelligence about the enemy's movements, 
p ans and genera] behaviour. The IFBU's are thus able to assist local formations outside their propaganda distribution 

Indian Field Broadcasting Units: Their Purpose and Activities <https://www.psywar.org/content/ifbu> 

Psywar, November 11, 2015 
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20, IDEAS, CONCEPTS, DOCTRINE 


• Freedom of speech is art Indispensable weapon of information warfare; in the fight against enemy propaganda, for 
suppression of narrow party, nomenclature or commercial interests.... According to [President of Lithuania Dalia 
Grybauskaitej, an independent free word, affirming the principles of democracy and freedom, critical thought and 
openness, was and will be an undeniable value for Lithuania in strengthening the state, 

Grybauskaite: Freedom of speech is an indispensable weapon of information warfare 

<https://translate.google.com/translate?deptb=2&h|=en&rurl=translate.gpogle.com&sl=auto&sp^nmt4&tl=en&u=http: 

//www.belaruspartisan.org/poiitic/379144/> 

Beiaruspartisan, May 16,2017 


° The rise of digital technology has coincided with unprecedented political polarization in this country. From think pieces 
to casual conversations, many feel technology exacerbates these divisions. They are left to wonder how tools meant to 
bring us closer together can sometimes drive us further apart. 

How Platforms Are Poisoning Conversations <https://www.theatiantic.com/technology/archive/2017/0S/how-. 
piatforms-are-poisoning-conversations/524031/> 

Maeve Duggan, The Atlantic, May 11,2017 


® The U.S. must be simultaneously a nationalist power, focused on the prosperity and security of its own people, and a 
globalist power working to secure the foundations of international order that Americans heed. Mr. Trump appears to 
understand this truth better than many of his most vituperative critics. The task now confronting the president and his 
team is to develop and execute a national strategy based oh these insights. 

'Nationalist* Shouldn't Be a Dirty Word <https://www.wsj.com/artides/nationalist-shouidrrt-be-a-dirty-word- 
1493678981> • 

Walter Russell Mead, The Wall Street Journal, May 1, 2017 


21. IDEAS OF AMERICA 


® Ignorance of the basics "is a critical flaw because it's why we were admired and respected for so long, ft gives us our 
national identity, it tells the world who we are and why we are who we are, and without a frame that gives us values 
that stand behind the Bill of Rights, we're just floating in the air and our sectors of society are not connected," [Richard 
Dreyfuss] said. 

Actor Floors Carlson With Comments About Free Speech, Civics Education <http://www.westernjournalism.com/actor- 
floors-carlson-comments-free-speech-civics-education/> 
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Jack Davis, Western Journalism, April 29,2017 


T Tha i’ S ?' f ! at the f0tJnding fathers understood. They also understood that democracies are not perfect. We are 
imperfect, but our message to the world - in many ways our best message to the world is that you just get up every day 
and you keep working to overcome those imperfections. p 1 v 

Gondoleezza Rice interview: Full Transcript <http://www.cbsnews.com/news/condoleezza-rice-rntervIew-fuli- 
transcript/> 


John Dickerson, CBS News, May 7, 2017 


Countries and Regions 


22. RUSSIA 


® ... we've always hoped that the Russians would see their role in the world as one built on the respect that comes 
from economic power, from soft power. But unfortunately, it's turned to military power again to establish itself. 

Condoleezza Rice interview: Full Transcript <http://www.cbsnews.com/news/cohdoleezza-rice-intervtew-fuII- 
transcript/> 

John Dickerson, CBS News, May 7, 2017 


® ’ ■ ■ what brought back the orange-and-black ribbon was a 2005 PR campaign at Russia's RIA Novosti state-run news 
agency... tasked with coming up with a souvenir to accompany the site's online project collecting family memories 
about the war.... "We took a familiar combination of colors, a familiar context. * * * By 2014, more than 100 million 
ribbons had been distributed. Columnists at RIA Novosti claimed that its "grass-roots" campaign had succeeded where 
top-down efforts to create unifying symbols of Russian identity had failed. 


How an Unlikely PR Campaign Made a Ribbon the Symbol of Russian Patriotism 

<https://www.washingtonpost.com/news/worldviews/wp/2017/05/09/how-an 

the-symbol-of-russian-patriotism/?utm_term=.62d41e55a43c> 


-unlikely-pr-campaign-made-a-ribbon- 


Andrew Roth, The Washington Post, May 9,2017 


How does the world look from inside a pro^remlin disinformation outlet? We rarely get the opportunity to hear from 

the people who work in such organisations. So it is something of a scoop every time a whistle blower surfaces and offer* 
atestimony. 
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Inside the Kremlin's media machine <https://euvsdisinfo.eu/inside-the- 


kremlins-media-rnachine/> 


lauon Keview, May 3, 2017 


/ N /7 &e WiVe ° rder Cracks D ° wn on lnten ’» t Mean and Online Anonymity 
The Moscow Times, Mayll, 2017 


23. RUSSIA-FRANCE 


Vladimir Putin called on the French oresident piprt tn ™ ®, a * or Y me ssage to Emmanuel Macron yesterday, 

Tha,' TO c hwh e„p u S^ 


The Daily Vertical: Putin Shoots Himself in the Foot 
transcript/28475776. htm!> 


(Tra nscript) <https://www. rfer),ocg/a/datly-vertical- 


Brian Whitmore, Radio Free Europe / Radio Liberty, May 9,2017 


24. EUROPEAN UNION 


undeS d 7o“^ 

r^rpto^ 

Kristi na Potapova, Martens Centre for European Studies, March 2017 


25. GERMANY 
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® If you watch Russian state-controlled TV, you will hear about a country called "German/', but it's rather unlike the 

Germany you may know. Here Is What we found out about thk alternative Germur- nn h,» t r \ ■ _ 

" and state-loya l tV channels; - itewatw^ermany^n-Russra's four big state-controllec 


:ive-germany/> 


EU East Stratcom Task Force, Disinformation Review, May 5,2017 


26. DENMARK 


. Just like other EU countries, Denmark has had its fair share of pro-Kremlin disinformation. It has for example teen 


Pro-Kremlin disinformation in Denmark <https://euvsdisinfo,eu/pro-kremiin-disinformation-in-denmark/> 
EU East Stratcom Task Force, Disinformation Review, May 10, 2017 


27. UKRAINE 


L UI “i! in .!, ha ! aCCI iT'i ated raSl: experience i" fighting the Kremlin propaganda and is ready to share it with its partners 
Deputy Minister of Information Policy of Ukraine Dmytro Zolotukhin said' P ' 

Ukraine has vast experience In tackling Kremlin propaganda, ready to share it - experts 

rt-^pertsj^!i> n ' an ' n ^ 0/P ° l * tiCS/1 ^^ 9254 " U * <ra ' ne "* laS ' VaSt ' eX ^ erienCe "* n ' tac * c ^ n8 "* <rem ^ n " prop3gant * a ‘ rea fiy" to " s h are " 
Unian, May 12,2017 


2S. THE BALTICS 


h3S n0tiC6d false news stores about international military exercise Summer Shield XIV being 
spread on the media in an apparent attempt to intimidate public. 

EET 3b ° Ut Sumrnershieid XiV exercise <http://www.mod.gov.lv/pn/Aktuaiitates/Presesjazinojumr/2017/04/26- 
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Media Relations Section, Ministry of Defence of the Republic of Latvia, April 26,2017 


! mT ° is ™ ruitin ® Russian to use as guinea pigs for psychological and biological experiments 

dl6 7 are . aSSa l tmg W ° men in Uthuania * And tro °P s from the Western alliance are apparently takin^LSD to 
pr pare for an invasion of Russia. What? You haven't heard these things? Well you would have learned all about them 
had you been reading the Russian-language media In Estonia, Latvia, and Uthuania. Welcome to the weird weird world 
of the Kremlin's active measures and disinformation in the Baltics, ' d 

e,Di 861 Deadl/ (Trans ^ 


Brian Whitmore, Radio Free Europe/Radio Liberty, May 4, 2017 


29. BULGARIA 


® Bulgarian fake-news agents often promote Moscow's line not for Russia's sake, but for their own political interests 
Made in Bulgaria: Pro-Russian Propaganda <http://www.stopfake.org/en/made-in-bulgarla-pro-russian-propaganda/> 
Michael Cplborne, Stop Fake, May 9, 2017 


30. CHINA 


t^fVrl h ' m l SSat T ted Wlth f 616 / 156 ' Pe0pJe fdgn ignorance and speak in ambiguities. Everyone in China knows 
that a censorship system exists, but there is very little discussion of why it exists.... At first glance, the censorship 

feelings and perceptions creates 

people receive, select and rely upon. The content offered by the Chinese state media, after its processing by political 

imfonpnrfpnt' '"I 0 ™ 19 *' 0 " that w has faeen chosen ' ft,tered and ass[ g"ed its place, inevitably restricting the free and 
independent will of readers and viewers. & 


Ai Weiwei: How Censorship Works <https://www.nytimes.com/2017/05/06/opinion/sundav/ai 
wo rks.html? ref=op!n ion> 


- we iwe i-h o w-censo rs h ip- 


Ai Weiwei, The New York Times, May 6,2017 


® When trade routes open up, that's when the sharing starts; Resources changing hands 
start to flow, friendships start to form; Then things impossible, all become the norm. ' 


and shipping auto parts; Ideas 


is 





James Pethokoukis, American Enterprise Institute, May 11,2017 


• After tha crmgsworthy OBOR bedtime story video from the China Daily, and Xinhua News Agency's OBOR in poetry 
video (in Chinese} that features traditional graphic motifs and quotations... the People's Daily has produced a vide^ (in 
Chinese with English subtitles) called "Xi Jlnping on the world stage," which says that... Xi is "familiar with the histories 
and cultures of different countries".,. .Not to be outdone, Road to Rejuvenation Studios, the production company 
behind memorable Xi-era new media propaganda such as this song and psychedelic video about China's 13th five-year- 
plan, has also released an OBOR video.[OBOR=One Beit, One Road] " 

mun^m^n^ncrf;fr rthV pr0pagar “! a ” 0B0R is c °™hg to town <http://supchina.com/2017/05/ll/china-news- 
roundup-20170511/?utm__source~SupChi na&utm_ca mpaign=4e0725c3 la-20170511- 
290newsietterCringewprthyPropaganda&utm_medium=emaii&utm_term=0_caef3ab334-4e0725c31a-164727357> 

Sup China, May 11, 2017 


31. NORTH KOREA 


0 There is only one way to prepare now to mitigate the effects of six decades of indoctrination and to help prepare the 
way for unification. The ROK must initiate a comprehensive information-and-influence activities campaign. This must be 
.°n- n r tip te ev ! ls against target audiences ■ ■' ■ defector organizations have been having success penetrating the 
North s information defenses. From cellphone contacts through China to the proliferation of... DVDs, CDs and USB 

drives ... some of the most sought-after forms of entertainment are South Korean serial dramas that show how people 
live in the South, r r 


Can South Korean-made TV dramas prepare the North for reunification? 

<http://www.washIngtontimes.com/news/2016/mar/30/nQrth-korea-nudear-threat-can-south-korean-made-t/> 

David S. Maxwetf, The Washington Times, March 30, 2016 


© North Korea has been hurling wild, unconfirmed accusations at the U.S. and its allies for years. Most recently 
Pyongyang accused the Central Intelligence Agency (CIA) and South Korea'sNationai Intelligence Service (NIS) Friday of 
hiring a North Korean lumberjack working In Russia to detonate a "radioactive" and "nano-poisoncus" bomb at a 
military parade to eliminate Kim Jong Un. 

CIA Plot To Off Kim Jong Un is Just One Of Half A Dozen Wild North Korean Accusations 

<http://dailycafler.eom/2017/05/06/cia-plot-to-off-kim-jong-un-just-one-of-half-a-dozen-wild-north-korean- 

accusations/> 

Ryan Pickrell, The Dally Caller, May 6, 2017 
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® ■ ” ^ urrian r ^hts activists are scaling up efforts to take out the [North Korean 


usive country in increasingly creative ways. 

Sn^r 8er0US MiSSion T ° Undermine North Korea With Flash Drives <https://www.fastcompany com/40418835/the 
dangerous-mission-tp-undermine-north-korea-with-flash-drives> ympany.com/4U4i8835/the- 

Adeie Peters, Fast Company, Mays, 2017 


32. IRAN 


auth ° rit1es seemi "eiy haven't given up their decades-long efforts to discredit the office of the United Nations 
Spec al Rapporteur onthe Human Rights Situation in Iran.... The latest attempt came in the form of an article 

current Special^R^nortf uJLma T? Repubiic News A S ency ( IRNA ). Citing an unreliable source, it alleged 
Sp f 1 Ra PP° rteu r Asma Jahangir would soon secretly travel to Saudi Arabia - a country whose relationshiD 
with Iran is strained at best — where she would be offered bribes to adopt anti-iran stances. P 

imnian^News Agency Publishes fabricated' Story Accusing UN Special Rapporteur of Misdeeds with Saudi Arabia 

o£Sf*“ 

Mahsa AJimardanI, Global Voices, May 4,2017 


33. ISLAMIC STATE 


® Exposing ISIS's True Nature: On February 28, representatives from 38 countries met with media and tech companies in 

Work^ GmunTh 0rtS , t0 COUnter ISIS messa e [r, g under the auspices of the Counter (SIS Coalition Communications 
Working^roup. The group s campaign targeting vulnerable audiences in Tunisia, Morocco, and Saudi Arabia has 

expendedto Libya, Jordan, end Franca. The US. Global Engagement Center reported reechlngmore to is ion 
people with social medfe campaigns aimed at giving families, youth, and community organizations tools to safeguard 

engaging woman against violent extremism; and showing that ISIS Is e 

[Report] Operation Inherent Resolve: Report to the United States Congress 

<https://oig.state.gov/system/files/iig_oco_oir_mar2017_0.pdf> 

Glenn A. Fine, Lead Inspector General for Overseas Contingency Operations, Mar 2017 


!/m~° S releaseddy the ^amic State are edited pieces of propaganda, which likely have been carefully crafted 
to make the group-and its capabilities-look impressive. What isn't being shown are all of the times U S and (raui 

wemlesseaurZ. ,Slam " : Stale ' ! ^-coptersE orlnstances when the Islamic State's new drone bomb drop tool 
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CTC Perspectives -The Islamic Statens Drone Documents; Management. Acau 


usma * ec,u/p osts /c tc- pers pecti v es-lr h e-is!a m t c-sta te s-d r o ne-do c u m e nts- m anage ment-acquisitio ns-a n d 


Don Rassler, Muhammad al-'Ubaydi, Vera Mironova, Combatting Terrorism Center, West Point, January 31,2017 


* ‘ We need now is for global ^rces to focus their energies toward debilitating the branch of iSIS that in our 
vrew, is the primary threat: the manifestation of ISIS-inspired ideology that has permeated, through the medium of ever- 
advancing technology, the very fabric of Western societies. 

The Trump Administration vs. ISIS: Wiff this new strategy work - Muhammad Fraser-Rahim 

<https://www.quiliiaminternationai.com/the-trump-administration-vs-isis-wili-this-new-strategy-work-muhammad- 

rra ser-ra hi rn/> 

Murshed Madaser, QufJJIam, April 2S, 2017 


« ISIS recruitment in the U.S. is for the most part Internet based and has resulted in the actual and attempted 
recruitment of over 100 individuals residing in the U.S. with over 200 Americans traveling to Syria to join terrorist 
groups. To date very little counter-narrative material exists and most of it is cognitive versus emotionally impactful. 

Beating ISIS in the Digital Space: Focus Testing ISIS Defector Counter-Na rrative 

Videos with American College Students <http://journals.sfu.ca/id/index.php/jd/article/dpwnload/83/73> 

Allison McDbwell-Smith, Anne Speckhard, and Ahmet S. Yayla, Journal for De-Radicalization, Spring 2017 

Toolkit 


34. AMERICAN SPACES 


e Through their programs and events, American Spaces serve to build bridges between people of other countries and 
the United States; increasing understanding, collaboration and partnership. 

[Report] The Office of American Spaces 2016 Annual Report <https://americanspaces.state.gov/home/wp- 

content/upioads/2017/05/Officfr-Qf-Ainerican-Spaces-FINAL i pdf> 

Bureau of international information Programs, United States Department of State, May 2017 

35. CULTURAL LEARNING 
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A Common Language Doesn’t Equal a Common Culture 


Andy Molinsky, Psychology Today, April 1 ,2017 


i-language-doesnt-equal-common-culture> 


36. AMERICAN CAMPUSES ABROAD 


“tamS-ed*™' ° f Leami " E? 


John Schembarl, Linkedln, May 10, 2017 


Precepts 




a share with busy practitioners the academic and policy ferment in Public Diplomacy and related fields 
® from long speeches, testimonies, and articles, flag the portions that bear on Public Diplomacy 


• Introduce the long history of Public Diplomacy by citing 
are not available on the internet. 


some of the older books, articles, reports, and documents that 
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Subject: [Non-DoD Source] "Seen on the Web” (#69) — Strategic Communications and Public 

Diplomacy 

Attachments: Quota ble-69-H-l.docx 


Strategic Communications and Public Diplomacy “Seen on the Web" (#69) 


May 18 ,2017 

Seen on the Web 2133-2213 


Seen at Marine Corps University 


DIME: elements of national power - Diplomatic, Informational, Military, Economic 

(Hat tips to Benjamin Franklin and Tom Paine, and to Thomas Jefferson - "let facts be submitted to a candid world") 


This Is a compilation of news, articles, essays, and reports on strategic communications. Public Diplomacy, public affairs, 
U.S. government international broadcasting, and information operations. The editorial intent is to; 


• share with busy practitioners the academic and policy ferment in Public Diplomacy and related fields 

• from long speeches, testimonies, and articles, flag the portions that bear on Public Diplomacy 

■ provide a window on armed forces thinking on the fields that neighbor Public Diplomacy such as military public affairs, 
information operations, Inform-Influence-engage, and cultural teaming, and 

• introduce the long history of Public Diplomacy by citing some of the older books, articles, reports, and documents that 
are not available on the Internet. 


Public Diplomacy professionals always need a 360-degree view of how Ideas are expressed, flow, and gain Influence. 
Many points of view citied here are contentious, partisan, and/or biased; Inclusion does not Imply endorsement. 

Edited by 
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diversity of Mary Washington, Assistant 
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In the news 



1. U.S. ADVISORY COMMISSION ON PUBLIC DIPLOMACY, QUARTERLY PUBLIC MEETING, MAY 9, 2017 


e Think about where the Russians are today. They are still getting liquored up on good vodka over this operation. They 
not only influenced our ability to not like each other In this campaign. They have actually damaged an elected 
president’s ability to get his agenda done, because we’re still at each other's throats about what happened or What 
didn't happen with the Russians involved in our election...., it was hugely and outrageously successful. 

- Representative Mike Rogers (R-AL, Chairman of the Permanent Select Committee on Intelligence} 


® ... we talk about all of the right things. We talk about measurement, we talk about impact, but we're not really 

forcing ourselves to be up to speed-If you think about digital communications broadly, you have content, you have 

the platforms where you put your content, and you have the channels you use to distribute that content. Across all 
three, the private sector's so far ahead of where we are in government. 

— Ory Rinat (Heritage Foundation and Daily Signal) 


® How could we possibly expect to go to battle In an Information landscape when people, or our adversaries, have 
access to whatever tools they need whenever they want it, don't play by any rules, and don't have the burden of truth? 
Now we’re sending our soldiers into battle without weapons, essentially. Without the right tools and without the right 
technology, how could we implement any digital strategies or any communications strategies? 

- Tom Cochran (former director of new media technologies at the White House, a former managing director of the 
State Department’s Bureau of International I nformation Programs, currently Acqura's vice president a nd chief digital 
strategist) 


® I've looked for the backfire effect in the U.S.. *. and I never found it.... people actually do heed the implication of 
some factual information that they are told, even if that factual information cuts against a statement made by a 
politician they support. 

-- Ethan Porter (George Washington University School of Media and Public Affairs) 


®... these propaganda bots are going to be running information campaigns on all these user accounts online, but 
they're not going to be able to distinguish between the machines and the people. The machines are going to be running 
information operations on other machine accounts,... Where is the space for human speech there? 

— Matt Chessen (foreign service, science, technology, and foreign policy fellow at George Washington University's Elfiott 
School) 


® A big, bad America is subject to an external negative narrative that is more credible, unfortunately, in that it focuses 
and emphasizes the three Cs of corruption, conspiracy, and cynicism. While the United States has tried to be painted 
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promoting this narrative using these tools and technologies. die degresSiWiy 

‘ j -’ m,mi Fu,briBhti ^ 

=s:=rissr;rssrr:;2s=i~->*• 

U.S, Advisory Commission on Public Diplomacy, May 9,2017 


2. ON CAPITOL HILL 


=“==SS==SS5~HSHI 

Spending deal includes new plan to counter Russian covert "active measures" 

mMsuresA le ^ UPree ^^ * £ ^ n1S COtT] ^ 201 ^ /05/,02 ^ S * 3en ^' n ^ ea *' nclU ^ es new ^ an " to ’ counter ' russ ' an “ cover t' acti ve- 
Jamie Dupree, Jamie Dupree's Washington Insider, May 2 > 2017 




Division N - Intelligence Authorization Act for Fiscal Year 2017 

<http://docs, house, gov/billsthisweek/20170501/DIVISION%20N.pdf> 


House Permanent Select Committee on Intelligence and the Senate Select Committee 


on Intelligence, May 1 , 2017 


[Senate Armed Services Committee hearing, "U.S. Cyber Command," May 9,2017] 


campaign through cyberspace has directly and Indirectly impacted American^ unni fundamentalism ' ™* Information 
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Statement of Admiral Michael S. Rogers Commander, United States Cyber Command <https://www.armed- 
servtces.senate.gov/imo/med ia/dqc/RogersJ)5-09-17.pdf> 

Senate Committee on Armed Services, May 9, 2017 


[Senate Judiciary Committee Hearing, "Russian interference in the 2016 United States Election," May 8, 2017] 


• The Intelligence Community Assessment concluded, first, that President Putin directed an influence campaign to erode 
the faith and confidence of the American people in our presidential election process. Second, that he did so to demean 
Secretary Clinton. And, third, that he sought to advantage Mr. Trump. 

Statement of James R. Clapper, Former Director of National intelligence 
<https://wwwjudiciary.senate.gov/imo/media/doc/05-08-17%20Ciapper%20Testimony.pdf> 

Senate Judiciary Committee, May 8,20i7 


« [James] Clapper... warned of future attacks from Russian hackers during the 2018 and 2020 election seasons, He also 
pointed out that the Russian hacking campaign during the 2016 presidential election had been inexpensive, easy and 
most importantly, successful. "The Russians have to be celebrating the success of what they set out to do with rather 
minimal resources and expenditure," he said at the hearing on Russia's influence during the election. "They’re going to 
continue to do it, and why not? it proved successful." 

Ex-intel chief James Clapper warns of more Russian hacks <https://www.cnet.com/news/ex-intelligence-chief-james- 
c)apper-warns-more-mssian-hacks/> 

Aired Ng, Cnet, May 8, 2017 


[Senate Select Committee on intelligence hearing, Disinformation, March 30,2017] 


e The tried and tested way of active measures is to use an adversary's existing weaknesses against himself, to drive 
wedges into pre-existing cracks: the more polarized a society, the more vulnerable it is—America in 2016 was highly 
polarized, with myriad cracks and fissures to drive wedges into. Not old wedges, but improved high-tech wedges that 
allowed Moscow's operators to attack their target faster, more reactively, and at far larger scale than ever before. 

Disinformation A Primer in Russian Active Measures and influence Campaigns 
<http5://www.intelligence.5enate.gov/sites/defauit/files/documents/os-trid-033017.pdf> 

Thomas Rid, Select Committee oh intelligence United States Senate, March 30,2017 


Elements of informational Power 
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3. PUBLIC DIPLOMACY 


o ... there actually is a pretty solid business rationale to buttress the money spent on the State Department. State = 
sales. *** Market research. *** Marketing. *** Management***Military= lawyers. *** Finally, costly cuts. 

The business case for the State Department <http://thehill.com/blogs/pundits-blog/foreign-policy/331326-the-business- 
case-for-the-state-department> 

Brett Bruen, The Hill, May 1,2017 


«... we hosted 1 think what was a very successful coafjtion to defeat ISIS ministerial here at the State Department. *** 
in that coalition effort, we've got to move beyond the battlefield, we've got to move into the cyberspace, we've got to 
move into the social communications space, and get inside of the messaging that allows them to recruit people around 
the world to their terrorism efforts. 

Remarks to US. Department of State Employees <https://www.state.gov/secretary/remarks/2017/05/270620.htnn> 
Secretary of State Rex THIerson, U.S. Department of State, May 3,2017 


® Since the [Bureau of International Information Program's] inception, its web presence has gone through several major 
permutations (most of which are archived by the Library of Congress). l.i.P. publications, whether the web-only 
ShareAmerica posts written by staff members or the longer pamphlets and books solicited from subject-matter experts, 
often cover governance, trade and security as they pertain to America and the rest of the world or fun and inspirational 
facts about American culture. 

In Mar-a-Lago Blunder, a Glimpse at the Difficulties of 'Soft Diplomacy' Under Trump 

<https://www.nytimes.com/2017/05/03/magazine/in-mar-a-lago-blunder-a-glimpse-at-the-diffieuities-of-soft-. 
d i p lo macy-u nde r-t ru m p. ht m l?_r=l > 

Lydia Kiesling, The New York Tfmes, May 3,2017 


© Thanks in part to uninspired and under-resourced public diplomacy regarding the nature, scope, and intent of the 
rebalance, an initiative designed to clarify and reassure may have obscured and overshadowed what, on balance, has 
been a fairly robust evolution to America's Pacific posture. 

The Real Significance of the US Carrier Group Fiasco <http://thedip!omatxom/2017/05/the-real-significance-of-the-us- 
carrier-group-fiasco/> 

Jeff M. Smith, The Diplomat, May 2, 2017 
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4. BROADCASTING 


® •*°^ n Lansing, the CEO of the Broadcasting Board of Governors... told a panel commemorating World Press Freedom 
Day that there Is a war of information happening in the world. *** Lansing says he sometimes hears the argument that if 
the United States is trying to oppose propaganda from foreign countries, then it should respond with propaganda 
However, he said if the BBG did that, it would lose its credibility. 

BBG Holds Panel on Media for World Press Freedom Day <https://www.voanews.com/a/fafag-hofds-panei-media-world- 
press-freedom-day/3833323. html> 


VGA News, May 1,2017 


e "f haven’t watched state TV in years”, a young music video producer tefis me. "1 get all my information from the 
Weekly Package" he adds, referring to an offline form of file-sharing in Cuba using hard-drives which is both cheap and 
hugely popular. There are also now about 100 public wi-fi spots dotted across the island and most young people would 
rather pay for an hour of internet access than tune into the nightly news. Canal Caribe may be the Cuban Government’s 
attempt to tackle that, but they will find it hard to engage the island's youth. 


Cuba's slick TV channel that supports 'more revolution’ <http://www.bbc.com/news/world-latin-america-39631864> 


Will Grant, BBC News, April 23, 2017 


5. INFORMATION OPERATIONS 


@ Russia no longer owns the airwaves in Eastern Europe. Two decades after the US Army unilaterally disarmed its 
electronic warfare branch, two years after Russian jamming crippled Ukrainian units, the Germany-based 2nd Cavalry 
Regiment is field-testing new [electronic warfare] gear* 


Jam The Russians: Army Electronic Warfare Kit Comes To Europe <http://breakingdefense.com/20l7/05/jam-the- 
russians-a rmy-electronic-wa rfare-kit-comes-to-europe/> 

Sydney J. Freedberg Jr,, Breaking Defense, May 3,2017' 


Professional Topics 


6. SOCIAL MEDIA- INTERNET 
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e The retweet and Its cousin, the quote tweet, are the means by which most of the more vile harassment and angsty 
outrage on the Internet sp read._ 

The Retweet Will Ruin Os AH <http://freebeacoh.corn/biog/the-retweet-will-ruin-us- 
3ll/?utm_source=Freedom+Mail&utm_campaign=821f5c6592- 

E MAI L_CA M PA IG N_2017_05_02&utm_m ed iu m=e ma i I & ut m_te rm =0_b5e6e 0e9ea-821f5c6592-46160905> 

Sonny Bunch, The Washington Free Beacon, May 2, 2017 


e The widespread use of Cloudflare's services by racist groups is not an accident. Cioudflare has said it is not in the 
business of censoring websites and will not deny its services to even the most offensive purveyors of hate. 

How One Major Internet Company Helps Serve Up Hate on the Web <https://www.propublica.org/article/how- 
c! o ud ft a re-h ei ps-se rve-u p-h ate-o n-t he-we b> 

Ken Schwencke, ProPublica, May 4,2017 


« Facebook announced Wednesday that it plans tp hire an extra 3,000 people to review videos and other posts after a 
series of murders, suicides and rapes were broadcast live on the social media platform. In come cases, it took Facebook 
hours to remove the content. 

Facebook adding 3,000 staff to review violent content <http://www.marketexpress.in/20l7/05/facebook-adding-3000- 
staff-to-re view-v io ie nt-co ntent, htm I > 

Deutsche Welle, Market Express, May 4,2017 


© Facebook and other online social networks have become "a genuine salvation" for Circassians who are divided hot 
only among various Soviet-created republics but between the 500,000 still in their North Caucasus homeland and the far 
larger number - as many as five million - living in the diaspora, according to Svetlana Apsheva. 

Online Social Networks Prove to Be 'Salvation' of Divided Circassian Nation, Apsheva Says 
<http://windQwoneurasia2.blpgspot.com.au/2017/05/oniine-SQcial-networks-prove-to-be.htmi> 

Paul Goble, Window on Eurasia-New Series, May 3, 2017 


©Online trolls are most similar to the playground bullies you would have encountered at school. These people 
deliberately provoke arguments and fights on social media and forums, often by saying the most grossly insensitive and 
offensive things. 

What is an online trail? <http://www.pandasecurity.CQm/mediacenter/security/what-is-an-online-tro!l/> 

Panda Security, April 28, 2017 
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7. CYBER 


o On the eve of the most consequential French presidential election in decades, the staff of the centrist candidate 
Emmanuel Macron said late Friday that the campaign had been targeted by a "massive and coordinated" hacking 
operation, one with the potential to destabilize the nation's democracy before voters go to the polls on Sunday. 

Macron Campaign Says It Was Target of 'Massive' Hacking Attack 

<https://www.nytimes.com/2017/05/Q5/world/europe/france-macron-hacking.html7_rs0> 

Aurelien Breeden, Sewell Chan and Nicole Perlroth, The New York Times, May 5,2017 


o it was the payoff of a long game of pattern recognition - piecing together hacker groups' favorite modes of attack, 
sussing out the time of day they're most active (hinting at their locations) and finding signs of their native language and 
the internet addresses they use to send or receive files. "You just start to weigh alt these factors until you get near 100 
percent certainty,"... "It's like having enough fingerprints in the system." 

How US cybersieuths decided Russia hacked the DNC <https://www.cnet.com/news/how-experts-decided-russia- 
hacked-dnc-election/> 

Laura Hautala, CNet, May 3, 2017 


a The armed wing of the Popular Front for the Liberation of Palestine (PFLP), the Abu Ali Mustafa Brigades, said Sunday 
It has hacked scores of Israeli phones as part of a wider cyber attack operation in solidarity with Palestinian prisoners on 
hunger strike in Israeli custody. 

PFLP launches cyber attacks against Israelis 'in solidarity with hunger strikers' 
<http://www.maannews.com/Content.aspx7kfc776774> 

Ma'an News Agency, April 30, 2017 


e Locked Shields challenges participating countries to show off their defensive prowess, rather than offensive firepower. 
NATO's Cooperative Cyber Defense Centre of Excellence in Tallinn, Estonia organizes the event, and plays the part of 
offensive "red teams.'' The US and others play as "blue teams," charged with not just securing the networks of a fictional 
country, but responding to attendant media and legal issues as well. 

The US Takes On the World in NATO's Cyber War Games <https://www.wired.com/2017/04/us-takes-world-natos- 
cyber-war-games/> 

Eric Niler, Wired, April 29, 2017 


10 



a Both authors also make clear that although Americans and U.S. institutions increasingly feel themselves to be in the 
cross hairs of hackers and other cybercriminals r tha United States Is IteeJfca^inwpjJLiLagBm^- 

Hack Job: How America Invented Cyberwar <https://www.foreignaffairs.com/reviews/review-essay/2D17-04-17/hack- 
job?cid=nlc-fatoday- 

20170503&sp_mid=53983800&sp_rid=ZWRpdG9yQHRoZWN5YmVyd2lyZS5jb20Sl^spMallinglD=539838008ispOser!D= 

MjQ5NjMwNzI4NDEzSO&spdoblD=1160486499&spReporttd=MTE2MDQ4NjQ50QS2> 

Emily Parker, Foreign Affairs, May/June 2017 


® The third priority—international cybersecurity—recognizes that international law applies and will work to ensure 
voluntary norms are enforced [n cyber space. "We will not allow us to put ourselves at risk from the malicious use of 
cyber." [Robert] Joyce [the new Cybersecurity Coordinator and Special Assistant to the President at the White House] 
emphasized. 

White House Cyber Chief Outlines Challenges and Next Steps for Trump Administration 

<https://www.blliingtoncybersecurity.com/white-house-cyber-chief-outlines-chalfenges-next-steps-trump- 

ad minist ratio n/?ut m_co nte nt=Th e %20Cy b e rW i re&utm_so u rce=Vertica I Res po nse&utm„m ed iu m=Em a if &utm_term=Rea 

d%20more%2E&utm_campaign=Trump%20Cyber%20Priorities%2C%20Emerging%20Threats%2C?o20DOJ%20Role- 

New%20Bulletin> 

BIliington Cyber Security, 2017 


8. PROPAGANDA 


» On the third anniversary of the tragic riotsand fire in Odesa on 2 May, 2014 which killed 48 people, both Russian 
President Vladimir Putin and the state-controlled Russian media have continued to push the propaganda line that this 

was a 'massacre' by Ukrainian nationalists_there can be no suggestion that the lies are not deliberate. They are also 

toxjcand are known to have been used to stir up young men and prompt them to go and fight, and many to die, in 
Donbas. 

Putin and Russia Today continue incitement to kill through lies about non-existent Odesa 'massacre' 
<http://khpg.org/en/index.php?Id=1493760148> 

Halya Coynash, Human Rights in Ukraine, March 5, 2017 


9. DISINFORMATION, FAKE NEWS 


® Russian media outlets in Moscow and in the Baltic countries have stepped up their efforts to generate opposition 
among Estonians, Latvians and Lithuanians to the North Atlantic Treaty Organization {NATO}. These media sources have 
been putting put fake news stories suggesting that NATO was recruiting Russian speakers, especially in Latvia, to use "as 
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Russian Fake News Operation Seeks to GenerateBaltic Opposition to NATO Presence 

<https://jamestown.org/program/russian-fake-news-operatlon-seeks-generate-baltic-opposition-nato-presence/> 

Paul Groble, The Jamestown Foundation May 2 ,2017 


Jason Murdock, Internationa! Business Times, May 2,2017 


o a 'ffl™taI h ns e ? " “r" 16 "* 31 p ;°‘ lem that fake hews became a catch-ail term to mea n anything that we don't 
Poynte r ^ who - he «fe mtemaaona! fcct-checia^ hetworit at the 

Jillian Kestler-D'Amours, Al Jazeera, April 24, 2017 


o Press freedom has never been as threatened as it is now, in the "new post-truth era of fake news” stmn P m B „ »„,« 

s!s^5ssr ,, * l 


Reporters Without Borders: Journalism i_. „ rpil . B 
journalism-tipping-point-170426Q5532B722.html 


Al jazeera, April 26,2017 


torts-borders- 


10. STRATEGIC COMMUNICATIONS 


® There is a quiet effort underway to tone down any military rhetoric that could lead to North Korea 
Pentagon as warmongering/ several US military officials have told CNN. 


viewing the 
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Pentagon cools North Korea, China rhetoric to avoid warrnongering label 

<http://www.cnn,com/2Q3.7/05/05/politics/north-korea-china-pentagQn-iessgn C; - r h^tr?rr/inde^[>tmf'- 

Barbara Starr, CNN, May 5,2017 


11, HYBRID WARFARE 


® ‘ * ■ Russia has melded cyber into broader strategies that combine hacks with information war, hybrid war, or old- 
fashioned conventional war in a bid to advance Moscow's aims. And it hasn't been shy about using them.. Just a 
year after the Estonia attack, Russia hacked Georgia at the same time it invaded with conventional forces, eager to 
punish the country for flirting too openly with the west — and, specifically, with NATO. 

10 Years After the Landmark Attack on Estonia, Is the World Better Prepared for Cyber Threats? 

<http://fbfeignpolicy.com/2017/04/27/10-years-after-the-landmark-attack-on-estonia-is-ihe-world-better-preDared- 

for-cyber-threats/> 

Emily Tamkin, Foreign Policy, April 27, 2017 


12. INFORMATION WARFARE 


® "Information networks," [David Kilcullen] says, "will define the future of conflicts." That future started unfurling when 
Libyan networks—and a long list of global activists—began an information war against Qaddafi. Thousands of civilians 
took part, but one of the most important was a man who, to paraphrase Woodrow Wilson, used notonfy all the brains 
he had but all the brains he could borrow. 

People Power 2.0 <https://www.technologyreview.eom/s/427640/people-power-20/> 

John Poliock, MIT Technofogy Review, April 20, 2012 


13. WEAPONIZATION OF INFORMATION 


« ft took the weaponization of information in the 2016 U.S. presidential election for the Western world to start to 
notice. We now know of e-mails stolen from the Democratic National Committee... but the full extent of Russia's 
activities Is still being uncovered. Realizing that we are at war, and understanding how we can fight back. Is now urgent 
business. The story of MH17, and Russia's exposure, offers a grim but useful case study. 

Russian Disinformation Technology <https://www.technologyreview.com/s/604084/russian-disinformation- 
technoiogy/> 

John Pollock, MIT Technology Review, April 13, 2017 
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14. MEMES 


® Put this one fearless GirlScout up against a neo-Nazi and you create a meme that is one of the most powerful 
weapons m the world. Inspiration, pure and simple. Hope, courage, ideology, faith, belief. * 


My Hero: Girl Scout Shows Incredible Strength, Courage, And Tenacity 

<https://toinformistoinfluence.com/2017/05/05/my-hero-girl-scout-shpws-incredible-strength-cpurage-and-tenacity/> 

Joel Harding, To Inform is TD Influence, May 5,2017 


15. PSYCHOLOGICAL OPERATIONS 


® Full-spectrum Is meant toepnnote that Army operations wilt also include psychological operations, humanitarian 
missions, asymmetnea warfare, traln-and-equip priorities as well as continued collaboration with allies and 
preparations for the full-range of combat possibilities. 

The Army’s New ”FM 3.0 Operations" Combat Doctrine is Geared Toward Major Power Adversaries 

<http://www.scout.com/military/warrior/story/1775147-army-to-unveii-new-combat-operatlons-doctrine> 

Kris Osborn, Warrior, April 30,2017 


16. HISTORICAL NARRATIVES 


® If you're unfamiliar with “historical nihilism" here's a little background. It's China's term for public scepticism about 
the Communist Party s version of past events. It's an expression that has been getting a lot of play in Chtaa in recent 


China's history problem: how it's censoring the past and denying academics access to archives 
ac^r^n^ W,SCmP ' COm/CUltUre/b00 ^ /art * Cle/20914 ^ 6/W ^^" yOU ~ Cantbe *' eVeJWOrd " !< ^ in ^' ns ’ says " a * ;)OUt ^’ storv " 

Kate Whitehead, South China Morning Post, May 2,2017 


14 


sin puts it in the company of 


the case Turte make with regard to their own anchors ethnically cleansed In the Balkans. Nor will either sid^n^bf 

toh A e lT„t '??T* ° f > th r erd, ct ° fm °* “ '°"B «too many archives remain closed o" accessStSb 

linm.it™ M "| d I UrkS ” ant the *™ ,h ,0 emer B e . perhaps It's time for both to agree upon an International panel of 
linguistically capable historians to cull together the archives fn each other's presence. P 

theArmenIanGenocide< f 1 ttps,7/w w w 1 c °mnnenta rymaga zine. ca m/fo re ign-po licy/m idd le- 

east/turkey/new-clarity-armenian-genocide/> B M y/ 


Michael Rubin, Commentary, May 3,2017 


® rump s preference for "hard power" begat a proposed increase in the military budget and fewer funds for "soft 
power" agencies that engage in diplomacy, humanitarian assistance, and cultural exchanges. The president should 

hee ^ th ( e words.of Marine Corps Gen. James Mattis - now the secretary of defense - who told Congress In 

2013 If you don t fund the State Department fully, then I heed to buy more ammunition.The more that we put 

into the State Department's diplomacy, hopefully the less we have to put into a military budget." 

Richard Sincere column: Trump's vacancies are creating a hollow State Department 

Richard Sincere, Richmond Times-Dlspatch, April 29,2017 


17. IDEOLOGY 


‘ we . need now is f ° r elobal fortes to focus their energies toward debilitating the branch of ISIS that, in our 
ew, is the primary threat: the manifestation of ISIS-inspired ideology that has permeated/thraugb the medium of ever- 
advancing technology, the Very fabric of Westernsocieties. Even in the event that we defek Daesh territoriailv thk 
virtual strain of ISIS will come back to haunt us again and again. ^ 

Tbe Trump Administration vs. ISIS: Will this new strategy work - Muhammad Fraser-Rahim 

fra?e^-raW^' qU ' l,temintefnatl0nal ' COm/the ‘ trUmP " admir ’ ,Strat,on ' vs ' ,s,s - W1,| - ,:h ' s - new - strate sy-work-mL<h a mffi a d- 


Murshed Madaser, QuiHtam International, April 28, 2017 


18. ANTI-SEMITISM 


o, T survey of ant »-SemEtism in the world, the (Cantor Center at Tel Aviv University says that Komsomolskava 
Pravda, the Moscow paper with the largest print run, and the Russia Today TV channel (and especially its English- k V 
language variant) continue to be the main platforms for noxious anti-Semitic and anti-Israel propaganda " 
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Komsomolskaya Pravda, Russia Today Leading Outlets for Anti-Semitic and Anti-Israel ProDasand* k™ii u 

Say<htt P ://windowoneur a sia2.biogspo t .com.au/2017/04/komsomolskava-^ravda-mcgb-+n H3 y C |^ T ^l ae Researcflers 

Paul Goble, Window on Eurasia-New Series, April 30,2017 


19. LOOKING BACK AT USIA 


enaea-. so in 1998, Clinton signed a bill dismantling the agency and distributing pieces of it arrow th^ c* atD 

priorities 6111 ''' C d ' plo,nacv quickl '' became a marginel function inside an institution consumed with more pressing 

Clinton and Helms Nearly Ruined State. Tillerson Wants to Finish the Job 

<http://www.poiitico.com/magazine/stqry/2017/05/04/tillerson-trump-rtate-department-budget-cut-2151Dl> 

Jeremy Knoyndyk, Politico, May 4,2017 


20. LESSONS FROM THE PAST 


* ln ^ 5 0- ^ Chinese public was told that South Korea, with the United States' support, had started the Korean War h v 

Unitedltate'f K Hrh ; Eventoda V'^ h ‘ nese sc hool books continue to make this claim toChinese children.Since the 

h a St k t rh- d n0r . En [ alized diplomatic relationship in 1979, the United States has done surprisingly little to 
push back on China s false claims. In the meantime, the history of the Korean War is largely forgotten here in America. 

3 Lessons From The Korean War For Handling Today's North Korean Aggression 

<http://thefedera[ist,com/2017/04/26/3-lessons-korean-war-handling-todays-north-koreanraggression/> 

Helen Raleigh, The Federalist, April 26, 2017 


21. IDEAS, CONCEPTS, DOCTRINE 


a The capital Vernas the countryside: that's the new political divide, visible in multiple surprise election results over the 
past eleven months. It cutsacross old partisan lines and replaces old divisions - labor versus management North 
versus South, Catholic versus Protestant - that traditionally divided voters. management, North 
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capitat-vensus^the - 3 ° f CaP ' tal * he C0Un,ryS,de ^“P^^^i-^/Publication/ths-newold-poltoof-the- 

countryside/?utm_source=paramount&utm_medium=email&utm_content=AEfTODAY&utm_campaJgn=0501i7>~ 

Michael Barone, American Enterprise institute, April 28, 2017 


® ... the press has figured out how to profit from Trump's presidency faster than it's learned howto property cover it. 
Donald Trump is Helping the Very Media Organizations He Despises 

<https://www.theatlantic.com/business/archive/2017/05/donafd-trump-media-enemies/525381/> 

Derek Thompson, The Atlantic/ May 4,2017 


o Socialism, in other words, is not only underpinned by force, but it is also morally corrupting. Lying, stealing and snvine 


Socialism's true legacy is immorality <http://humanprogress.org/biog/sociaiisms-true-iegacy-is-immorality> 
Marian L. Tupy, Human Progress, May 3,2017 


® The author illuminates the unique attributes of the First Amendment chiefiy by contrasting it with the laws governing 

SS l" °m other iiberal democracies, where citizens, particularly journalists a nd activist* are 

subject to far (ess favorable taws governing libel, blasphemy, "hate speech" and privacy rights. 

A Vigilant Defense of Free Speech <https://www.wsj.com/articles/a-vigilant-defense-of-free-speech-1493583491> 
Daniel Shuchman, The Wall Street Journal, April 30, 2017 


not freedom pf tbe pre * s as ake V component of democratic governance. Democratic Societies 

th! ui J- b b ' re acc ° untable ' and the exchange of ideas is the foundation for accountable governance. In 
the U.S. andin many places around the world, the press fosters active debate, provides investigative reporting, and 
serves as a forum to express Afferent points of view, particularly on behalf of those who are marginalized in society. 

Press Freedom <https://www;state.gov/j/drl/press/index.htm> 

U.S. Department of State, May 3, 2017 


22. IDEAS OF AM ERICA 
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* The United States is surely the Manhattan skyline, the Kansas plains, the redwood forests, the Mississippi river. But it 
is, far more importantly, the Declaration of independence, the Constitution, and the Gett ysburg Aririr^ .Ynn mnid.^. 
“down the forest or dry up the river and the country would be infinitely the poorer for it, but it would still be the United 
States of America, if Americans jettison the Bill of Rights and the ideas enshrined in it, they become a different country 
altogether. ' 

RexTillerson Doesn't Understand America <https://www.theatlantic.com/tnternationaf/archive/2017/05/rex-trller5ori- 
speaks/525567/> 

Eliot A. Cohen, The Atlantic, May 5,2017 


• - ■ ■ recent survey data provides troubling evidence that a shared sense of national identity is.unraveling, with two 
mutually exclusive narratives emerging along party lines. At the heart of this divide are opposing reactions to changing 
demographics and culture. The shock waves from these transformations — harnessed effectively by Donald Trump's 
campaign are reorienting the political parties from the more familiar liberal-versus-conservative alignment to new 
poles of cultural pluralism and monism. 

The Collapse of American Identity <https://www.nytimes.com/20l7/P5/02/opinion/the-coiJapse-of-american- 
identity.html?ref=opinion&_r=l> 

Robert P. Jones, The New York Times, May 2,2017 


® The survey shows not just a soft loss of trust in the United States, but a notable uptick in anti-American sentiment 
across wide swathes of the Arab world. This year, the survey recorded a 17-point increase among Arab youth who 
consider the US. an enemy, while the number of countries where a majority hold that view doubled: 


Russia Winning Arab Hearts and Minds <https://www.the-american-interest.corn/2017/05/04/russia-winning-arab- 
hearts-and-m inds/> 

The American interest. May 4, 2017 


Countries and Regions 


23. RUSSIA 


o "[Russia's] purpose was to sow discontent and mistrust In our elections. They wanted us to be at each others’ throats 
when it was over," [Mike] Rogers said at the event in Cambridge, Massachusetts. "It's influencing, I would say, legislative 
process today. That's wildly successful, 1 ' 

Russian Election Hacking 'Wildly Successful' At Sowing Discord, U.S. Intelligence Figures Say 

<https://www.rfer!.org/a/pjssian-sisction-hacking-wildly-successfui-at-sowing-pofitical-discord-us-lntelligence-officials- 
say/2846497S.htmi> 
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Radio Free Europe/Radio Liberty, May .3^2Q12. 


® Russians still rely on state television more than any other media source, but they are less likely to rely on it as the only 
source of news especially about the opposition and foreign affairs and more likely to turn to the Internet, including blogs 
and social networks, for alternative information, according to a new VTslOM poll, 

Russians Trust and Rely on Moscow TV Less than in the Past, New Poll Shows 

<http://windowoneurasia2.blogspot.com.au/2017/05/russlans-trust-and-rely-on-moscow-tv.html> 

Paul Goble; Window on Eurasia~Neyv Series, May 3, 2017 


® By now it should be clear that the new normal of Russian conduct on the international stage includes tampering with 
elections in Western democracies to boost candidates the Kremlin believes likely to dp its bidding and to harass those 
who won't. 


The Kremlin turns its electoral meddling to Western Europe <https://www.washingtonpost.com/opinions/the-kremlin- 

turns-its-eiectoral-meddling-to-western-europe/2017/04/30/c937c2cc-2abl-lle7-a616- 

d7c8a6Scla66_story.html?utm_term=.1321357310b5> 

Editorial Board, The Washington Post, April 30, 2017 


s ... the central executive committee of United Russia has sent a list of 36 slogans to its regional activists_ 

[Moscow’s independent television channel] provides the following selection: "Putin is for the People. He is boldly leading 
Russia tp success 1" "A strong president for a great country I" "Sanctions Don't Frighten a United Nation!" "As long as we 
are united, we cannot be defeated!" "Our children: Free. Smart. Patriotic " *** 

Like CPSU of Otd, Putin's United Russia issues Slogans for May Day Parades 

<http://windowoneurasia2.blogspot.com.au/2017/04/like-cpsu-of-old-putins-unlted-russia.htmt> 

Paul Goble, Window on Eurasia-New Series, April 28,2017 


® "Many people perceive [Russian state-backed media] not as propaganda, but as an alternative point of view," Natalya 
Kaplan, Sentsov's cousin, told Foreign Policy in an interview before heading to the Helsinki Commission briefing. "They 
tend to trust what Russian propaganda says." 

How the State of Russian Media Becomes the State of international Media <https://foreIgnpplicy.com/2017/04/28/how- 
the-state-of-russian-media-becomes-the-state-of-international- 

media/?utm_source=SaiIthru&utm_medium=email&utm_campaign=New%20Campafgn&utm_term=9S2AEd’itors%20Pick 

s> 

Emily Tamkin, Foreign Policy, April 28, 2017 
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a Russia used "useful idiots" to meddle in the U.S. presidential election and "fellow trawls" nppncH Fii r o paan_ 

Union and NATO to influence elections In France and Germany, while islamicterrorists used "agent provocateurs"to 
topple Spain's government in 2004 and cast another pall over French voting, a cyber security expert told a congressional 
subcommittee Thursday 

Panel to Senate: Cyber Operations Influence Political Processes Worldwide <https://news.usni.org/2017/04/28/panet- 
senate-cyber-operations-influence-polltical-processes- 

worldwide?irtm_source=Sailthru8iutm_medium=emaiI&utm„campaIgn=EBB%205.01.2017&utm term=Editoriai% 20 - 

%20Early%20Bird%20Br|ef> 

John Grady, USN1 News, April 28, 2017 


a What's novel today is that 1) the Russian government does seem to have revived its Cold War-era "active measures" 
against the political systems of rival countries; 2) the. digital era has afforded the Kremlin and other state and non-state 
actors new tools in such efforts, from phishing attacks against campaign staffers to fake news distributed through social 
media; 3) the targeted countries are especially vulnerable to this type of sabotage at the moment; and 4) targeted 
countries aren't sure how to respond to this modern form of political warfare. 

Russia's Digital War on the West is Just Getting Started <http://www.defenseone.com/threats/2017/04/russias-digital- 
war-west-just-getting-started/137345/> 

Uri Friedman, Defense One, April 26,2017 


a Russia controls Russian media. This double-edged blade not only issues written guidelines to .media, bloggers and 
trolls, but they actively regulate and suppress opposing opinions. 

Everything-PR Does Not Know US PR <https://tolnformistoinfluence.com/2016/02/05/everything-pr-does-nQt-know-us' 

pr/> 

Joel Harding, To Inform is To Influence, February 5,2016 


24. NATO 


® NATO^officials interviewed recognized Russia's ability to use strategic communication tools to internally destabilize 
some of its neighbors, as well as NATO's lack of tools to address this issue. In general, they believed that NATO 
headquarters and other Alliance institutions would be ineffective or unable to respond because of their limited 
capabilities in the area of strategic communication. 

[Report] European Relations with Russia: Threat Perceptions, Responses, and Strategies in the Wake of the Ukrainian 

Crisis <https://www.rand.org/content/dam/rand/pubs/research_reports/RR1500/RR1579/RAND_RRi579.pdf> 

Stephanie Pezard, Andrew Radio, Thomas S. Szayna, F, Stephen Larrabee, Rand Corporation, 2017 


20 



25. TURKEY 


® It was not immediately clear exactly why Wikipedia was targeted, but the ban is the latest salvo against freedom of 
expression in Turkey. More than 150 news outlets have been shut down by decree since July, according to one estimate. 

Turkey Purges 4,000 More Officials, and Blocks Wikipedia 

<https://www.nytimes.com/2017/04/30/world/europe/turkey-purge-wikipedia-tv-dating- 

5hows.html?hpaaction=click&pgtype=Homepage&cfickSource=5tory-heading&moduie=second-coiumn- 

region %C2% AE ion=to p-n e wsStWT. nav=to p-n ews&_r=0> 

Patrick Kingsley, The New York Times, April 30, 2017 


26. CHINA 


® Chinese authorities are bringing the burgeoning industry of private think tanks into line with new rules ordering them 
to serve the Communist Party and register "big events" and overseas donations. 

Is China's quest for its own Chatham or Brookings in vain when loyalty is required for think tanks? 

<http://www.scmp.com/news/china/policies-politics/artide/2093162/chinas-independent-thirik-tanks-told-toe- 
communlst-party?utm_source=SupChIna&utm_campalgn=0f84fe872c-20170505- 
286newsietterRussiaB)ocksWeChat&utm_medium=emaii&utm_te rm= 0 _ca ef 3 a b334-0fS4fe872c- 164727357 > 

Zhuang Pinghui, South China Morning Post, May 5,2017 


® China is tightening rules for online news as censors try to control a flood of information spread through instant¬ 
messaging apps, blogs and other media sources that are proliferating across the country. 

China clamps down on online news with new security rules <http://www.fpx5ny.com/news/25233394i-story> 

Matthew Brown, Fox 5 NY, May 3, 2017 


a China on Tuesday issued tighter rules for online news portals and network providers, the latest step in President Xi 
Jinping's push to secure the internet and maintain strict party control over content 

China tightens rules on online news, network providers <http://www.reuters.com/artide/us-china-internet-censorship- 
secu rity-id USKBN 17Y0Y6> 

Christian Shepherd, Reuters, May 2,2017 
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China taking on Wikipedia with its own online encyclopaedia <http://www.scmp.com/news/china/policies- 

poiitics/article/209H40/china-takihg-wikipedia-its-own-online-encydopaedia> 


Stephen Chen, South China Morning Post, April 30,20X7 


27. NORTH KOREA 


«... most of the rhetoric so widely replayed in Western media is not meant for the world stage but for internai 
consumption in the "hermit kingdom." U.S. officials argue the content of the propaganda is intended to sustain the 

0gV ? f thS N ° rth Korean state ' that °nly the "benevolence and wisdom of the Kim family" stands between 
the North s populace and the abyss. An aggressive stance towards the U.S. enhances that belief system. 

What's With the Crazy, Scary North Korean Propaganda? <http://www.nbcnews.com/news/world/what-s-crazy-scary- 
north-korean-propaganda-n754441> . y 


Robert Wind fern, NBC News, May 3,2017 


©North Korea has ramped up its campaign to control outside information in recent years, but several defectors now 

Hvmg in South Korea said the regime's censorship efforts are showing signs of wear amid increased penetration and 
discontent 

North Korean Defectors Say Kim Jong Lin's Chokehoid on Information Access Is Weakening 

<http://freebeacon.com/national-security/nprth-korean-defectors-say-kim-jong-uns-chokehold-information-access- 

weakening/?utm„source=Freedom+Mai!&utnr]_campaign=82Xf5c6592- 

EMAiL_CAMPAiGN_2017_05_02&utm_medium=emaII&utm__term=0_b5e6e0e9ea-821f5c6592-46160905> 

Natalie Johnson, The Washington Free Beacon, May 3, 2017 


® Unofficial market activity has flourished, too... . South Korean television dramas and smartphones that can be used 
near the Chinese border. 

As Economy Grows, North Korea's Grip on Society is Tested <https://www.nytlmes.com/2017/04/30/world/asia/north- 
ko rea-economy-m a rketpla ce. htm I? h p&actio n=c f ick&.pgty pe=Ho m epage&c iickSo urce=story-head ing&mo d u le=first- 

column-region%C2%AEion=top-news&WT.nav=top-news&_r=0> 


Choe Sang-Hun, The New York Times, April 30,2017 



e ... while the Kim regime's wail blocking outside information once looked impenetrable, we're beginning to see cracks 

to exploit. O n e , ra j gort found 16 percent of North Koreans a cce ss e d c ompidBi^one -fourth of th e m iistened^oradto- 

broadcasts, and 42 percent of defectors reported having access to DVD players. We need to continue to give platforms 
to defectors so thatthe North Korean people can hearthe true, draconian nature of the Kim regime. 

North Korea remains a house of horrors <https://foreignaffairs.house.gov/blog/north-korea-remains-house-horrors/> 

Foreign Affairs Committee, U.S. House of Representatives, April 27,2017. 


® It's an engagement strategy to topple the regime. Engagement is a Trojan horse in Trump's deal-making world. **** 
Fourth, US businesses will enter North Korea, including some signature cultural products such as Hollywood and the 
entertainment industry. The obvious aim is to gradually spread "capitalist elements" within North Korea and expose its 
population to outside information. 

Trump's 'without-China' approach on North Korea could work <http://mailchi.mp/pacforum/pacnet-33a-a-new- 

strategy-toward-north-korea-proactive-comprehensive-and-productive-1165581?e=379fb45dd5> 

Seong-Hyon Lee, Pacific Forum CSIS, May 2, 2017 


28, KASHMIR 


® Banning social media Websites such as WhatsApp, Facebook, and Tvvitter will not help stem discontent in the valley. By 
restricting access to these websites, the government is encouraging people to And afternative ways of resistance, while 
inconveniencing millions of people who aren^ trying to brew discontent. 

The utter uselessness of banning social media in Kashmir 

Vidya Subramanian, Hindustan Times, April 27,2017 


29. CAMEROON 


® Dressed in civilian clothes as a force protection measure, civil affairs soldiers from Task Force Toccoa, a 101st Airborne 
Division-led unit based in northern Cameroon, are tasked with engaging locals to build partnerships and improve 
services, such as education, according to the U.S. Army. 

Toolkit 

Army civil affairs soldiers use education to curb Boko Haram's influence in Cameroon 

<https://www.armytimes.com/articles/army-dvii-affairs-soldiers-use-education-to-curb-boko-harams-influence-in- 
cameroon?utm_source=Sailthru&utm_medium=ernail&utrn_campaign=EBB%204.28,2017&0tm term=Editorial%20- 
%20Mifitary%20-%20EarIy%2GBirci%20Brief> 
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Christopher Diamond, Army Times, April 27,2017 


Toolkit 


30. ENGLISH TEACHING 


: J : an ; C ^ e JUnCker ; tfiepresident of the Euro P ean commission, has said "English is losing its importance in Europe " 
remarks that are certain to reignite tensions with the U.K, over its decision to leave the European Union. P ' 

breS/ 525573 /> ^ ' mP ° rtanCe Europe ’ <htt P s ://www.theatiantic.com/news/archive/2017/05/eu-english- 

Krishnadev Caiamur, The Atlantic, May 5,2017 


• The employees of mutolrngual corporations are fully aware of being at a disadvantage when forced to work In a single 

^ SWiS S0Cl0lin8Ul!t Ge0rses LMi and Ws In multinational companies 

shows that in everyday communication mixed teams rely on the entirety of their plurilingual repertoires, with English as 
a lingua franca being only one strategy among many. H ' e n as 

Misunderstanding In the Multilingual Workplace <https://www.psychologytoday.com/blog/life- 

bilmgual/201704/misUnderstanding-m-the-multifingual-workp!ace> 

Francois Grosjean, Ph.D., Psychology Today, April 12, 2017 


31. INTERNATIONAL STUDENTS 


° n heSe ? I !' 08ran ! S C0 7 ipr l Se P artnershi P s between fbr-profit international education companies and not-for-profit 
colleges that wish to build their brands abroad, attract foreign students to their campuses, ensure foreign-student 
success, and make money. 6 

Howto Build an'International Pathway-to Your Colfege <http://www.chronicle.com/artide/How-to-Build-an/240006> 

Larry Greert, The Chronicle of Higher Education, May 7, 2017 


e ... those students from China] often bring to campus something else from home: the watchful eyes and occasionally 
heavy hand of the Chinese government, manifested through Its ties to many of the 150-odd chapters of the Chinese 
Students and Scholars Associations, The groups have worked in tandem with Beijing to promote a pro-Chinese agenda 
and tamp down anti-Chinese speech on Western campuses* 
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0nC ™I^iE ll ° JE chi "3^ 

students-western-carnpusBs-china-influence.htm^hp&action^lick&pgtype^dnnepage&clickSource^tor^ 11 ™ 1635 ^ 

headlng&module=second-column-regIon%C2%AEiah=top-news&WT.nav=top-newsSi_r=0> 

Stephanie Saul, The New York Times, May 4, 2017 


® International students are welcome and safe at American universities, say educational 
foreign student population at their schools. 


experts who specialize in the 


Education Experts: International Students Safe, Welcome in US <http://www.voanews.com/a/ V oa-town-ha!l- 
i nte rn at 10 n a l-foreig n-students-tru m p-t ra ve!-b a n/3836773. htm l> 


Kathleen Struck, VOA News, May 3, 2017 
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Strategic Communications and Public Diplomacy "Seen on the Web'' (#68) 
MayS, 2017 

Seen on the Web 2063-2133 


Seen at Marine Corps University 


DIME: elements of national power - Diplomatic, Informational, Military, Economic 

P.A. - public affairs 

P.D, - Public Diplomacy 

B.B.G, - Broadcasting Board of Governors 

V.O.A.+ - Voice of America and the other USG International broadcasting networks 
1.0. - Information Operations 
Psyop - Psychological operations 

(Hat tips to Benjamin Franklin and Tom Paine, and to Thomas Jefferson - "let facts be submitted to a candid world") 


This Is a compilation of news, articles, essays, and reports on strategic communications. Public Diplomacy, public affairs, 
U.S. government International broadcasting, and Information operations. The editorial intent is to: 


• share with busy practitioners the academic and policy ferment in Public Diplomacy and related fields 
® from long speeches, testimonies, and articles, flag the portions that bear on Public Diplomacy 
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• P rovide a window on a nnedfo rcesthinkfng on the fields that neighbor Pu blic Diplom acy such as military publlr. affairs 
Information Operations, info rm-ffffTue nee-engage, and cultural learning, and 


* introduce the long history of Public Diplomacy by citing some of the older books, articles, 
are not available on the internet. 


reports, and documents that 


Public Diplomacy professionals always need a 360-degree view of how ideas are expressed, flow, and gain Influence 
Many points of view cltied here are contentfous, partisan, and/or biased; Inclusion does not imply endorsement. 


Edited by 
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• J ° da / S i a «ona|i security challenges require the United States to utilize a full range of non-miiitary tools to ensure our 
na ion ssafety. The United States international Affairs Budget bolsters our security through programs that identify and 
help mitigate threats, improve the political and economic lives of others, address humanitarian crises, and help stabilize 

fragile states that are prone to become unstable havens for terrorism. Aid workers and our diplomats are indispensable 
partners in these efforts 

FY18 International Affairs Budget Letter <https://www.young.senate.gov/content/fyl8-intemational-affairs-budget- 

Ietter> 


Todd Young, senate.gov, April 26,2017 


• The United States Uces a growing threat of information warfare attacks and needs new strategies and organizations to 
counter It, national security experts told Congress this week* 

America Is Losing the Cyber Information War <http;//freebeacon,com/national-security/america-losing-cyber- 
infa rmation - wa r/? u tm_so urce= Free dom+M a il & utm_ca mpaign=5e8719e5eb- 

E M Al L_CA M PA IG N_20 17_04_28&u tm_me di um= em ail& utm_te rm=0_b5e 6 eOe 9ea-5e8719e5e b-461609 Q5> 

Bill Gertz, The Washington Free Beacon, April 28, 2017 


Elements of informational Power 


2. PUBLIC DIPLOMACY 


o Foggy Bottom sits atop the world's largest proven reserve of diplomatic capabilities, spanning political affairs 
economic analysis, press relations and cultural promotion. Now Secretary Tillerson's challenge is to figure out how to 
extract this knowledge and refine it into foreign policy insights. 

How to transform the State Department <http://www.washingtonexaminer.com/how-to-transforin-the-state- 

department/article/2620732> 

William H. Avery, Washington Examiner, April 20,2017 


® Donald J. Trump employs public diplomacy as much as any President we've seen. Yet his public diplomacy staff has 
not faced so much uncertainty in decades. 



Public Diplomacy's 100 Days <http://www.piiblicdiplomacyeouncil,org/commentaries/04-27-17/public- 
4iplomaey%62%80%99s-lS0-days->--- 

Joe Johnson, Public Diplomacy Council, April 27, 2017 


9 "Public diplomacy is a huge tool, presenting a united front, presenting a shared vision of how you approach global 
affairs everything from the use of military force to sanctions," said Jennifer Psakf, former White House communications 
director... 

Republicans worried with conflicting messages from Trump team 

<http://www.newsquench.com/article.php?n=republicans-womed-with-conflIrting-messages-from-trump- 

team&id=122990> 

Josh Curlee, NewsQuench, April 20, 2017 


3. BROADCASTING 


® Experience Radio Free Europe/Radio Liberty's award-winning journalism via our newly redesigned iOSand Android 
app for smartphones and tablets. With news available in 2:2 languages, it brings you up-to-the-minute articles, photos, 
videos, audio and blogs in a dynamic and personalized experience. 

RFE/RL News App <https://www.rferi.Org/a/2S384209.html> 

Radio Free Europe/Radio Liberty 


Professional Topics 


4. SOCIALMEDfA- INTERNET 


o Without saying the words "Russia," "Hillary Clinton," or "Donald Trump," Facebook acknowledged Thursday for the 
first time what others have been saying for months. In a paper released by its security division, the company said 
"malicious actors" used the platform during the 2016 presidential election as part of a campaign "with the intent of 
harming the reputation of specific political targets." 


Facebook, for the first time, acknowledges election manipulation <http://www.cbsnews.com/news/facebook-for-the- 
first-tfme-acknowledges-election-mah|pulation/> 


Graham Kates, CBS News, April 28,2017 
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• . TCassJSuhstelrTs concerns have become only more urgent since then. The widespread availability of conspiracy 
theories, the ubiquity of cllckbaft "fake news," and the polarization of political media all very likely played some role in 
the electoral outcome. Sunsteln is hardly the first to consider these questions. 

Social Disorder <http://www.chranlde.com/artlcle/Antl-Sociat-Media-/239831> 

Ethan Porter, The Chronicle of Higher Education, April 23, 2017 


• The social media giants are labelled a disgrace In a report that accuses them of ignoring pleas to remove illegal and 
dangerous content — Including Images of child abuse — despite being among the wealthiest organisations in the world. 
Googie is accused of having "profited from hatred". The next government should consider urgently changing the law so 
that social media operators would be prosecuted for leaving unlawful messages on their sites, the select committee 
report says. 


Social media giants fail to tackle hatred, say MPs <bttps://www.thetirnes.co.uk/editian/news/social-media-glants~fall-to- 
tackle-hatred-say-mps-kgw2k6mdv?CMp!=TNLEmalLll8918_1800316> 

Dominic Kennedy, The Sunday Times, May 1,2017 


• The U.S. military dropped the largest nonnuclear bomb It has ever used in combat, announced by a press release. Just 
weeks after a string of U.S.-led coalition strikes In Iraq and Syria led to accusations of civilian casualties. Investigations 
into the allegations are under way, but the American military, which lauds its precision airstrlkes, has seen its reputation 
tarnished, aided by Islamic State's ability to leverage social media. 

On Foreign Policy, Trump's Tone Signals New Approach <https://www.wsj.com/articles/on-foreign-poHcy-trumps-tone- 
signals-ne w-approach-14933135S8> 

Carol E. Lee and Ben Kesllng, The Wall Street Journal, April 27, 2017 


5.CYBER 


• Two foundations tied to Germany's ruling coalition parties were attacked by the same cyber spy group that targeted 
the campaign of French presidential favourite Emmanuel Macron, a leading cyber security expert said on Tuesday. 

Cyber spies target German party think-tanks ahead of election <http://www.thestar.com.my/tech/tech- 

news/2017/04/26/cyber-sples-target-german-party-thlnk-tanks-3head-of-election/> 

The Star Online, April 26, 2017 
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® Camouflaged trap? and tokens are designed to bait, engage and trap the attacker once they've bypassed perimeter 
stage as they try to locate high value targets across all areas of the network. 


How deception-based technology is turning the tables on hackers [Q&A] 
<https://betanews.com/2017/G4/26/deception-turns- 

ta b les/? utm„so u rce=fee dburner&u tm_m e d i u m=fe e d & u tm_ca m pa Ign=Fe e d+-+b n+-+Beta Me ws+Laiest+ N e ws+Articles> 


lan Barker, betaneWs, April 26, 2017 


6. DISINFORMATION, FAKE NEWS 


e The term "fake news" has emerged as a catch-all phrase to referto everything from news articles that are factually 
incorrect to opinion pieces, parodies and sarcasm, hoaxes, rumors, memes, online abuse, and factual misstatements by 
public figures that are reported in otherwise accurate news pieces. The overuse and misuse of the term "fake news" can 
be problematic because,without common definitions, we cannot understand or fully address these issues. We've 
adopted the following terminology to referto these concepts: information (or Influence} Operations * * * False News * * 
* False Amplifiers * * * Disinformation * * * Disinformation is distinct from misinformation, which is the Inadvertent or 
unintentional spread of inaccurate information without malicious intent. 

[Report] Information Operations and Facebook <https://fbnewsroomus.fiies.wordpress.com/2017/04/facebook-and- 
information-operations-vl.pdf> 

Jen Weedon, William Nuland and Alex Stamos, facebook, April 27, 2017 


a The stepped-up disinformation includes creating and circulating recent news stories falsely claiming American soldiers 
were engaged in sexual misconduct in Poland and were exposed to mustard gas in Latvia. A more recent example 
involved a Russian broadcaster falsely attributing a statement on Russian electronic warfare to a retired U.S. general. 

Russia Steps Up AntRI.S. Military Propaganda <http://freebeacon.com/natIonal-security/russia-steps-anti-u-s-military- 

propaganda/?utm_saurce=Freedom+Ma!l&utm_campaign=010f497771- 

EMAIL_CAMPAIGN_2017_04_27&utm_medium=email&utm_term=0_b5e6e0e9ea-010f497771-46160905> 

Bill Gertz, The Washington Free Beacon, April 27,2017 


® At the seedy crossroads of political polarization and declining trust in media is where fake news loiters. Without a 
belief in professional, vetted, reliable sources of truth, truth may be determined by loyalty to an ideological team. 

How to pop the political bubbles keeping Americans apart <https://www.washingtonpost,com/opinions/how-to-pop- 

the-potiticai-bubbles-keep[ng-americans-apart/2017/04/24/49felae4-291a-lle7-b605- 

33413c691853_story.html?utm_term=.54c6f4d98d82> 

Michael Gerson, The Washington Post, April 24,2017 


7 



1^3 EUcoumrifwareWyVrocerrtod with the Russian disinformation threat, and are therefore participating in at least 
one of the three allied projects {EEAS East STRATCOM, NATO STRACOM COE, Finnish COE on Countering Hybrid Threats). 

[Report] How do European democracies react to Russian aggression? <http://www.eurbpeanvalues.net/wp- 
co ntent/up ioa ds/2017/04/FU LL-STUD Y-Ho w-do-E U28-rea ct-to-R ussia n-aggression. pdf> 

Kremlin Watch Report, European Values, April 22 , 2017 


a French voters are being deluged with false stories on social media ahead of the country's presidential election though 
the onslaught of "junk news" is not as severe as that during last year's U.S. presidential campaign, according to a study 
by Oxford University researchers. y 

Experts say automated accounts sharing fake news ahead of French election <http://www.reuters.com/article/us- 
france-election-socialmedia-IdUSKBN17M31G> 

Mark Hosenbail and Joseph Menn, Reuters, April 21,2017 


« When faced with a state-sponsored fake news campaign propagated over social media, in a process we dub "peer-to- 
peer propaganda," a group of volunteer Ukrainian journalistic activists turned fact checking into a counter-propaganda 
Weapon. We document the history of StppFake, describe its work practices, and 

situate them within the literatures on fact checking and online news practices. 

Stopping Fake News: The Work Practices of Peer-to-Peer Counter Propaganda 

<http://www.tomandmaria.com/Tom/Writlng/StopFakePreprint.pdf> 

Maria Haigh, Thomas Haigh, and Nadine I. Kozak, tomandmaria.com, March 31,2017 


9 Drawing on web browsing data, archives of fact-checking websites, and results from a new online survey, we find: (i) 
social media was an important but not dominant source of election news, with 14 percent of Americans calling social 
media their "most important" source.... 


Social Media and Fake News in the 2016 Election <https://web.stanford.edu/~gentzkow/research/fakenews.pdf> 


Hunt Allcott and Matthew Gentzkow, Journal of Economic Perspectives, vol. 31 no. 2 , Spring 2017 


7. SOFT POWER 


® This is a world that requires networks, institutions and the soft power of attraction. 
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Trump has learned a lot; But he's neglecting a huge part of American leadership. 

ieadership/2017/04/25/35fa9c2e-2542-lle7-bb9d-8cd6118el409_story.html?utm_term=.39b561cad'o5d>' 

Joseph S. Nye, Jr., The Washington Post, April 25, 2017 


* White House seems to think that military muscle and effective soft power are mutually exclusive — but in reality, 
the president can employ both at the same time. In fact, it is imperative that he does so for our country's national 
security, 

The State Department needs to be streamlined - not starved <https://www.washingtonpost.com/opinions/the-state- 

department-needs-to-be-streamlined~not-stafved/2017/04/21/4ca59944-26a3-iie7-b503- 

9d616bd5a305_story.htmi?utm_term=.430057ef5df9> 

Mike Rogers, The Washington Post, April 21, 2Q17 


8 . POLfTICAL WARFARE 


® What's novel today is that 1 ) the Russian government does seem to have revived its Cold War-era "active measures" 
against the political systems of rival countries; 2) the digital era has afforded the Kremlin and other state and non-state 
actors new tools in such efforts, from phishing attacks against campaign staffers to fake news distributed through social 
media, 3) the targeted countries are especially vulnerable to this type Of sabotage at the moment; and 4) targeted 
countries aren't sure how to respond to this modern form of political warfare. 

Russia's Interference in the U.S. Election Was Just the Beginning 

<https://Www.theatlantlc.com/international/archive/ 2017 / 04 /russia-eiection-europe-us/ 524208 /> 


Uri Friedman, The Atlantic, April 26, 2017 


9.MEMES 


® Another meme propagated by the Russians was the notion that Ukrainian militias were actually NATO mercenaries, 
mirroring the Russian covert invasion force in Donbas, a large fraction of whom were Russian mercenaries recruited 
from the Russian Army, or straight off the streets, The claims of a "NATO Legion" were quickly exploited by the 
Ukrainian militias and military, who produced shoulder patches to attach to their BDUs. 

"Let Slip the Dogs and Cats of War": Turning Propaganda Memes Against Their Creators 

<https;//to inform istoinfiuence.com/2017/04/24/let-stip-the-dogs-and-cats-of-war-turning-propaga nda-memes-aga inst- 
their-creators/> 

Joel Harding, To Inform is To influence, April 24, 2017 
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10, COUNTERING VIOLENT EXTREMISM 


o On a deeper level there Is very little empirical evidence that Ideology is the driving force behind terrorism or the 

Violent radicalization process.The whole idea of the Countering Violent Extremism initiative, says [Michael] 

German, was bad framing from the beginning" However, he says, rebranding the program as Countering Radical 
Islamic Extremism would "openly stigmatize Muslims as the terrorism problem," 

Rebranding Countering Violent Extremism Programs: A Sharper Focus or Missing the Point 7 
^wwwtheci^ 

missfng?utm_source=Sarlthru&utm_medium=ernail&utm_campaign=EBB%204.28.2017&utm term=Editorial% 20 - 

%20Military9S20-%20Early%20Bird%20Brief> 

Bennett Seftel and Fritz Lodge, The Cipher Brief, April 27, 2017 


® One program designed to counter violent extremism is Peer to Peer (P2P). P2P is a partnership supported by the 
Department of State which seeks to encourage young people to become actively involved in the global CVE effort, P2P is 
structured as a competition between student groups from universities and colleges around the world. 

Guarding Our Children: Strategies for Protecting Youth From the Lure of ISIS 

<https://takefivebiog.org/2017/04/17/gaufding-our-children-strategies-for-protecting-youth-from-the-lure-of-isis/> 

Logan Botts, Take Five, April 17,2017 


11. RADICALIZATION 


® Biographies of 'homegrown' European terrorists show they are violent nihilists who adopt Islam, rather than religious 
fundamentalist? who turn to violence,,, 6 

Who are the new jihadis? <https://www.theguard ran.com/news/2017/apr/13/who-are-the-new- 
jihadis?CM P=share_btn_tw> 

Oliver Roy, The Guardian, April 13,2017 


12. COUNTER-RADICALIZATION 


® Recent research by the authors in Jordan makes dear that young Jordanians are susceptible to radicalization not just 
because Islamist radicalism seems so strong, but because the political alternative-everyday life as a Jordanian citizen— 
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is so weak. This creates a compelling argument for more political engagement with 
comprehensive coun ter terrorism strategy. 


youngsters as part of a 


Counterterrorism and Youth ftadicalizatioh in Jordan: Social and Political Dimensions 

<https://www.ctc,usma.edu/posts/count e rterrohsm.and-youth-radicallz a tion-in-jordan-social- a nd-politicat-dimensions> 

Sean Yom and Katrina Sammour, Combatting Terrorism Center-West Point, April 14, 2017 


13. CULTURAL UNDERSTANDING 


• One of the critical areas in recent operations that has been identified as a major shortfall for the Army has been that 
of understanding the cultures and societies in which it has been operating. Virtually every report that has analyzed 

operations^ ^ Af8haniSta " h3S n0ted a ,ack ofcu,tural understanding, leading to difficulties In conducting 

ruZranSi ntel,iS r Ce .!° C l JltU ?' UnderStanding: A Modest Proposal <http://smallwarsjournal.com/jrnl/art/from- 
cultural-intelligence-to-cultural-understanding~a-modest-proposal> 

Lawrence E, Cline, Small Wars Journal, April 20, 2017 


14. HISTORICAL NARRATIVES 


• When Flllon launched his campaign last August, he proclaimed that he would change the way history Is taught In 

™ deCted ,Tl: dent ° f ,he R ' PUb " C ' 1 Wi ” ask ,hree “<"*>«° the bes^d Jcetolr ,o 

rewrite history programs around the idea of a national story [r^clt national]," 

A Buffet of French History <hnp://www.nybooks,com/articles/2017/05/ll/histoire-mondrale-buffet-french- 
[ ,rt °^ t ^ mediUm=ernail&Utm - campaien=NYR%20French%2 °h , story?&20Robe r t%20Sllve r s%20princesses&utm con 

ent-NYR%20French%20history%20Robert%20Silvers%20prlncesses+CID_09ebfe281234405164c75el70ffOaa79&utm s 
ource-Newsletter&utmJerm=A%20Buffet%20of%20French%20Historv> 

Robert Damton, The New York Review of Books, May, 2017 


• More important is liberation from the dominant ideology. The Cultural Revolution shouldn't be a forbidden territory 
The authorities should a low academic circles and thinkers circles to begin deep research into the Cultural Revolution 
and speak without inhibitions. 

kf-ylmlu/^ 1 ' 13 " 5 **** ^ lnterview with Ke Yun,u < h tt P://www.nybooks.com/daily/2017/03/29/liberating-china-past- 


Ian Johnson, The New York Review of Books, March 29, 2017 
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e In order to make thTfeadliest ideology of the 20th century palatable to young Americans, "Communism for Kids" is 
coming to a bookstore near you. This newly released book from MIT Press "proposes a different kind of communism 
one that is true to its ideals and free from authoritarianism." ' 

r.K( f , l ' t ^ S , 0 ™ =T 2. S 7 EmallS ‘ Utm - medlU,T ' oernali&utm - campal8n=To P 5amkt - tok " B y J P l l'>IW!dNMFIUQTVPVlZoTWn 

WW1NKSIi ^ MTNOWE1WN " ZB6M y d0 «»'i Tir 'VD | < r dlhZaSo2SDhuNI«tQ|NBb3F3VGNW 

ulSSSi™ k ^ Td ' ekFPW5QNW ^ 6k2M ^ raDMFklOfIEeFFJU3F3eDB0V2ZJSFi,XMTJ,, ° Wd0Mn 


Jarrett Stepman, The Daily Signal, April 21,2017 


15. KOMPROMAT 


p But another potential form of cyber mischief has increasingly caught the eye of members of the congressional 
intelligence committees: instead of stealing information, Russia could plant fake information to tarnish a public figure. 

ot only can they take things off your computer, they can put things on your computer that will compromise you," Sen. 
Angus King, a Maine independent, said at a hearing. * > 


Lawmakers wary of Russia s ability to plant dirt, fake evidence on their computers 

<http://www.myajc.com/news/lawmakers-wary-ru5sia-abiiity-plant-dirt-fake-evidence-their- 

computers/8bVEJt08gZCxUjGpSYvCaP/> 


Ryan Lucas, Atlanta Journal Constitution, April 28,2017 


® Denying the Holocaust is only one of many forms of dangerous anti-Semitism that continues ail around the world 
We ve seen anti-Semitism on university campuses, in the public square, and in threats against Jewish citizens Even 
worse, it's been on display in the most sinister manner when terrorists attack Jewish communities, or when aggressors 
threaten Israel with total and complete destruction. 

Remarks by President Trump at United States Holocaust Memorial Museum National Days of Remembrance 

<https://www.whitehouse.gov/the-press-ofnce/2017/CM/25/remarks-president-trump-unlted-states-holocaust- 

memorial-museum-nationa!> 


The White House, April 25,2017 


17. LESSONS FROM THE PAST 
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* informatton warfare, fake news ~ exactly 10 years ago Estonia was one of the first countries to come 

M . hder . attack . from th i s mod e rnf o rm .^thybricMA r a rf a r c ; I t ls-gniE v enHha ^ -~ 

How a cyber attack transformed Estonia <http://www.bbc.com/news/ 39655415 > 

Damien McGuinness, BBC News, April 27, 2017 


• It's equally possible to underestimate Van [Cliburnj's influence on the Soviet people, as the first regular American 

thlna^h 0 n ° W r ^ ,DV ? andC T ialiy ' 3S a modest ' Politically guileless Westerner who admired their culture rather 

n those ™ ^ fl “ UrB , 1 *J° 71 f t0 refaefe - SeVeral RU5Sians insIsted t0 me that Van's impact on the Soviet Union 
in those years was equaled only by the assassination of JFK 


Meet the Author: Nigel Cliff <http://uscpublicdiplomacy.org/story/meet-author-nigeI-ciifl> 
Nigel Cliff, U$C Center on Public Diplomacy, April 13,2017 


IS. IDEAS, CONCEPTS, DOCTRINE 


e Trump wilt be the last president who grew up entirely in the TV age, post-print but pre-internet 
The Pond-Skater Presidency <https://www.nytimes.com/2017/04/2S/opinion/the-pond-skater- 

presidency.html?action=dick&pgtype=Homepage&ciickSource=story-headIng&module=oplnion-c-col-left- 

regio n %C2 % AE io n=op Inio n-c- co I-left-regio n& WT. n a v=opinio n-c-co 1-1 eft-reg io n&_r= 1 > 

David Brooks, The New York Times, April 28, 2017 


® ■ - • rejecting globalism need not entail 
global trade. 


renouncing America's role as leader of the international order or attacking 


Republicans Are Now the America First Party <https://www.nytimes.com/2017/04/28/opinIon/sunday/republicans- 

are-now-the-america-first-party.html?action=cllck&pgtype=Homepage&clickSource=story-heading&rnoduIe=opr n lon-c- 

co l-ri ght-region%C2 % A Eio n=opi n ion-c-co i-right-regio n & WT. na v=op i n ion-c-col-right-reglon&_r= 0 > 

R.R. Reno, The New York Times, April 2S, 2017 


a, .. "American exceptionalism"-a heresy, a conviction, an insult, an ever-changing story-is too susceptible to 
equivocation arid manipulation. Let's drop the phrase and focus on the meaning of America itself. 


Let's Take Exception to the Term 'American Exceptionalism' <https://www.wsj.com/articles/fets 
term-american-excepttonalism-1493417562> 


-take-exception-to-the- 


Juliana Geran Pilon, The Wall Street Journal, April 28, 2017 
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• At the beginning of the century, the spread of the internet, satellite television, and other media technologies was 

controTwhat 6ak , ",?!! boundaries ’ maf(in 8 * «ariy impossible for those in power to 

"JJS Jl People read, watch, and hear. * * * Nevertheless, press freedom worldwide deteriorated to £ lowest 

point in 13 years rn 2016 What the optimists failed to take into account was that forces interested in maintaining 

backed'!™ wf WS and POiti T di f 0urse would not slm P'y acce P t the Inevitability of their own demise, but would fight 
back and look for new opportunities to increase their dominance, ^ 


In a Deluge of New Media, Autocrats Swim and Democracies Sink 

new-media-autocrats-swim-and-democracies- 


<http://www.worldaffairsjoumaI.org/artide/deiuge- 


s i n k 7 ut m__so u rce=Wo rld+Affa f rs+Ne ws lette r&utm__ca m pa ig n=6916e ea849- 
EMAIL_CAMPAIGN_2017_04_28&utm_medium=emait&utm_term=0_f83b38c5c7-6916eea849-294565597> 


Tyler Roylance, World Affairs Journal, April 28, 2017 


«... the State Department recruits for policy and communications skills, while USAID recruits more for sector and 

^ D f pite this C,ear distinction, confusion and tension persist over the respective roles of the two 

institutions. Their responsibilities have become muddled, particularly as recent administrations have asked diplomatic 
move beyond their core responsibility of diplomacy to programing billions of dollars of foreign assistance. 


A guide for Secretary TIUerson: Let State focus on diplomacy, USAID be accountable for assistance 

<http^//www.brookings. e du/blog/u P -fro n t/2017/tM/24/a-gui d e -for-secretary-tlller S on.|et-rtate-focu S -on-diplomacv- 

usald-be-accountabie-for-asststance/> y 


George Ingram, Brookings, April 24,2017 


«... security experts must think of mass and electoral politics as new targets for disruption and meddling by foreign 
actors. This can happen both in the public sphere (think how President Recep Tayyip Erdogan used the Turkish diaspora 

!° ,nUenCe e “‘ He N ® ther,ands and bolster his su PP° rt in a constitutional referendum in Turkey) and covertly 
(witness Russia's meddling in the US election). v 


Elections Are the New Battleground of International Potitics 

<https://www.chathamhouse.org/expert/comment/elections-are-new-battleground-international-polltfcs> 

Dr. Angelos Chryssogelos, Chatham House, April 21, 2017 


' V OUf *™ ed ° rCeS and nat,onal ,eadershi P have often been In denial of the necessity to prepare for or facilitate 
post-conflict governance. For one, Americans do not like to see soldiers in domestic or foreign governance activities 
Soldiers and civilians have never mixed well in our own streets. Second, Americans are loath to govern foreigners and 

are uncomfortable with the colonial experience. Third, there is a misplaced sense that civilians should lead in 
governance issues. 


Lessons Unlearned: War, Occupation, and Governance <http://www.worId3ffairsjoumal.org/article/lessons-unlearned- 
war-occupation-and-governance> 
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Joseph J. Collins, World Affairs Journal, ApriL2Qiz 


19. IDEAS OF AMERICA 


® As Donald Trump approaches the100th day of his presidency, let's give him credit: He has sparked one of the greatest 
surges of American citizen action in half a century. Indeed, this buret of civic renewal may be more enduring than 
anything else he has done in his chaotic first months on the job. 

Trump s most striking accomplishment so far <https://www.washingtonpost.com/opinions/trumps-roost-striking- 
accom p I ishment-so-far/2017/04/24/904f7 Ie2-23b5-l le7- b b9d-8cd6118 e1409_storyhtm I ?ut m_term=.e7S2526cdd2e> 

Eric Liu, The Washington Post, April 24, 2017 


e ... young men, such as the ones my friend encountered, until recently dreamed of America. No longer, though. "We 
are not wanted anymore," one of the refugees said. "America is not a friendly place." They said they'd prefer to go back 
to war-torn Somalia. My friend was disbelieving. "You'd rather go back to a war zone than go to America?" he asked. 
"Yes," the young man said. Yes, his friends nodded In agreement. 

You hg men in devastated co untries used to dream of America. Not anymore 

<https://www.washingtonpost.cpm/opinions/young-men-irving-in-desolation-used-to-dream-of-america-not- 

a ny mo re/2017/04/24/bd248d82-2910-l Ie7-b605-33413c691853_sto ry. htm I? utm_term=.3b715070b2fe> 

Richard Cohen, The Washington Post, April 24,2017 


Countries and Regions 


20. RUSSIA 


a ... pro-Kremltn disinformation tends to divide the world Into two categories; the Evil West and Good Russia and this 
week is no exception. Thus the U.S was accused of designing the war in Ukraine, Daesh and a conflict with North Korea, 
all so as to ’’take" Russia and China, 

The Root of All Evil <http://mailchr.mp/euvsdisinfo/syria-attack-a-predrctable-dtsinformation-str3tegy-disinformation- 

review-879533?e=c701967e5f> 

EU East Stratcom Task Force, Disinformation Review, April 27,2017 
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® A U S government intelligence assessment concluded in January that Russia ran a propaganda and hacking campaign 
at boosting Mr, Trump at the expense of his Democratic rival Hftlary riint o n —s o mething that b oth Mr Tr u m ii 
and the"Russian government deny. The matter is now in the hands of the FBirwhich is running a criminal investigaZi 
and Congress, which aims to write authoritative reports on what occurred. 


Probes of Russian Election Interference Show No Signs of Slowing <https://www.wsj.com/articles/probes-of-russian 
e 1 ectio n-i nterfe ren ce-s h ow-n o-signs-of-slo wi ng-1493294402?tesl a=y> 


Byron Tau, The Walt Street Journal, April 27,2017 


® The St Petersburg troll factory is infamous for paying writers to leave online comments that favour the Kremlin's 

positions.... Now yet another whistleblower from the factory has stepped forward in an interview with St. Petersburg, 
based independent outlet Bumaga,,, ' 

Confessions of a pro-Kremlin troll <https://euvsdisinfo.eu/confessions-of-a-pro-kremlin-trqll/> 

EU East Stratcom Task Force, Disinformation Review, April 26,2017 


® After working for Kremlin TV, a Russian reporter explains how the state turns journalists into propagandists. 

Confessions of a (Former) State TV Reporter <https://codastory.com/disinforrnation-crisis/fnforrnation- 
war/confessipns-pf-a-former-state-tv-reporter> 

Ilya Kizirov, Coda, April 25,2017 


® Experts at the Kremlin s institute for Social Research say that the populist wave that is sweeping the West will come to 
Russia only "after six or seven years," allowing Moscow to learn what how it shou ld respond. But they add that Vladimir 
Putin can use "populist technologies" in the upcoming presidential elections. 


Putin Can and Will Use Populist Technologies, Kremlin Advisors Say 

<http://windowoneurasia2.blogspot.com.au/2017/04/putin-can-and-wiii-use-popuiist.html> 

Paul Cob|e, Window on Eurasia—New Series, April 24,2017 


® The strategy should contain six main efforts: Create an intelligence hub focused on Russia. * * * Enhance and expand 
contingency planning. * * * Develop a comprehensive response to Russian election interference. * * * Use legal tools in 
response to foreign violations of domestic laws. * * * Bar any political finance in Europe and the United States by Russia 
or Russian-supported entities. * * * Establish a “Coordinating Council" to work on these matters.* * * 

Responding to Russia’s 'Hybrid' Threat <https://www.usnews.com/opinion/world-report/articies/2Di7-04-24/6-ways- 
the-us-eu-and-nato-can-meet-and-defeat-russias-hybrid-threat> 

Franklin D. Kramer and Lauren M.Speranza, U.S. News and World Report, April 24,2017 
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• Ajlusslah goveTnment thlnk tank controlled by Vladimir Putin developed a plan to swing the 2016 U S orestd^i 


Putin-linked think tank drew up plan to sway 2016 US election - documents <http://www,reuters com/article/us 

russia-electton'exclusive-idUSKBN17L2N3> K 5.com/articie/us- 

Wed Parker, Jonathan Landay and John Walcott, Reuters, April 21,2017 


usd- 


• There is, however, one channel through which accurate daily information, balanced Journalistic reporting alternative 

rsllt “ rt “ ****** »" * •"* f some degree, already J belnl “ZSd «h“« 

ml In rh ii7 d M ° re and m ° re ord,r>arv citlzens ^ oln vari °us social networks that today play almost as largea 
role In the public communication of urban Russia as they do in Western daily life. ® 


How to influence Russian Public Opinion? <https://www,theg^ 
Andreas Umland, The Globalist, February 26,2016 


21. UKRAINE 


etecdonst MWV 8 1' 'Tf g "f° nS lnt0 Whether the '' ilte83llV ,nflu ““ d «*country's parliamentary 
rtdZnM 2 , , r of Amenca, Radio Free Europe (RL/RFE) and CNN will all fall under the spotlight 

work Zd have ^ected Ru°ssLn eSohs™ m “” °" ,Bd * said that Jdurnallsts' 


Russia to Investigate U.S. Media Over 'Election Meddling 1 
Jnvestigation-on-election-meddling-57757> 

Paul Sancya, The Moscow Times, May 7, 2017 


<https://thernoscowtimes.corn/news/us-rnedla-ln-russia-face- 


domelSfv h , H? f nal Secunty 3nd Defense Council < NSDC ) of Ukraine Oleksandr Turchynov], the 

domestically developed information security systems are "capable to efficiently jam broadcasting of the anti-Ukrainian 

television and radio, selectively blocking both analog and digital channels spreading separatist and pro-Russian 
propaganda. They will also not be interfering with the operation of Ukrainian TV and radio," 

Turdvyruw d ° meSt ' C deVel ° PmentS a " 0W broadcastin e Ukrainian radio and television far beyond demarcation line, - 

Zis^ 

Censor.net, April 28, 2017 
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• Theses not separatists and rebels. These are Russian-led, Russian-sponsored soldiers, Russian-supported, Russian 

active duty soldiers and Russian-paid mercenaries operating In East Ukraine. It is a Russian invasion of Ukraine after 
Russia illegally annexed Crimea. To say anything less, AP, would be to promote Russian propaganda. 


The Associated Press Promotes Russian Propaganda <https://toinformistoinfluence.com/2027/04/25/the-assodated- 
press-promotes-russian-propaganda/> 


Joel Harding, To Inform Is To Influence, April 25, 2017 


22. CHINA 


• [Confuclous Institute] teachers face "pressures to avoid sensitive topics" like Tibet, Taiwan, or China's human rights 
record; that the teachers, recruited and trained in China, adhere to Chinese restrictions on speech; and that there is an 
absence of "transparency" In the CIs' operations. 

Should the Chinese Government Be in American Classrooms? <http://www.nybooks.com/dally/2017/04/28/should-the- 
c h! n es e-go ve rn m 6 nt-be-"i n-a m e rica n ssro o rns/> 

Richard Bernstein, The New York Review of Books, April 28, 2017 


• Zhang said China's young, competitive war reporters shared much with their western counterparts. But since their 
salaries were bankrolled by one-party China, correspondents for state-run outlets such as Xinhua and CCTV also had a 
'political role" and were expected to file stories supporting Beijing's take on world affairs. "They have to conform to 
foreign policy," she said. 

ii 

China’s new generation of war correspondents hit the front line 

<https://www.theguardian.com/medla/2017/apr/26/chinas-new-generation-of-war-correspondents-flock-to-the-front- 

line?utm„source=SupChina&utm_campaign=0cbl2e9432-20170426- 

279n e wsl ette rCro ssTo pple rSe cu rity & u tm_m e d i u m=e ma i 18t u tm_te rm=0_ca ef3a b334-Ocb 12 e943 2 - 1 647 2 7357> 

Tom Phillips, The Guardian, April 25, 2017 


• Many factors have driven an exodus of older talent from China's media, from poor pay and the digital transformation 
of the industry — now hitting traditional Chinese media that for many years had seemed protected from the storms 
buffeting media elsewhere in the world — to the vagaries of censorship, which can sap the professional spirit. But the 
net effect of this shift is the progressive loss of professional journalism capacity in China's media. 

For J&urnalism In China; a Millennial Shift <https://medium.com/china-medla-project/for-iournalism-in-china- 3 - 
mlllennlal-shlft-aOd041d758b> 

David Bandurski, China Media Project, April 24, 2017 


is 




° To tap into the booming demand, many shady education agents are offering desperate parents packages that include 
preparatory trammg before studying abroad, assistance with immigration applications, consulting, and enrollment for 
ciients children at overseas international high schools. According to the newspapers Investigation, the total charge for 
such a package ranges from 320,000 to 500,000 yuan ($46,470 to $72,610). 


A $72,000 ticket into a top Chinese college <http://supchina.eom/2017/04/24/china-news-roundup-20170424/> 
SupChina, April 24, 2017 


s Confucius Institutes frequently attract scrutiny because of their close ties to the Chinese government. A stream of 
stones indicates that intellectual freedom, merit-based hiring policies, and other foundational principles of American 
higher education have received short shrift In Confucius Institutes. 


[Report] Outsourced To China: Confucius Institutes and Soft Power In American Higher Education 

<https://www.nas.org/images/documents/confucius_institutes/NAS_confucilisInstitutes.pdf> 

Rachelle Peterson, National Association of Scholars, April 2017 


23, NORTH KOREA 


® Effortsto infiltrate counter-propaganda into North Korea are already underway. But this wifi almost certainly not 
produce substantial results before Pyongyang fields a nuclear missile. 

North Korea Policy: Failure is the Only Option 

<http://www.eastwestcenter.org/system/tdf/private/apb379.pdf?ftle=l&type=node&id=36088> 

Denny Roy, East-West Center, April 26, 2017 


® ... due to generations of mass brainwashing, the North Korean leader commands fanatical loyalty from the 
overwhelming majority of his populace, as demonstrated by the public adulation displayed during the recent military 
parade on the Day of the Sun anniversary of his grandfather's birth. 

North Korea after Regime Change: Who Takes Over? <http://nationalintere5t.org/feature/north-korea-after-regime- 
change-who-takes-over-20349> & 

Dennis P, Halpin, The National Interest* April 25,2017 


0 While Kim Jong-Un has struggled to develop a traditional arsenal to rival those of his enemies as international 
sanctions have barred Pyongang from the global financial system. North Korea's military has cultivated an increasingly 
sophisticated group of hackers capable of launching cyber-attacks on Western and Western-backed targets.' 
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United States remains vulnerable to North Korean cyber-attack, analysts say 


attack/story ?td=46946874> 

Brian Ross and Pete Madden, ABC News, April 22, 2017 


3 -states-re ma Ins-vu 1 n e ra b !e-north-ko rea n-cy be r- 


o An influence-based strategy could significantly reduce the costs of a contingency. Increased North Korean access to 
information and a growing subculture of enterprise and self-interest have created opportunities for an Influence-based 
strategy. 

[Report] An Information Based Strategy to Reduce North Korea's Increasing Threat: Recommendations for ROK&U.S, 

Policy Makers <https://s3.amazonaws.com/file5.cnas.0rg/documents/fnfo-Based-Strategy-to-Reduce-NK-Threat-Finai- 

PDF,pdf> 

Commander Frederick "Skip" Vincenzo, USN, Center for New American Security, October, 2016 


24. SYRIA 


® A New York Times investigation shows how Syria and its main partner, Russia, have distorted the facts surrounding the 
chemical weapons attack on Khan Sheikhoun. 

[VIDEO] How Syria and Russia Spun a Chemical Strike 

<https://www.nytlmes.com/video/world/middieeast/100000005063944/syria-chemical-attack-russia.htm!> 

Malachy Browne, Natalie Reneaii, and Mark Scheffler, The New York Times, April 26, 2017 


® Bringing furry American Muppets to Syrian refugee camps may sound like the fuzziest kind of soft power. But it could 
offer a glimmer of hope to children who've been robbed of a childhood. And retired military and former government 
officials say it coiifd have another big side effect: helping starve terrorist groups like the Islamic State of its next 
generation of fighters. Cookie Monster, Elmo, and friends, that is, could pack as powerful a punch as a drone strike. 

Elmo Joins the Forever War <http://foreignpoilcy.com/2017/04/21/eimo-goes-to-war-syria-refugeercamps-countering- 
vio[ent-extremism-counter-terror/> 

Robbie Gramer, Foreign Policy, April 21, 2017 


25. AFGHANISTAN 
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© In Afghanistan, as elsewhere, extremist ideologies present themselves as the only way to repair corrupt, unjust, or 
oppressive societies. Young people frustrated with those conditions may sop r»v alte rnati v e w a y to c h a nge t hem. But the 
peace education classes have helped create an alternative: community and civic improvement campaigns through 
peacebuiidfng organizations that have sprung up at each campus. 


Afghan Universities Build a Movement Against Extremism <https://www.usip.org/pubiications/2017/04/afghan- 
universities-build-movement-against-extremism> 


Joshua Levkowitz, United States Institute of Peace, April 4,2017 


26. ISLAMIC STATE 


® it's imperative to understand ISIS's current social media and internet-based dissemination process before we can 
judge the effectiveness of existing counter measures. To do so, we conducted a small study on the dissemination of ISIS 
propaganda on the Surface Web - that Is the proportion of the World Wide Web, which is indexed and thus searchable 
with standard sea rch engines such as Google, Bing, or Ya hoo etc. 

How ISIS Disseminates Propaganda over the Internet Despite Counter-Measures and How to Fight Back 

<http://moderndipiomacy.eu/indeXi php?option=com_k2&view=item8iid=2494%3Ahow-isis-disseminates-propaganda- 
over-the-internet-despite-counter-measures-and-how-to-fight-back&ltemid=154> 

Lorand Bodo, moderndiplomacy, April 23,2017 


Tooikit 


27, CULTURAL PRESERVATION 


© Violent extremist organizations like Daesh ,.. are arming their cause through antiquities looting and trafficking, while 
also deliberately and systematically destroying heritage as a weapon of war. The cultural crisis has become inseparable 
from the humanitarian crisis. 

[Report] Culture in Crisis: Preserving Cultural Heritage in Conflict Zones 
<http://media.wix.com/ugd/b976ebjdlb6c924a3f4743897d6990327e99dl.pdf> 

John Hopkins School of Advanced International Studies with the Antiquities Coalition, May 5,2016 


28. INTERNATIONAL STUDENTS 
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e ... the order could have an impact on American colleges' recruitment of students from a broad. For many 
international students, the opportunity to stay in the United States, even temporarily, after graduation and gain work 


college to work could depress international enrollments. 


Trump's New Order on Visas Could Make American Colleges Less Appealing Overseas 
<http://www.chronide.com/articie/Trump-s-New-Order-on- 

Visas/239S25?cid=cc&utm_source=cc&utm_medium=en&elqTrackld=al6bebSc255a47909c6da8e60a57bedc&elq=5d29 

4fe4ff7 b413 cae40 b3f3643fd8c3 &elq a id=l366l&e lqat= l &e Iq Cam pa ig n I d=5671> 

Karin Fischer, The Chronicle of Higher Education, April 19,2017 


29. AMERICAN FACULTY ABROAD 


9 For too long, the academic job market has compelled hew humanities Ph.D.s to see our careers in black and white — 
either "make It" into a tenure line at a U.S. institution, or leave academe. But there are more options beyond our 
borders, 

[Report] Teaching Abroad <http://www.chronicle.com/items/biz/resource/ChronFocus_TeachingAbroadJ_v 3 .pdf> 
Focus, The Chronicle of Higher Learning, April 2017 
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In the News 


1. ON CAPITOL HILL 


[Hearing on Cyber-enabled 
Cybersecurityj 


information Operations, Senate Armed Services Committee, Subcommittee on 


as indlu,dua,s and as a jess cr 

Scientist, ^ AN ^^P°^^w.a t rm^d^servfce d sen^te e gov/frno/media/doc/Waltzman a o4-27-l7, , pdf> Seni0r ,n ^ ormation 
Senate Armed Services Committee, April 27, 2017, 


• To date, there Is not a single individual 
responsible and capable of managing US 
information environment. 


in the US government below the President of the United States who is 
information dissemination and how we address our adversaries in the 


Senate Armed Services Committee, April 27, 2017 
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int^« f nc re a3 t n g( y S ee the 

ideology.... • «y, there is the ,na-e a ^ 

cyberspace as a means of collaborating, competing, or engaging in conflict .... 

Statement of Chris Irtglis, Foreign Policy Resarch Institute <https://www.armed- 
s e rvices.se n ate, go v/imo/me d ia/d o c/I ngIis_ 04 - 27 - 17 . pdf> 

Senate Armed'Services Committee, April 27,2017 


[Hearing on U.S, Pacific Command, Senate Armed Services Committee] 


* ■ ■ •* hlS IS ab ° U * Wi " ning warso " the **!=■ «»"* attics may suggest. It's about winning wars on the smart. 

fwln ,n // n,0f Admir n Ha "? Bi H ? rrlsjl 'v c °n™ander, U.S. Pacific Command on U.S. Pacific Command Posture 
https .//ww w.arme cf-services.sen ate.gov/imo/media/do c/Harris_04-2 7-17. p df> 

Senate Armed Services Committee, April 27, 2017 


° perations f ° rces are its best trained and equipped units and its cyber capabilities are maturing 

and^nettvor^e^ploltadom 0 ™ ^^ 3 ^ 60 ^™^ 11 ^ 88 ^ 6 ^ 0 ^ 0 ^' 15 ^ 8 dP 8 ra l'd ns Including computer network attack 

Un,ted Na,to “ COmmand ' Korea and United States 

serv.ces.senate.gov/-rmo/media/doc/2017%20USFK%20Posture%20Statement%20FiNAL%20SASC_04-27-17.pdft> 

Senate Armed Services Committee, Aprii 27, 2017 


Elements of Informational Power 


2. PUBLIC DIPLOMACY 


oThe Department of State has renewed the Charter Jbr the U.S. Advisory Commission on Public Diplomacy The 
bipartisan Comnnssion appraises US. government activities intended to understand, inform, and influen Jforergn 
publics. It may conduct studies, inquiries, and meetings, as ft deems necessary. 8 
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Renewal of the Charter for the Advisory Commission on Public Diplomacy 
<https://www.state.gOv/r/pa/prs/ps/2Q17/04/270362.htm> 

U.S. Department of State, April 20,2017 


3. PUBLIC AFFAIRS 


® The Department of State is pleased to welcome Heather Nauert as the new State Department Spokesperson. Nauert 
comes to the Department with more than 15 years of experience as an anchor and correspondent covering both forefen 
and domestic news and events, including the 9-11 terror attacks, the war in Iraq, and the genocide in Darfur, Sudan. 
Nauert s media experience and long interest in international affairs will be invaluable as she conveys the 
Administration's foreign policy priorities to the American people and the World. 


Appointment of Heather Nauert as State Department Spokesperson 

<https://www.state.gOv/r/pa/prs/ps/2017/04/270401.htm> 

U.S. Department of State, April 24,2017 


® The constant use of [Twitter] by President Trump has allowed him to create a sense of personal connection with 
reporters, constituents, and even international leaders, alluding to real-time and unfiltered content, but also weakening 
the role of the PA and PD officers who have a pervasive role of communicating policy.,. .analyzing the tweets from the 
current administration's officials... will give inside [sic] unto how the three should represent themselves and their 
policies on a social media platform such as Twitter. 

4 Tactics for PA, PD, and Principal Officers on Twitter <https://takefiveblog.org/2017/04/20/4-tactits-for-pa-pd-and- 
pnncipa|-officers-on-twitter/> 

Amanda Rae Menas, Take Five, April20,2017 


«... journalists should provide more context in their coverage of deployed units: more "why" and "how," in addition to 
the "who," "what," and "where." *** Stories about individual soldiers or actions miss the forest for the trees, after ail 
while talking-head stories about deforestation of the Amazon are too large and abstract for useful public conversation 
Aim, then, for something in the middle. Don't settle for writing "it's fighting season again." Teli readers what's going to 
make this year at war different than last year. 

Telling the Brigade Story; A Case Study of U.S. Army Public Affairs as an Engine of Operational Effects, Organizational 

History, and Strategic Narrative <http://smailwarsjourhaI.com/jfni/arl/teliing-the-brigade-storY-a-case-study-of-us- 

army-puhlic-affairs-as-an-engine-of-operationa> 


Randy Brown, Small Wars Journal, April 22, 2017 
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@ our research suggests that British efforts may be being thwarted, at least in part, by a peculiarly British problem - 
the culture of no comment that surrounds much of its counterterrorism activity abroad. There is an increasing trend in 
’^ Fttl ^T de ^ neewK ^ secttr ity'po licyofsecrettveTSt' gro wingml [Etarycom rhltme the UK isnot generali v 

considered to be at war, but where it faces threats from terrorist groups. * 

Why the UK Will Lose the Information War Against Terrorism <http://smallwarsjournal.com/blog/why-the-uk-wiif-lose- 
the-information-war-against-terrorism> 

Abigail Watson, Small Wars Journal, April 22,2017 


4. INFORMATION OPERATIONS 


® ... in the latest influence operation involving the 2016 election .... Cyber was the vector used to extract the 
information, but how the stolen information is used "is not necessarily a cyber issue," Christopher Painter, Coordinator 
for Cyber Issues at the State Department said.... Information warfare has happened for centuries, he added, and while 
cyber has been either an accelerant or an enabler for these types of activities, it is just a small part. 

Cyber only a small, component of information operations, official says <http://www.c4ismet.com/articles/cyber-onlv-a- 
sm a 1 l-co m pone nt-of-i nform ation-o pe ratio ns-officia I- 

says?utm_source=Sailthru&ijtm_medium=email&utm__canipaign=EBB%204.26.2017&utm term=Editorial% 20 - 

%20Early%20Bird%20Brief> 

Mark Pomerleau, C4ISRNet, April 25, 2017 


e The nature of war Is not changing but rather the character of war is with social media, cyber operations, information 
operations and small commercially available unmanned aerial vehicles, which ail lead to an increasingly lethal battlefield 
In which 3ll domains wifi be contested and congosted. 

The relationship between third offset strategy and multi-domain battle <http;//www.c4isrnet.com/a rtldes/the- 

relationship-between-third-offset-strategy-and-multi-domain-battle> 

Mark Pomerleau, C4iSRNet, April 7, 2017 


5. SOCIAL MEDIA - INTERNET 


»In more innocent times, the rise of the Internet was seen by many people as a boon to democracy. *** in what are 
clearly less innocent times, the internet is viewed as a far less benign force. It can be a haven for spreading fake news 
and rewarding the harshest and most divisive of political rhetoric. It... has dark corners populated by anonymous 
actors.... whose influence appears to be growing but not easily measured. 
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A scholar asks, 'Can democracy survive the Internet?' <https://www.washingtDnpost.com/politics/a-schoiar-asks-can- 
democracy-survive-the-internet/203.7/04/22/3.915c0eS-2696-lle 7-b5 03-9d616bd5a3n i ;_<;tn ryhtnil?tipiii=^p_ f pg;9 na (. 
h p-ca rds_rh p-ca rd-po Iitics%3 A h o mepage%2 Fca rd&utm _te rm=.3908e0461698> 

Dan Balz, The Washington Post, April 22,2017 


• in an a S e of presidential tweets, protest hashtags and online petitions, corporate America must take warning. Pepsi 
paid top dolfar for that flashy ad with Kendall Jenner — because they listened to marketers, and not to consumers. 
Consumers talked back in a tidal wave of negative attention. 

... Companies should avoid the controversy and continue doing what they do best: making, marketing and selling 
quality products that Americans — and Indeed the entire world — can enjoy. 

Pepsi a lesson for brands everywhere <Http://www.washihgtonexamjner,com/pepsi-a-lesson-for-brands- 

e very wh e re/a rt icfe/2620423?aistom_c i ick=rss?utm_ca m p a ign=Con se rvat i ve%20 N e wssta nd&utm_so u rce=Co nse rva tive 

%20New5Stand%20-%2004/17/i7&utrnjnedium=emai!> 

Angela Morabito> Washington Examiner, April 17,2017 


® Key Findings: While Social Media Is Still Relatively New, Many of the Best Practices for Using It Are Based on Well- 
Understood Marketing Approaches '* * *A Bottom-Down Messaging Strategy Using Influe nee rs in the Arab World Can Be 
Effective * * ^Tailoring Top-Down Messaging by Targeting Specific Themes to Different Communities also Helps 
Facilitate the Social Conversation 

Empowering ISIS Opponents on Twitter <https://www.fand.org/pubs/perspectives/PE227.html> 

Todd Helmus and Elizabeth Bodine-Baron, RAND Corporation, 2017 


® When we think of the cyber domain, we should start thinking about social media because we sense in these domains, 
and then the question becomes how do we pull together all the sensing and turn it into decision-quality information? 
How do we take pre-effects from those same domains? It is sensing, effects, decision speed, arid operational agility that 
are going to define the victors in future campaigns. 

An Interview With [General) David L, Goldfein [Chief of Staff, U.S. Air Force) <http://ndupress.ndu.edu/JFQ/Joint-Force- 
Quarteriy-85/Article/1130641/an-interview-with-david-i-goldfein/> 

William T. Eliason, Joint Force Quarterly, April 1,2017 


6.CYBER 


s Russia's cyberwarfare operations are built on the back of their cybercriminal networks. Can the US and its allies take 
them down? 
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Sheera Frenkel, Buzz Feed, April 20,2017 


Zh-"'T j atlemPted '° ' nflUeni:e PUb " c opinion ' to I"*"*"* elections, and sought contact with 


■ ul POrt JJ WO YearS pf PaWn Storm; Examinin § m Increasingly Relevant Threat 

<https://dDcuments.trendmicro.com/assets/wp/wp-two-years-of-pawn-storm.pdf> 

Felke Hacquebbrd, Trend Micro, 2017 


7. DISINFORMATION, FAKE NEWS 


!. ... this response must forever strip Moscow of the possibility of playing oh human ignorance with li« anri 
Behaving Badly on Big Things and Small Core of Russia's National Strategy under Putin 

<http://wEndowoneurasia2.blogspot.co.uk/2017/04/behaving-badfy-on-big-things-and-smaII.html> 

Paul Goble, Window on Eurasia—New Series, April 13,2017 


thatthe 

anguage to which Acosta managed to refer lour times in the space of thirty seconds did not exlst-no Hat.m.nt „„ 


Russia: The Conspiracy Trap <http://www.nybooks.com/daily/2017/03/06/trump-russia-conspiracy-trap/> 

Masha Gessen, The New York Review, March 6,2017 


8. STRATEGIC COMMUNICATIONS 
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Eniisting Madison Avenue <http://www. rand.org/pubs/mpnographs/M6607.htmi> 
Todd Heiiinus, Christopher Paul, and Russell W. Glenn, RAND Corporation, 2017 


® NATO officials interviewed recognized Russia's ability to use strategic communication tools to intemaily destabilize 
some of its neighbors, as well as NATO's lack of tools to address this issue. In general, they believed that NATO 
headquarters and other Alliance institutions would be ineffective or unable to respond because of their limited 
’ capabilities in the area of strategic communication. This is believed to give Russia a significant advantage.... While 
Improved strategic communications Is clearly a priority, it does not seem to have gotten off the ground. 

European Relations with Russia <http://www.rand.org/pubs/research_reports/RRl579.htmf> 

Stephanie Pezard, Andrew Radin, Thomas S. Szayna, and F. Stephen Larrabee, RAND Corporation, 2017 


9. SOFT POWER 


® The dangerous imbalance between the attention and resources that Trump is willing to devote to "hard" and "soft 
power 1 threatens not only to undermine U.S. leadership, but also to leave Americans more vulnerable to a wider 
spectrum of threats. 

Team Trump Seems Unaware of Soft Power’s Punch <https://www.bloomberg.com/view/articies/2017-04-19/team~ 
trump-seems-unaware-of-sdft-power-s-punch> 

James Gibney, Bloomberg, April 19, 2017 


10. WAR OF IDEAS 


® In the wake of the 9/11 attacks, the United States was guided by the fundamental belief that it was at war with "a 
transnational terrorist movement fueled by a radical ideology of hatred, oppression, and murder," this mindset was 
articulated in the 2006 National Strategy for Combating Terrorism, which notes that the "war on terror" is a different 
kind of war. It is a battle of arms and a battle of ideas.... The paradigm for combatingterrorism includes all aspects of 
U.S. national power and influence; military, diplomatic, financial, and so forth. Accordingly, the Bush administration's 
second term was marked by an interagency pushto counter the terrorist threat. 

Stopping Extremists from Becoming Terrorists: A Strategy for the Trump Administration 

<http://www.washingtoninstitute.org/poiicy-anaiysis/view/stopping-extremists-from-becoming-terrorists-a-strategy- 

for-the-trum p-adrnin> 
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Rand Beers, Samantha Ravich and Matthew Levitt, The Washington Institute, April 7,2017 


11. INFORMATION WARFARE 


* '“° ^ T* b I comme " tat ° rs " h ° l»bel the Russian activity to Influence the election a S a cyberattack 
1, Th fa ^ ' lnformatlon war *=te, and It was conducted In the same way the Russians conducted Information warfare 
well before everyone was on the internet and connected on social media. 

%20EarhrW20B J |rd%20Br1ef>^ a ^ ltbrU ^ li ^ m ~ meb * UrT1Bema ^ Utm ~ C3rri ^ a ^ fl *^ BB ^^^ a26 ^^^^^ lUtrT, “ termi=Ec *^ or * a ^^^" 


MaJ. Gen. Brett T. Williams (ret.), CAISRNet, April 25,2017 


• There are many who still argue that unless death or destruction results, a cyber Incident should not be considered an 
atta K or an act of war. What they are missing Is that cyber space has given nation states, or 
single threat actors; the capability to effectively use Information as a devastating weapon. 


WGallForce: Has the U.S, experienced the long predicted Cyber Pearl Harbor? 

<https://www.limacha rIlenews.com/national-securlty/gallforce-russia-cyberwar/> 


Gail Harris, llmacharillenews.com, April 25, 2017 


* "Active measures" were subversive techniques and policies aimed at influencing people 
countries to suit Russia's objectives. Claims of internet-driven hacking and misinformation 
the U.S. fit well within this Cold War approach. 


and events in foreign 
campaigns by Russia against 


" S Warfare s * rate Sy < hffP : //b,gthlnk.com/paul-ratner/the- 


Paul Ratner, bigthink.com, April 9, 2017 


12. COUNTERING VIOLENT EXTREMISM 


• |n the United States, even radical and abhorrent ideas are constitutionally protected, as is watching Jihadlst videos 

molm^tinn t « t ™ “ S ° Clalmedia and digital commun ^tion, Ideological radicalizatfol and then 

mobilization to violence (the 'flash to bang" ratio) is faster than ever. 
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Stopping the next London attacker or Orlando shooter <http://thehill.com/blogs/pundits-biog/homeland- 
secu rity/327925-sto p pi ng-th e-next-l o nd o n-attac ke r-o r-o rl a n d o-s ho ote r> _ 

Matthew Levitt, The Hill, April 7, 2017 


13. RADIGALIZATtON 


® The Islamic State's calls for attacks are Increasingly resonating with radical-leaning teens and pre-teens in Europe. The 
Manichean appeal of the group's ideology certainly piays a part in this appeal. Yet such has been the Islamic State's 
success, the driving force behind its recruitment clearly goes beyond this. The group has taken advantage of how simple 
it Is today to produce relatively slick digital output 

The Islamic State's Western Teenage Plotters <https://www.ctc.usma.edu/pasts/the-islamlc-states-western-teenage- 
plotters> 

Robin Simcox, CTC Sentinel, February 22,2017 


® Among the most recent evolutions of Jihadi terrorist tactics in the West has been the rise of the virtual entrepreneur 
The increased use of social media, often paired with applications that offer the option of encrypted messaging, has 
enabled members of groups like the Islamic State to make direct and tasting contact With radicalized Americans. In some 
cases, these individuals direct terror plots, and in others, they provide encouragement and motivation for attacks. 

The Threat to the United States from the Islamic State's Virtual Entrepreneurs <https://www.ctc.usrna.edu/posts/the- 
threat-to-the-united-states-frqm-the-isiamlc-states-virtual-entfepreneurs> 

Alexander Meleagrou-HItchens and Seamus Hughes, CTC Sentinel, March 9,2017 


14. NARRATIVE 


® Though it's comforting to believe the truth will always out, the reality of politics can be quite different. An audience's 
attention belongs to the best storytellers and those who are most active and capable of fighting for the opportunity to 
tell the world a narrative to believe in. Truth may be the weight of history but it is never consistently the force that 
shapes it. 

Russian Propaganda: The Soviet Zorn bie Returns From the G rave <https://takefiveblog.org/2017/04/18/russian- 
propaganda-the-soviet-zombie-returns-from-the-grave/> 

Lenin Hernandez, Take Five, April 18,2017 
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• The more difficult task will be developing a national narrative, broadly backed by elites across the ideological 
spectrum, about who we are"—one built around opposition to authoritarianism and llliberalism. 

The Liberal Order Is Rigged <http s: //www.foreignaffairs.com/article S /worid/2017-0^17/liberal-ord e r-rigged?cid=nlc- 

Jeff D, Cotgan and RobertO. Keohane, Foreign Affairs, May/June 2017 


15. HISTORICAL NARRATIVES 


M T ""S tHat tmthfU ' and Unfettered expressio " * a press ab,e *> and investigate 

^mmu^Tt rote " ameS ' "* h °" eSt ' accountab,e government - just might save the creaking edifice of 

How Soviet Dissidents Ended 70 Years of Fake News <https://www.nyt)mes,com/2O17/04/lO/op1nlon/howsovlet- 

dissidents-ended-70~years-of-fake-news.html?action=dick&pgtype=Homepage&cllck5ource=story- 

regl-oni ™i> ^^P^^H^^’-'^^e^^^^AEion^oplnfon-c-cor-rlghtregion&WT.nav^pmfon-c col-rjght- 


Gal Beckerman, The New York Times, April 10, 2017 


• "My firm belief as a Turk Is that democracy and human rights in Turkey can only bp established by facing history and 
acknowledging historic wrongdoings," [Taner Akcam] said. 

'Sherlock Holmes of Armenian Genocide' Uncovers Lost Evidence 

<https://www.nytImes.com/2017/04/22/world/europe/armenlan-genoclde~ 

turkey.html?hp&action=click&pgtype=Homepage&cllckSource=story--heading&module=seconcl-column- 

region%C2%AEion=top-news&WT.nav=top-news&_r=l> 

Tim Arango, The New York Times, April 22, 2017 


16. LESSONS FROM THE PAST 


• Radio Atlantico del Sur (RAdS) was the psychological operations radio station broadcast by the Ministry of Defence to 
Argentine troops during the latter part of the Falklands Islands Conflict. This is a draft OD(SA) interim assessment 
suggesting possibilities for the radio station, it dates from around 12 May 1982. 


Radio Atlantico del Sur Programming - Interim Assessment <https://www.psywar.org/contenVrBdsplanning> 

Psywar.org, July 25, 2016 


12 



17. MEDIA SAVVY, EDUCATION, JUDGMENT 


* With respect, Christians must be cautious of baring our own moral hypocrisy when handling fake news or media bias. 
What l mean by that is Christians have a responsibility to do our due diligence before sharing catchy headlines we see on 
social media without knowing where a report came from or, in some cases, without reading what a piece says. 
Discernment is key. 

Fake News, Media Bias, and the Church <https://Juicyecumenism.com/Z017/04/13/fake-news-medla-bias-church/> 
Chelsen Vlcari, Juicy Ecumenism, April 13, 2017 


18, IDEAS OF AMERICA 


• Singapore crushes us on test scores, but that's because tests measure the wrong things, it's not measuring the ability 
to identify problems and find unique solutions. These are completely missed by standardized testing. When we use this 
testing we forget the most important facets: critical thinking and creativity. 

Metrics can't measure everything - don't believe that U,S. schools lag behind foreign countries 

<http://www.washlngtonexaminer,com/metr1cs-cant-measure-everything-dont-believe~that-us-schools-lag-behind- 

foreign-countries/artfcle/2620838> 

b 

Kelly Cole, Washington Examiner, April 20, 2017 


• At a moment when the international order is under severe strain, power Is fragmenting and great-power rivalry has 
returned, the values and purpose at the core of the American idea matter more than ever. Against this backdrop, acting 
in defense of a critical International norm In Syria is reassuring; going mute on human rights issues in dealing with 
authoritarian leaders is not. 

The risks of the Trump administration hollowing out American leadership 

<https://www.washlngtonpost.com/opinions/dont-be-fooled-trump-is-still-hollowlng-out-american- 

Ieadershlp/2017/04/19/d2b64e02-2450-lle7-b503-9d616bd5a305_story.html?utm_term=.b9c0f4fld5f3> 

William J. Burns, The Washington Post, Aprli 19, 2017 


• The United States has been the modern world's most influential country and has promoted democracy passively by 
serving as a model and actively through its diplomatic efforts, aid, and even military and covert action practices. **** 
The withdrawal of American support for democracy could compound the various anti-democratic trends we have 
described and lead to the fail of Huntington's "third wave " 
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This is what the beginning of the end of democracy looks like 

<https://www.washingtonpost.eom/posteverything/wp/2017/04/i9/this-is-what-the-beginning-of-the-end-of- 

^)empcracy-l ooks - iik e /?u tiTH:term= ;8i852 fc 7e2b f > .. .. - .'.-' ■■■■ . 

Joshua Muravchik and Jeffrey Gedmin, The Washington Post, April 19,2017 


o What on earth fs happening to us? It wasn't that long ago that there was a sense of duty that went along with being a 

good American citizen-But what we as Americans have always shared together- a love of freedom, democratic 

institutions, a common purpose- has degenerated into partisan and ideological totalitarianism. It is my way or the 
highway. Otherwise nice people say they would not a shed a tear if Mr. Trump were assassinated, nor would their 
counterparts on the other side have wept if Mr. Obama had been killed in office. 

Would You Take A Bullet forTrump? <https://www.forbes.com/sites/johnzogby/2017/Q4/18/would-you-take-a-bullet- 

for-trump/#3082ce23082c> 


John Zogby, Forbes, April 18, 2017 


o The greatest threat to the liberal international order comes not from Russia, China, or jihadist terror but from the self- 
ind uced deconstruction of Western culture. 

The Deconstruction of the West <https://www.the-american-interest.com/2017/04/12/the-deconstruction-of~the- 
west/?uttn_ i source=The4'American+jnterest%3A’fThe+Week+in+Review&Utm_campaign=2378fcfe7f“ 

Week ly+Brlef+4%2 F15%2F17&ut m_jn ed I u m=em a i l&utm_te rm=0_6322a 8 Ic35-2378fcfe7f-121037178> 

Andrew A, Michta, The American Interest, April 12, 2017 


® That wili require American schools to teach a lot more history and civics, including the basic Enlightenment principles 
of the nation. The bloody and successful civil rights movement of the recent past was predicated on everyone knowing 
those principles. Even the Black Panthers quoted them. 

A Sense of Belonging <http://democracyjournal.org/magazlne/44/a-sense-of-beionging/> 

E.D. Hirsch, Jr., Democracy Journal, Spring 2017 


Countries and Regions 


19. RUSSIA 


® First spread contradictions *** and then spread conspiracies 
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Syria attack: a predictable disinformation strategy <http://maiichi.mp/euvsdisinfo/syrla-attack-a-predIctabie 

.„. . . .. . . ... . . 

EU East Stratcom Task Force, Disinformation Review, April 20,2017 


H Jl e i a 0 o?^ h t' abDUtiS,Clalm °" * he fer left ,s that What Putin did in 2016 ls no worse tha " wtat American consultants 
did in 1996. Tnatrs nonsense. 

No, America Didn't Rum Russian Democracy <http://www.thedailybeast.com/articles/2017/04/17/no-america-didn-t- 
ruin-russian-democracy> 

Casey Michel, Daily Beast, April 17, 2017 


» After every terror attack, the reaction is sadly the same. Pro-Kremlin outlets all over Europe start spreading conspiracy 
theoriesaccus ng various European governments, or the EU, or the US of false flag operations, in the upside-down World 
of disinformation-oriented pseudo-media, it is always someone in the West who is responsible for every tragedy of this 
nd except when they claim, perversely, that the tragedy never happened and was in fact only staged by evil western 

governments trying to manipulate their populations. y 

How pro-Kremfin outlets abuse the tragedy of terror <https://euvsdisinfo.eu/how-pro-kremlfn-outlets-abuse-the- 
tragedy-of-terror/> 


EU East Stratcom Task force, Disinformation Review, April 16,2017 


® RT is generously funded by the Russian state (around 300 million USD annually) and its ambitions are high: It wants to 
ques ion more , as one of its slogans says, and become a global leader among those who feel in opposition to "the 
main stream . As the Russian authorities' most expensive international prestige project, it uses sensationalist dickbait in 
a way which is not very different from its sister organisation, Sputnik. 

Inside RT's world of alternative news <https://euvsdisinfo.eu/inside-rts-world-of-alternative-news/> 

EU EastStratcom Task Force, Disinformation Review, April 13,2017 


®... most commentators has discussed the future [of Russia] In terms of a competition symbolically represented as 
between the television which portrays a rosy picture of life in Russia and the refrigerator which shows Russians precisely 
what their life has become. But even though the refrigerator has been gaining on television in recent months, a more 
important competitor to the state's TV-centric message system may have emerged in the shape of the Internet 
especially among the young, , 


The Internet, Not the Refrigerator, Defeating the Television in Russia, Latynina Says 

<http://wlndowoneurasia2.blogspot.com.au/2017/04/the-lnternet-not-refrigerator-defeating.html> 
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Paul Goble, Window on Eurasia—New Series, April 10, 2017 


• ... however skillful Putin's manipulation of public opinion... Russia's leader came to understand that his rule needed at 
least the facsimile of a big idea .... Euraslanlsm has proved to be a most useful Ideology, a tool for Kremlin 
authoritarianism and a channel for mischief-making with the Western hard right, 

Moscow Calling <http://www.weeklystandard.com/moscow-calllng/artlcle/2005218> 

Andrew Stuttaford, The Weekly Standard, November 14, 2016 


20. UKRAINE 


• Russia has also employed a wide array of so-called hybrid tactics in eastern Ukraine. Sophisticated uses of propaganda 
and cyber attacks have joined the use of irregular militias on the battlefield. In December 2016, a cyber attack against 
Ukraine's eiectrlcal grid took down a fifth of the capital's power consumption at that time of night. 

The Trump Administration and the 115th Congress Should Support Ukraine <http://www.heritage.org/gtobal- 
politics/report/the-trump-administratlon-and-the-ll5th-congress-should-support-ukralne> 

Luke Coffey and Daniel Kochls, The Heritage Foundation, April 11, 2017 


21. FRANCE 


• Almost one In four of the internet links shared by French users of social media in the run-up to elections were related 
to fake news, much of which favoured anti-EU candidates and showed traces of Russian influence, according to a new 
study. 

Russia-linked fake news floods French <https://euobserver.com/foreign/137624> 

Andrew Rettman, euobserver, April 9,2017 


• Remember all those Congressional hearings about Russian propaganda, disinformation, fake news? Not so much now, 
eh? That is because Russia has shifted Its main effort towards France 

Russia4inked fake news floods French social media <https://toinformistolnfluence.com/2017/04/20/russia-linked-fake- 
news-floods-french-social-media/> 

Joel Harding, To inform is To Influence, April 20, 2017 
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22. CHINA 


© Chinese authorities last night launched an unusually sophisticated publicity war in conventional media and cyberspace 
against fugitive tycoon Guo Wengui, who is believed to be still hiding in the US. 

China launches unprecedented international publicity war against wanted tycoon Guo Wengui 

<http://www.scmp.com/news/china/poircies-poiitics/articie/2089184/beijing-launches-unprecedented-internationai- 

publicity?utm_source=The+Sinocism+China+Newsletter&utm_campaign=81ddb64c24- 

EMA1L_CAMPAIG N_2017_04_2 0&utm_medium=emai l&utmJ:e rm=0„17 If237867-81dd b64c24- 
29639493& m c_c Id=81ddb64c24&m c_e Id=a 13 bfcSfa 7&utm_so u rce=S u pCh in a &utm_ca m pa ign=118eca 59 b0-20170420- 

275 news!etterFiedBoXilai(VIakeElectricCars&utm_medium=email&utm_term= 0 _caef 3 ab 334 - 118 eca 59 b 0 - 164727357 > 

South China Morning Post, April 20,2017 


« .. .Chinese social media outlets — including microblogging site Weibo and social messaging app WeChat — are 
frequently abuzz with the tabloid's stories. In fact, the social media feeds of millions of Chinese netlzens are filled not 
only with translations of the Daily Mail's stories, but also with a torrent of misinformation from the West's now- 
ubiquitous fake hews and conspiracy theory websites. 

How Western Fake News Took Over China's Social Media <http://www.sixthtone,com/news/2190/how-china-became- 
maJar-importer-fake-new$#jtss-twitter> 

Fang Kecheng, Sixth Tone, April 16,2017 


23. NORTH KOREA 


• I Jieun paek I urges greater measures to undermine the regime's legitimacy at home by smuggling in information about 
it and the world (as some activists are already doing). 

The North Korea-Trump Nightmare <https://www.nytimes.eom/2017/04/20/opinion/the-north-korea-trump- 
n igh tm a re, htm l?a ct io n=cl ick&pgty pe=Horn ep a ge&c! ickSo u rce=story- h ea d ing&mod u le=o p i n ion-c-co i-right- 
reg to n %C2 %AEio n=o p i nion-c-co I-rlg ht- regio n&WT. na v=o pin io n-c-co I-right-regio n> 

Nicholas Kristof, The New York Times, April 20, 2017 


24. SYRIA 
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a Despite statements from the Organisation for the Prohibition of Chemical Weapons (OPCW) on the incontrovertible 
laboratory results proving the use of sarin in the Khan Sheikhun area of southern tdlib in Syria, pro-Kremlin outlets kept 


The show must go on <http://mallchi.mp/euvsdisinfo/syria-attack-a-predictable-disinformation-strategy-disinformatlon- 
review-879533?e=c701967e5f> 

EU East Stratcom Task Force, Disinformation Review, April 27,2017 


® Over the past few weeks, we've seen a huge spike in the number of online stories which question the bravery of the 
White Helmets [rescue workers], or suggest that the recent chemical attacks were suspicious, or make some other claim 
that seeks to confuse you about the war in Syria, 

We've written this short list to help you understand why this is happening. 1) Russian trolls-*** 2) Heroes are a problem 
for Assad-*** 3) War crimes are bad for business *** 4) Pro-Assad bloggers *** 5) Because they can *** The massive 
growth of social media has opened up a new front in modern warfare. . 

The trolls are trying to confuse you about Syria. Here's why, <https://medium.com/@TheSyriaCampaign/the-tro[ls-are- 
trying-to-confuse-you-about-syria-heres-why-ce0ffdd70a29> 

The Syria Campaign, medrum.com, April 19,2017 


a As Syrian president Bashar al-Assad called videos of last week's chemical attack a "fabrication," a piece of propaganda 
promoted by a Russian cyber operation and bearing the hashtag#SyriaHoax has gained traction in the United States, 
analysts tell ABC News. 

Behind #SyriaHoax and the Russian propaganda onslaught <http://abcnews.go.com/lnternationaI/analysts-identify- 
syriahoax-russiah-fueled-propaganda/story?id=46787674> [VIDEO] 

Brian Ross Megan Christie James Gordon Meek, ABC News, April 13, 2017 


25. SAUDI ARABIA 


® Riyadh must go beyond a narrow definition of counterterrorism and examine its own role In fostering a climate of 
extremism. Many counterterrorism issues—particularly the promotion of extremism abroad via sectarianism and 
criticism of non-Muslims—touch on core domestic political issues conducive to the regime's legitimacy and very survival. 
Reforms in these areas will come slowly, at best, and the United States should expect regression should the regime face 
a serious challenge to its reign. - 

Getting real with Riyadh <https://www.brookings.edu/researcb/getting-real-wlth- 

riy a d h/7 utm_ca m pa ign=B roo ki ngs%20Bri ef& utm_sou rce=hs_em a i i&utm_med I u m=e mai l&utm_co ntent=50897149> 
Daniel L. Byma n, Brookings, April 17, 2017 
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Toolkit 


26. EXCHANGES 


*s=sx= 

Footliall and Rock'n'roll.- U.S. Drummer Inspires Sportsmen and Musicians In the Russian Far East 

<https://ru.usembassy.gov/footbal,-rocknroll-u-s-drummeNnspIres-sportsmemmusk^nsmusstan-far-east/s 

U.S. Embassy & Consulates in Russia, April 20, 2017 




Why ISIS Is Winning <https://takeflveblog.org/2017/04/19/why-isls-is-winning/> 
Egor Pelevkin, Take Five, April 19, 2017 
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Perfect, thank you! Please let me know what else you need from me in 
addition to the advert copy. 


—-Original Message— 

Prom: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mil] 

Se nt: 23 March 201613:3 2 

SubJ?rt?R?MediaPartrershlp with Information Operations: Countering 
Violent Extremism 


I will do. Probably be able to get everything to you by the end of the 
day„.so you should have It by first thing In the morning. 

Regards, 




—Orii_ 

[mailtc 

Sent: Wednesday, March 23, 201 6 g:ju AM - 

To: JIOWC/IO Sphere <jlowc.losphere@us.af.mfl> 

Subject: RE: Media Partnership with Information Operations: Counterlna 
Violent Extremism 



I will start the process now, hopefully will have something to you by COB 
tomorrow I:) ’ 1 

Can you please send over your profile, logo and link for me to upload to the 

website? http://www.lnformationoperatIonsevent.com/mediapartner 

-Original Message-— 

From: JIOWC/IO Sphere [mailto:Jiowc.Iosphere@us.af.mIi] 

Sentj23March201613^2 

T °n^ssi 

SuflliW1H??SS rsh ,p with Information Operations: Countering 
Violent Extremism 


It'll be dose but I think next Tuesday will still give me the time to place 
the ad. p 
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Regards, 



, Fro ' n fP^^H[™mol 

ient - Wedn esday, March 23, 20l6 ^.up am - 

Violin.Stem PM ™ hlP W ' ,h ' nferm8tl ° n Countering 



Oka,,hat's fine teen. When will you need tee advert artwork by? 
Original Message— 


To 



44 


Motnr'il™^ 8 , ' am,<!rs, ’ ip wl,h Operations: 


Violent Extremism 
HI 


Countering 


T: ment at aM - 1 dwn '' «**« - * 

busy period on the Summer l„e« i P ^"' ng 3sk lng. Plus, teat is tee 
Regards, 




-Original 

Sent; Wednesday, March 23,2016 V.mj MM 
To: JJOWC/IO Sphere <jiowc.iosphere@us.af.mil> 

,rr: partnership ^ ow*** &*** 


Thanks for getting back to me I 

The social media promotion is fine -1 


will remove that from the agreement. 

rttedte* so* can't otter the press pass^* Wi " be *- * 

for you all? P ar, y mor ®. Does that change anything 
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-Original Message- 

From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil] 
Sent: 23 March 201612:29 


To: 

Su 



eata Partnership with 


Violent Extremism 


Information Operations: 


Countering 


I would be happy to. We would need to move quickly on the print ad as the 
next 10 Sphere goes on 1 April and the next issue won't be until after the 
conference. The mailing can be delayed a bit though, however, that would 
also probably need to be dons sometime next month to allow potentiaf 
attendees the opportunity to make travel arrangements. 

The only issue is social media promotion as 10 Sphere doesn't have a social 
media page. All other items are more than acceptable and I'd be happy to do 
all. 

Regards, 


_| MerlTec 

JI0WC/J51,10 Sphere Editor 


- Original M 

Fro 


malltc 


Sent: Tuesday, March 22, 2016 5:14 AM 
To: JIOWC/IO Sphere <jiowc.iospbere@us.af.mil> 


Subject: Media Partnership with Information Operations: Countering Violent 

Extremism 

Importance: High 


Hello, 


I wanted to get in touch about this year's Information Operations: 

Countering Violent Extremism <http://www.lnformatlonoperatlonsevent.com/>, 
taking place 15th-17th June in London. This year's programme will focus on 
addressing the communication challenges faced by both the Armed Forces and 
the domestic agencies when countering violent extremism. 


The event will Is separated Into four key themes, which will structure the 
discussion and take-aways from the event. These are: 

* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 

identifying and influencing the influences - methodologies, 
rhetoric and common challenges 
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Reducing the recruitment pool of home-grown radicals - "target 
hardening" vulnerable communities 

j* 

Leveraging open source Intelligence to greater effect - analysis, 
toolsets and regional sensitivities 


Mr, Gregory C. Rad aba ugh will be speaking at the event, and I am wondering 
if you are interested in establishing a partnership to cross promote his 
involvement with the event through to Sphere? 


I've listed below some possible terms for the agreement. Please let me know 
what you are interested in receiving from me and the event and what you are 
able to execute for the event. 


10 Sphere could receive: 

Your logo on our electronic brochure 

Your logo and company information/profile with a reciprocal link 
to your site on our event website 

Opportunity to display your promotional material at the 
conference on our tabie top display and In our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts in the event website (download centre) 

Discount to your members / subscribers (15%) 

Press pass (must be for writer or editor) 


In return, this Conference could receive: 

Event listing on your webpage pointing to our website 

Email to your subscribers promoting the event/content (html, we 
provide, you send) 

Online/print advertising 

Social media event promotion 
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Please let me know what you think! 


Kind regards. 




(b) (6) 


Marketing Manager | IQPC 



E: 


: ] 

-^ ■ ■ d 


^mailt 


r 

i_ 
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CTRflJS) 


From: 

Sent: 

To: 

Subject: 


JIOWC/IO Sphere <jiowc.iosphere@us,af.mil> 
Wednesday, March 23, 2016 11:48 AM 



RE: Media Partnership with Information Operations: Countering Violent Extremism 


I think full page would be great. Basically 8.5x11, 

—O riginal Message— 

From: 


_Imallto] 

Sept: Wednesday, March 23, 2016 10:45 AM 
To: JIOWC/IO Sphere <jlowc.iosphere@us.af,m!l> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
I will send those over with the advertl Can you tell me what dimensions the advert should be? 

—Original Message- 

From: JIOWC/IO Sphere [mallto:Jiowc,iosphere@us.af.mil] 

Sent: 23 March 2016 13:37 

Subject; RE: Media Partnership with Information Operations: Countering Violent Extremism 

l will need your website and the e-mall. However, both of those still have some lead time to work with. I'll do the 
website post based on the advert. 

—OrtejnaMVIessage--^^ 

FromJ|H^^|^^^Hmallto[_ 

Sent: Wednesday, March 23, 2016 8:34 AM 
To: JIOWC/IO Sphere <jiowc.losphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
Perfect, thank you I Please let me know what else you need from me in addition to the advert copy, 


-Original Message- 


From: JIOWC/IO Sphere [mailto:]iowc,iosphere@us.af.mil] 

Sent: 23 March 2016 13:32 

SutJJBFCTTCTTOffifflfTTOflship with Information Operations: Countering Violent 


Extremism 


I wili do. Probably be able to get everything to you by the end of the day...so you should have it by first thing in the 
morning. 


Regards, 



—Oi 
From: 
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Sent: Wednesday, March 23, 2016 8:30 AM 

To: JIOW C/IO Sphere <jlo wc. iosphe re @ us. af.m 11> __ 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

I will start the process now, hopefully will have something to you by COB tomorrow I:) 

Can you please send over your profile, logo and link for me to upload to the website? 
http://www,lnformatIonoperatlonsevent.com/mediapartner 

—Original Message— 

From: JIOWC/IO Sphere [mailto:jlowc.losphere@us.af.mll] 

Se nt: 23 March 2016 13:22 

Subject: Kb: Media partnership with Information Operations: Countering Violent Extremism 
It'll be close but I think next Tuesday will still give me the time to place the ad. 

Regards, 


—Or iginal Messas 
From: 

Sent: Wednesday, March 23, 2016 8:06 AM 
To: JIOWC/IO Sphere <Jlowc.lo$phere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Okay that's fine then. When will you need the advert artwork by? 


-Original Message— 

From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil] 

Sent: 23 March 2016 12:44 

To: B«iilBI 

Subject: Kt: Media partnership with Information Operations: Countering Violent Extremism 



The press issue doesn't affect the agreement at ail. I didn't expect to be allowed by the unit to go, and wasn't planning 
on asking. Plus, that is the busy period on the Summer issue as It will be released on July 1. It was a nice offer, but not 
something that I would have been able to take advantage of anyway. 


Regards, 



From ma ilto 

Sent: Wednesday, March 23, 2016 
To: JIOWC/IO Sphere <jlowc.!osphere@us.af.mll> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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Thanks for getting backto me I 


The social media promotion is fine -1 will remove that from the agreement. 

I've Just been told this morning that the conference will be closed to media, so I can't offer the press pass anymore. Does 
that change anything for you all? 



—Original Message— 

From: JIOWC/IO Sphere [mailto:jlowc.iosphere@us.af.mil] 
Sent: 23 March 2016 12:29 
Tol 


Su 



ip with information Operations: Countering Violent Extremism 


I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
Issue won't be until after the conference. The mailing can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 

The only issue Is social media promotion as 10 Sphere doesn't have a social media page. All other items are more than 
acceptable and I'd be happy to do all, 


Regards, 

v 4C#a6»eri T ec 

^^^TC^WP^^^here Editor 


—O riginal Message-— 

From mailt J 

Sent: Tuesday^arcr^2^016 5:1 
To; JIOWC/IO Sphere <Jiowc.iosphere@us.af.mil> 

Subject: Media Partnership with Information Operations; Countering Violent Extremism 
Importance; High 


Hello, 


I wanted to get in touch about this year's Information Operations; 

Countering Violent Extremism <http://www.informatlonoperationsevent.com/>, taking place 15th-17th June in London. 
This year's programme will focus on addressing the communication challenges faced by both the Armed Forces and the 
domestic agencies when countering violent extremism. 


The event will is separated Into four key themes, which will structure the discussion and take-aways from the event. 
These are: 

* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 
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* Identifying and influencing the influences - methodologies, 
rhetoric and common challenges 

* Reducing the recruitment pool of home-grown radicals - "target 
hardening" vulnerable communities 

* Leveraging open source intelligence to greater effect-analysis, 
toolsets and regional sensitivities 


Mr. Gregory C. Radabaugh will bespeaking at the event, and I am wondering if you are interested in establishing a 
partnership to cross promote his involvement with the event through 10 Sphere? 


I've listed below some possible terms for the agreement. Please let me know what you are interested in receiving from 
me and the event and what you are able to execute for the event. 


|0 Sphere could receive: 

Your logo on our electronic brochure 

Your logo and company information/profile with a reciprocal link 
to your site on our event website 

Opportunity to display your promotional material at the 
conference on our table top display and in our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts in the event website (download centre) 

Discount to your members / subscribers (15%) 

Press pass (must be for writer or editor) 


in return, this Conference could receive: 

Event listing on your webpage pointing to our website 

- Email to your subscribers promoting the event/content (html, we 
provide, you send) 

Online/print advertising 

Social media event promotion 
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Please iet me know whatyou tftfnkT 


Kind regards, 





Marketing Manager | (Qpc 



s 














Sent: 

To: 

Subject: 


Wednesday, May 03, 2017 3:24 PM 
JIOWC/IO Sphere 

(Non-DoD Source] JSTOR and IO Sphere - Invitation to Join 


Dear Gregory c. Radabaugh, 


profit academic research platform dedicated to jHUffu d | ift" S ° C ' ate UcensinB Edi,or at JST0 «, a not-fbr- 
back-lssue archive serves as onVofthe m *w°* rl! T? ? Il,era,ur,! accesslljle « '™»-J*or.org. Our digital 
countries. Starting next year JSTOR will be including n° ^ ar v aonlenf for Over 9,000 universities and libraries in 156 

expanding our nTto“toproeroe^SSnd D rovW.?™« r? 3 '' IT' arCh ' Ve f ° r the first ,ime ' furth = a 
sphere to be one of the Z Op"* JSJSS» 




m 7sx- s ° you are free ,o undertake - ™ in ' ai " 

value to the field, as well a f ™ 3nd ( ° Sphere W3S selec ted for the publication's high 

i 




Sincerely 

Pete ii 
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From: 

Sent: 

To: 

Subject: 



Monday, May 01, 2017 4:37 PM 
JIOWC/IO Sphere 
[Non-DoD Source] U.S. Army Ve 
Serrano Media Group 


Army Veteran Launches VOSB and HUBZone Certified Agency, 


Hello, 


I hope this message finds you welll 


Please consider this news Item for publication. Feel free to reach out if you have any questions. 


Thank you, 



U.S. Army Veteran Launches VOSB and HUBZone Certified Agency, 
Serrano Media Group 


CHICAGO, III. - May 1, 2017 - Jonathan Serrano, an entrepreneur with more than 10 years of experience in business, 
operations, and project management, has launched Serrano Media Group, a multi-faceted communications company 
providing public relations, video and film production, and event staging and staffing. Serrano is also a U,S. Army veteran 
and a decorated paratrooper. 


Serrano Media Group, headquartered in Chicago, with an operations office in Miami and a satellite office in Orlando, FL 
brings together a team of leading experts in the communications, video production, event staging and multimedia 
staffing fields to provide top-tier integrated marketing and media program management services to government 
agencies. The company offers full-service strategic communications through its diverse leadership team, all of whom 
have more than 20 years of experience in their respective fields, with both the federal government and corporate 
clients. 
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nationally and offer our clients ev^thin^the^need underone roof!"^ team ‘ we are P roud to extend our services 


Serrano Media Group is HUBZone certified, 
of Veterans Affairs 


as well as Veteran Owned Small 


Business {VOSB) certified by the Department 


Ltl«ied S and n il 5 ^, h .rf P “‘T? 5 ^ prlVate cllents reach their “n>™nications objectives with 

alsocommltted^T^ngltli^^^p Whhtto o^lmbethef^pl^sbncein thelj^.^ls^^cmarfEet^^ 0 ^ 0 ^ 8 ^ 0 ^^ 


Leading the marketing operations of Serrano Media Group is VP-Government Services Rafael Marrero. 


<h»r?/ d /h„T al ™°™ aW °" °"/ ar f a "° Media Group, visit http://www.serranomediagroup.com/ 


About Serrano Media Group: 

<h,?„ 7 /,S' POrat , i T d/b/a Se " m ° Msdia Sra “P (http://www.serranomediagroup.com/ 


s H%2 f^r« p= 

■ ■ 


Photo ID: Jonathan Serrano 
<https ://meltwater-apps- 
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<https://htmlsig.eom/t/000001BGJ N9P> 



ccount Coor dinator 
mailtc J 


Wragg 
Office: 

1221 FL 33131 


http://www.wraggcasas.com/<https://htmlsig.eom/t/000001BGJN9P> 


<https://htmlsig.eom/t/00D001BHMWZ4> <https://htmlsig.eom/t/000001BM0MWS> 
<https://htmlsig.eom/t/000001BGZ3P0> 


JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 

Thursday, April 28, 20 16 7:28 AM 

RE: Media Partnership with Information Operations: Countering Violent Extremism 


From: 

Sent: 

To: 

Subject: 


I'm not able to download the file at the office, i'li have to get it from either home or my phone. I will probably be easier 
and faster from home because I'll have a fuli screen to work with. I'll let you know when it's done, no later than 
tomorrow. 


Regards, 




—OriginalMessage-—- 
Prom mailto 

Sent: Thursday, April 28, 2016 6:12 
To: JtOWC/IO Sphere <Jiowc.iosphere@us.af.mil> 

Cc: 'iospherel@gmaii.com' <Jospherel@gmail.com> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



1 hope you're doing well I 


Here’s the copy for the email. Are you able to send today? 


Subject line: 15th Annual Information Operations Summit Returns 


Thanks, 



—Original Message— 

From: JIOWC/IO Sphere (mailto:jiowc.iosphere@us.af.mil] 
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Sent: 18 April 2016 17:09 



Subject: RE: Media Partnership with Information Operations; Countering Violent Extremism 


Sure. 


—Original Message— 



Sent: Monday, April 18,2016 11:00 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

I received an emaii from you, I just assumed it was referring to the event listing going live because I haven't had 
enquiries or downloads from the email. 

Would it be possible to send email through you all? 


Kind regards. 



-Original Message- 

From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil] 
Sent: 18 April 2016 16:28 




Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


any 
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Oh yeah, 1 sent it immediately after receiving via the gmail account, f wrote you once completed but I guess you didn't 

fcCGiVfi Iti _ _ • ____ 


Regards, 



—Original Message 



Sent: Monday, April 18, 2016 3:06 AM 

To: JiOWC/IO Sphere <jiowc.iosphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 



I just wanted to check if you've had a chance to send the email out yet? 


Kind regards, 

J 




Sent: 07 April 2016 12:20 
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To: 'JIOWC/IO Sphere' 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



I've attached the html for the email - please let me know when you'll be able to send this I Subject line is Setting the 
story straight: The ideal counter-extremism narrative 


I’ve also Included the event listing - do let me know If you need anything else for thatl 


Kind regards, 



The 15th annual Information Operations Summit: Countering Violent Extremism <http://bit.ly/lVzECia> has been 
designed from the ground up to provide influence and communications professionals with a forum to discuss their 
biggest challenges in countering extremist messaging and preventing the radicalisation of the next generation of 
terrorists. Taking place in London, OK from 15th-l7th June, the symposium will address the communication challenges 
faced by both the Armed Forces and the domestic agencies when countering violent extremism. Some of the experts 
that will be sharing their insight include: 


* Abby Johnson, Directorate of Strategic Operational Planning, 
National Counter Terrorism Centre 
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Harron Ullah, Senior Adviser to the Undersecretary for Public 
Diplomacy and Public Affairs. US S tate Department 


Colonel Mike Lwin, Director, Military Information Support 
Operations 


Jonathan Russell, Head of Policy, Qulliam Foundation 


Download the full programme and speaker list <http://blt.ly/lMgVpFk> for more information. 


As a member of 10 Sphere, you can receive a 20% discount by entering 
IOSphere2016 when you visit 

www.informationoperationsevent.com/IO-Sphere-reglster 

<http://www.informationoperatlonsevent.com/IO-Sphere-register> 


—Original Message— 

From: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mil] 

Sent: 29 March 2016 15:50 
To: 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



It looks great. No questions and nothing needs changing, I have posted the link and will probably be able to include a 
blog entry on it by the end of the day. At the latest. It'll be there tomorrow. 


s 



Our you still providing an e-mail to send to my Subscribers? Again, no real rush on that, sometime next 
fine. Otherwise, I can use the advert in my mailing. 


month 


will be 


Regards, 



—Original Message- 



Sent: Tuesday, March 29, 2016 3:11 AM 


To: JiOWC/IO Sphere <jiowc.losphere@ us.af.mil <mailto:jiowc.tosphere@us.af.rnil> > 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



Thanks for that, I will upload to the website today! 
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I've attached the advert - please let me know if you need any changes I 


—Original Message— 


From: JlOWC/tO Sphere [mailto:jiawc.iosphere@us.af.mi! <mailto:jiowc.iosphere@us.af.mil> ] 


Sent: 23 March 2016 17:45 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Here you go. If you need anything else of further clarification, please let me know. 


10 Sphere is an unclassified professional Journal in periodical form, published quarterly by the JIOWC, San Antonio, 
Texas. Content consists of feature articles, research paper extracts, interviews, commentaries/edltorlals on ail aspects of 
Information Operations (10), and supporting disciplines such as intelligence. Contributors comprfse military and civilian 
scholars, operators, and analysts at the graduate and postgraduate level. 


If you wish to submit an article, there is a link on the 10 Sphere website to submit or they may be sent directly to the 10 
Sphere Editor atjiowc.iosphere@us.af.mil <mailto:jiowc.iD5phere@us.af.mil> . 
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reu may download any edition of the 10 Sphere from the electronic 10 Sphere Library under the libraries page on this 
site, If you wish to subscribe to the 10 Sphere, fill out the subscription form (link on sidebar). 


Link is: http://home.iosphere.org/ <http://home.losphere.org/> 


Logo is attached. I have also attached a qr code If you wish to use that 


Regards, 



-Original Message— 



Sent: Wednesday, March 23, 2016 10:45 AM 


To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> > 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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I will send those over with the advertl Can you tell me what dimensions the advert should be? 


—Original Message— 


From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af, mil <mailto:jiowc.Iosphere@us.af.mil> ] 


Sent: 23 March 2016 13:37 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will need your website and the e-mail. However, both of those still have some lead time to work with. I'll do the 
website post based on the advert. 


—Original Message' 



Sent: Wednesday, March 23, 2016 8:34 AM 






To: JIOWC/IO Sphere <jlowc Josphere@us.af.mil <mailto:jtowc.iosphere@us.af.mit> > 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Perfect, thank you I Please let me know what else you need from me in addition to the advert copy. 


—Original Message— 


From: JIOWC/IO Sphere [mailto:jiowc.tosphere@us.af.mil <mailto:Jtowc.iosphere@us.af.mil> J 


Sent: 23 March 2016 13:32 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will do. Probably be able to get everything to you by the end of the day 
morning. 


...so you should have It by first thing in the 


Regards, 
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-Original Message— 



Sent: Wednesday, March 23, 2016 8:30 AM 


To: JIOWC/IO Sphere <jiowc.iosphere@us.af,mil <m3lfto:Jiowc.iosphere@us,af,mH> > 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will start the process now, hopefully will have something to you by COB tomorrow!:) 


Can you please send over your profile, logo and link for me to upload to the website? 

http://www.informationoperationsevent.com/mediapartner 

<http://www.info rmationoperationseventcom/mediapartner> 


—Original Message— 


From: JIOWC/IO Sphere [mailto:jIowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> ] 


il 





Sent: 23 March 2016 13:22 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


It'll be close but I think next Tuesday will still give me the time to place the ad. 


Regards, 



Original Message— 


From: 

<maift< 



Sent: Wednesday, March 23, 2016 8:06 AM 


To: JIOWC/IO Sphere <j(owc.iosphere@us.af.mil <mailto:jiowc.losphere@us.af.mil> > 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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Okay that's fine then. When will you need the advert artwork by? 


—Original Message-— 


From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil <mailto:jlowc.iosphere@us.af.mil> ] 


Sent: 23 March 201612:44 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



The press issue doesn't affect the agreement at all. I didn't expect to be allowed by the unit to go, and wasn't planning 
on asking. Plus, that Is the busy period on the Summer issue as it will be released on July 1. It was a nice offer, but not 
something that I would have been able to take advantage of anyway. 


Regards, 
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Original Message 



Sent: Wednesday, March 23, 2016 7:40 AM 


To: JIOWC/IO Sphere <jiowc. iosphere@us.af.mil <mailto:Jiowc.iosphere@us.af.mil> > 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



Thanks for getting back to mel 


The social media promotion is fine -1 will remove that from the agreement. 


I've just been told this morning that the conference will be closed to media, so I can't offer the press pass anymore. Does 
that change anything for you all? 
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Kind regards, 



—Original Message— 


From: JIOWC/IO Sphere [mailto:jiowc.losphere@us.af.mll <mailto:jlowc.losphere@us.af.mil> j 


Sent: 23 March 2016 12:29 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
issue won't be until after the conference. The matting can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 


The only issue Is social media promotion as 10 Sphere doesn't have a social media page. All other items are more than 
acceptable and I'd be happy to do all. 


Regards, 






MerfTec 


JI0WC/J51, IO Sphere Editor 


—Original Message— 



Sent: Tuesday, March 22, 2016 5:14 AM 


To: JiOWC/iO Sphere <jiowc.iosphere<a us.af.mil <mailto:jiowc.iosphere@us.af.mlt> > 


Subject: Media Partnership with information Operations: Countering Violent Extremism 


Importance: High 


Hello, 


I wanted to get In touch about this year's Information Operations: 
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- - - - --- —/ 

<http://www.informationoperatlonsevent.com/> >, taking place 15th-17th June in London. This year's programme will 
focus on addressing the communication challenges faced by both the Armed Forces and the domestic agencies when 
countering violent extremism. 


The event will is separated into four key themes, which will structure the discussion and take-aways from the event. 
These are: 


Creating positive counter messaging - exploring the fundamentals 


of success and the rofe of negative communications 


Identifying and influencing the influences - methodologies, 


rhetoric and common challenges 


Reducing the recruitment pool of home-grown radicals - "target 


hardening" vulnerable communities 


Leveraging open source intelligence to greater effect - analysis, 
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toolsets and regional sensitivities 


Mr, Gregory C. Radabaugh will be speaking at the event, and l am wondering if you are interested in establishing a 
partnership to cross promote his involvement With the event through 10 Sphere? 


i've listed below some possible terms for the agreement. Please let me know what you are interested in receiving from 
me and the event a nd what you are able to execute for the event. 


10 Sphere could receive: 


Your logo on our electronic brochure 


Your logo and company information/profile with a reciprocal link 


to your site on oiir event website 


is 


Opportunity to display your promotional material at the 


conference on our table top display and in our delegate packs 


Posting of relevant whitepapers, presentations, articles or 


podcasts in the event website {download centre) 


Discount to your members / subscribers (15%) 


Press pass (must be for writer or editor) 


in return, this Conference could receive: 


Event listing on your webpage pointing to our website 


19 



EmaH to your subscribers pr omoting the event/content (html, 


provide, you send) 


Online/print advertising 


Social media event promotion 


Please let me know what you think I 


Kind regards. 





Marketing Manager j IQPC 




D 






From: 

Sent; 

To: 

Subject; 


JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 
12:09 PM 


RE: Media Partnership with Information Operations: Countering Violent Extremism 


Sure. 

-Oriejna^Messaffe^^- 

From: 

Sent: Monday^pnnS^Oie 11:1 
To: JIOWC/IO Sphere <jiowc.iosphere @ us.af.m il> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



“ :z:s:r™r 11 was re,errine to ,he ^ •*■— 1 ^«- 

Would it be possible to send email through you all? 

Kind regards. 


any 


—Original Message— 

From: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mil] 

Subject: RE: Media Partnership with information Operations: Countering Violent Extremism 


Oh yeah, I sent it immediately after receiving via the gmail 
receive it. 


account. I wrote you once completed but I guess you didn't 


Regards, 



—O riginal Message— 

From | 

Sent: Monday, April 18, 2016 3:0i 
To: JIOWC/IO Sphere <jiowc. iosphere @us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 




I just wanted to check if you've had a chance to send the email out yet? 


i 











Kind .regards. 



From; 

Sent: 

To: 'JlOWC/iO Sphere’ 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 




I’ve attached the html for the email - please let me know when you'll be able to send this! Subject line is Setting the 
story straight: The Idea! counter-extremism narrative 


I’ve also Included the event listing - do let me know If you need anything else for that I 


Kind regards. 



The 15th annual Information Operations Summit: Countering Violent Extremism <http://bit.ly/lVzECla> has been 
designed from the ground up to provide Influence and communications professionals with a forum to discuss their 
biggest challenges In countering extremist messaging and preventing the radlcalisation of the next generation of 
terrorists. Taking place in London, UK from 15th-17th June, the symposium will address the communication challenges 
faced by both the Armed Forces and the domestic agencies when countering violent extremism. Some of the experts 
that will be sharing their insight Include: 

* Abby Johnson, Directorate of Strategic Operational Planning, 

National Counter Terrorism Centre 

* Harron Ullah, Senior Adviser to the Under Secretary for Public 
Diplomacy and Public Affairs, US State Department 

* Colonel Mike Lwin, Director, Military Information Support 
Operations 

* Jonathan Russell, Head of Policy, Qulifam Foundation 

Download the full programme and speaker list <http://blt.ly/lMgVpFk> for more Information. 
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As a member of 10 Sphere, you can receive a 20% discount by entering 
IOSphere2016 when you visit 

www.informationoperationsevent.com/IO-Sphere-register 

<http://www.lnformationoperatlonsevent.com/IO-Sphere-register> 


--Original Message- 


From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mli] 
Sent: 29 March 2016 15:50 
To: 

Sub 



ship with Information Operations: Countering Violent Extremism 


It looks great. No questions and nothing needs changing, i have posted the link and will probably be able to include a 
blog entry on it by the end of the day. At the latest, It'll be there tomorrow. 


Our you still providing an e-mail to send to my subscribers? Again, no real rush on that, sometime next month will be 
fine: Otherwise, t can use the advert in my mailing. 


Regards, 



—Original Message- 


From: 

<mailto 



Sent: TuE 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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Thanks for that, I will upload to the website today! 


I've attached the advert - please let me know If you need any changes! 


—Original Message— 

From: JIOWC/IO Sphere [mailto:jiowcJosphere@us.af.mll <mailto:jiowc.iosphere@us.af.mll> ] 
Sent: 23 March 2016 17:45 


Subject: RE: Media Partnership with information Operations: Countering Violent Extremism 


Here you go. If you need anything else of further clarification, please let me know. 


10 Sphere Is an unclassified professional Journal in periodical form, published quarterly by the JIOWC, San Antonio, 
Texas. Content consists of feature articles, research paper extracts, Interviews, commentaries/editorials on all aspects of 
Information Operations (10), and supporting disciplines such as Intelligence. Contributors comprise military and civilian 
scholars, operators, and analysts at the graduate and postgraduate level. 


If you wish to submit an article, there is a link on the 10 Sphere website to submit or they may be sent directly to the 10 
Sphere Editor at jiowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> . 


You may download any edition of the 10 Sphere from the electronic 10 Sphere Library under the libraries page on this 
site. If you wish to subscribe to the 10 Sphere, fill out the subscription form (link on sidebar). 


Link is: http://home.iosphere.org/<http://home.Iosphere.org/> 


Logo Is attached. I have also attached a qr code if you wish to use that 
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Regards, 



--Original Message- 



From: 

<marlto 


Sent: Wednesday, March 23, 2016 10:45 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@tus.af.mil <mailto:jfowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


l will send those over with the advert! Can you tell me what dimensions the advert should be? 


—Original Message— 

From: JIOWC/IO Sphere [mailto:Jlowc.iosphere@us.af.mH <mailto:jlowc.losphere@us.af.mil> ] 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


1 will need your website and the e-mail. However, both of those still have some lead time to work with. I'lt do the 
website post based on the advert. 


—Original Message- 

From: 

<mailfo 

Sent: Wednesday, March 23, 2016 8:34 AM 

To: JIOWC/IO Sphere <Jlowc.iosphere@us,af.mil <mailto:jiowc.iosphere@us.af.mil> > 



s 





Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Perfect thank youl Please let me know what efse you need from me In addition to the advert copy. 


—Original Message— 

From: JIOWC/IO Sphere [mailto:jiowc.losphere@us.af.fnll <mailto:Jlowc.iosphere@us.af.mil> ] 
Sent: 23 March 2016 13:32 




Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

I will do. Probably be able to get everything to you by the end of the day...so you should have it by first thing in the 
morning. 

Regards, 



—Original Message— 

From: 

<mailt 

Sent: Wednesday, March 23,2016 8:30 AM 

To: JlpWC/!0 Sphere <jiowc.iosphere@us.af.mll <mailto:jiowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

I will start the process now, hopefully will have something to you by COB tomorrow!:) 
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Can you pl e as e send over your profile^ logo a nd li n k few m e to upload to the website? 

http://www.lnformatlonoperationsevent.conn/medlapartner 

<http://www.infortnatlonoperationsevent.com/medlapartner> 


-Original Message- 

From: JI0WC/10 Sphere (mailto:jiowc.iosphere@us.af,mi! <mailto:jiowc.iosphere@us.af.mii> ] 
Sent: 23 March 2016 13:22 
To: 

Subject: RE: Media Partnership with information Operations: Countering Violent Extremism 

It'll be dose but I think next Tuesday will still give me the time to place the ad. 

Regards, 





Sent: Wednesday, March 23, 2016 8:06 AM 

To: JIOWC/IO Sphere <jlowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Okay that's fine then. When will you need the advert artwork by? 


-Original Message- 

From: JIOWC/IO Sphere [mattto:jiowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> ] 
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Sent: 23 March 201612:44 



Subject: RE: Media Partnership with Information Operations; Countering Violent Extremism 


Hi 


W ( 6 ) 


The press issue doesn t affect the agreement at all. J didn't expect to be allowed by the unit to go, and wasn't planning 
on asking. Plus, that (s the busy period on the Summer issue as It wfll be released on July l. it was a nice offer, but not 
something that I would have been able to take advantage of anyway. 


Regards, 




-Original Message- 


From: 

<mallto: 



Sent: Wednesday, March 23, 2016 7:40 AM 


To: JIOWC/IO Sphere <jiowc,iosphere@us,af.mil <mailto:jiowc.iosphere@us.af.mfl> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


HI 




Thanks for getting back to me I 


The social media promotion is fine -1 will remove that from the agreement. 
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I've just been told this morning that the conference will be dosed to media, so I can't offer the press pass anymore. Does 
that change anything for you ait? 


Kind regards, 



—Original Message— 

From: JIOWC/IO Sphere [mailto:jiawc.iosphere@us.af.mil <mailto:jlowc.iosphere@us.af.mil> j 
Sent: 23 March 201612:29 
To: I 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
Issue won't be until after the conference. The mailing can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 


The only issue Is social media promotion as 10 Sphere doesn't have a social media page. At! other Items are more than 
acceptable and I'd be happy to do ail. 


Regards, 



MeriTec 


JI0WC/J51,10 Sphere Editor 


-Original Message 

From: 

<maitt: 

Sent: Tuesday, March 22, 2016 5:14 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil <mailto:jiowc.losphere@us.af.mil> > 
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Subject: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 


Hello, 


I wanted to get In touch about this year's Information Operations: 

Countering Violent Extremism <http://www.informationoperatlonsevent.com/ 

<http://www.lnfdrmationoperatlonsevent.com/> >, taking place 15th-17th June In London. This year's programme will 
focus on addressing the communication challenges faced by both the Armed Forces and the domestic agencies when 
countering violent extremism. 


The event wifi is separated into four key themes, which will structure the discussion and take-aways from the event, 
These are: 

* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 

* Identifying and influencing the influences - methodologies, 
rhetoric and common challenges 

* Reducing the recruitment pool of home-grown radicals - "target 
hardening" vulnerable communities 

* Leveraging open source intelligence to greater effect - analysis. 


to 



toolsets andregional sensith/itte c 


Mr. Gregory C. Radabaugh will be speaking at the event, and I am wondering if you are interested in establishing a 
partnership to cross promote his involvement with the event through 10 Sphere? 


i. 

I've listed below some possible terms for the agreement. Please let me know what you are interested in receiving from 
me arid the event and what you are able to execute for the event. 


10 Sphere could receive: 


Your logo on our electronic brochure 


Your logo and company information/profile with a reciprocal link 
to your site on our event website 


Opportunity to display your promotional material at the 
conference on our table top display and in our delegate packs 


Posting of relevant whitepapers, presentations, articles or 
podcasts in the event website (download centre) 


u 



Discount to your members / subscribers (15%) 


Press pass (must be for writer or editor) 


In return, this Conference could receive: 


Event listing on your webpage pointing to our website 


Email to your subscribers promoting the event/content (html, 
provide, you send) 


Online/print advertising 


Social media event promotion 


Please let me know what you think I 


Kind regards. 





Marketing Manager | IQPC 
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fcTR (US) 


From: 

Sent: 

To: 

Subject; 


JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 
Monday, April 18, 2016 11:28 AM 



RE; Media Partnership with Information Operations: Countering Violent Extremism 


Oh yeah, I sent it immediately after receiving via the gmail account. I wrote you once completed but I guess you didn't 
receive It. 

Regards, 



—Original Message 
From: 


[mallto J.'; ■ 

Sent: Monday, April 18, 2016 3:06 AM 

To: JIOWC/IO Sphere <Jiowc. iosphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 



I just wanted to check If you've had a chance to send the email out yet? 


Kind regards. 




Sent: 07 April 2016 12:20 
To: 'JIOWC/IO Sphere' 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



f've attached the html for the email - please let me know when you'll be able to send this! Subject line Is Setting the 
story straight: The ideal counter-extremism narrative 


l 















I've also Included the event listing - cjo let me know if you need anything else for that! 


Kind regards. 



The 15th annual information Operations Summit: Countering Vloient Extremism <http://blt.ly/lVzECia> has been 
designed from the ground up to provide influence and communications professionals with a forum to discuss their 
biggest challenges in countering extremist messaging and preventing the radicalfsation of the next generation of 
terrorists. Taking place in London, UK from 15th-17th June, the symposium will address the communication challenges 
faced by both the Armed Forces and the domestic agencies when countering violent extremism. Some of the experts 
that will be sharing their insight Include: 

Abby Johnson, Directorate of Strategic Operational Planning, 

National Counter Terrorism Centre 

Harron Ullah, Senior Adviser to the Under Secretary for Public 
Diplomacy and Public Affairs, US State Department 

Colonel Mike twin, Director, Military Information Support 
Operations 

. Jonathan Russell, Head of Policy, Qutlfam Foundation 

Download the full programme and speaker list <http://bit.ly/lMgVpFk> for more information. 


As a member of 10 Sphere, you can receive a 20% discount by entering 
t0$phere2016 when you visit 

www.informatlonoperationsevent.cDm/IO-Sphere-register 

<http://www.lnformationoperationsevent.com/IO-Sphere-register> 


—Original Message— 

From: JiOWC/IO Sphere [mailto:Jlowc.losphere@us.af.mil] 

Sent: 29 March 2016 15:50 
To: I_ 

Subject: Kt: Media Partnership with Information Operations: Countering Violent Extremism 


It looks great. No questions and nothing needs changing. I have posted the link and wii! probably be able to include a 
blog entry on it by the end of the day. At the latest, It'll be there tomorrow. 
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Our you still providing an e-mail to send to my subscribers? Again, no real rush on that, sometime next month will be 
fine. Otherwise, 1 can use the advert In my mailing. 


Regards, 




Sent; Tuesday, March 29, 2016 3:11 AM 

To: JIOWC/IO Sphere <Jlowc. iosphere@us.af.mil <mailto:Jiowc.losphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



Thanks for that, t will upload to the website today! 


I've attached the advert - please let me know if you need any changes! 


—Original Message— 

From: JlOWC/iO Sphere [mailto:jlowc.jQSphere@us.af.mil <mailto:jiowc.fosphere@us.af.mil> j 
Sent: 23 March 2016 17:45 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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Here you go. If you need anything else of further clarification, please let me know. 


10 Sphere is an unclassified professional journal in periodical form, published quarterly by the JIOWC, San Antonio, 
Texas. Content consists of feature articles, research paper extracts, interviews, commentaries/editorials on all aspects of 
Information Operations (10), and supporting disciplines such as intelligence. Contributors comprise military and civilian 
scholars, operators, and analysts at the graduate and postgraduate level. 


If you wish to submit an article, there is a link on the 10 Sphere website to submit or they may be sent directly to the 10 
Sphere Editor at Jlowc.losphere@us.af.mtl <mailto:Jiowc.iosphere@us.af.mH>. 


You may download any edition of the 10 Sphere from the electronic 10 Sphere Library under the libraries page on this 
site. If you wish to subscribe to the 10 Sphere, fill out the subscription form (link on sidebar). 


Link is: http://home.iosphere.org/ <http://home.losphere.org/> 


Logo Is attached. I have also attached a qr code if you wish to use that. 


Regards, 



Sent: Wednesday, March 23,2016 10:45 AM 

To: JlOWC/iO Sphere <jiowc.iosphere@us.af.mil <maiito:jiowc.losphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will send those over with the advert! Can you tell me what dimensions the advert should be? 


—Original Message— 


From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> ] 
Sent: 23 March 2016 13:37 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will need your website and the e-mail. However, both of those still have some lead time to work with. I’ll do the 
website post based on the advert. 


—Original Message— 

From: 

<mai!t' 

Sent: Wednesday, March 23, 2016 8:34 AM 

Tor JIOWC/IO Sphere <jiowc.iosphere@us.af.mil <mailto:jiowc.losphere@us.af.mil> > 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

Perfect, thank you I Please let me know what else you need from me In addition to the advert copy. 


mailto 


U 


—Original Message— 

From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil <mailto:jiowc.losphere@us.af.mit> ] 
Sent: 23 March 2016 13:32 


To: 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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I will do. Probably be able to get everything to you by the end of the day...so you should have It by first thing in the 
morning,------ 


Regards, 



—Original Message— 

From: 
cmailt 

Sent: Wednesday, March 23, 2016 8:30 AM 

To: JIOWC/IO Sphere <Jlowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mll> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



I will start the process now, hopefully will have something to you by COB tomorrow!:) 


Can you please send over your profile, logo and link for me to upload to the website? 

http://www.informationoperationsevent.com/mediapartner 

<http://www.informationoperationsevent.com/mediapartner> 


-Original Message- 

From: JIOWC/IO Sphere [maiito:jiowc,iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> ] 
Sent: 23 March 2016 13:22 
To: 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

it'll be close but I think next Tuesday will still give me the time to place the ad. 
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Regards, 



—Original Message— 

From 
<mail 

Sent: Wednesday, March 23, 2016 8:06 AM 

To: JIOWC/IO Sphere <Jiowc.iosphere@us.af.mil <mailto:jio wc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

Okay that's fine then. When will you need the advert artwork by? 



—Original Message— 

From: JIOWC/IO Sphere fmailto:jiowc.losphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> ] 
Sent: 23 March 2016 12:44 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



The press issue doesn't affect the agreement at all. I didn't expect to be 
on asking. Plus, that is the busy period on the Summer issue as It will be 
something that I would have been able to take advantage of anyway. 


allowed by the unit to go, and wasn't pfenning 
released on July 1, It was a nice offer, but not 


Regards, 





-Original Message- 


From: 

email 



Sent: Wednesday, March 23, 2016 7:40 AM 


To: JIOWC/IO Sphere <j iowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



Thanks for getting back to mel 

The social media promotion is fine -1 will remove that from the agreement. 

I've Just been told this morning that the conference will be closed to media, so I can't offer the press pass anymore. Does 
that change anything for you all? 

Kind regards. 




-“--Original Message— 

From: JIOWC/IO Sphere [mailto.-Jlowc.iosphere@us.af.mil <mailto:Jlowc.iosphere@us.af.mil> ] 
Sent: 23 March 2016 12:29 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


8 








I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
Issue won’t be until after the conference. The mailing can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 


The only issue is social media promotion as 10 Sphere doesn't have a social media page. All other Items are more than 
acceptable and I’d be happy to do all. 


Regards, 



MeriTec 


JI0WC/J51,10 Sphere Editor 


-Original Message— 



From 
cmaitto 

Sent: Tuesday, March 22, 2016 5:14 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.rnll <mailto:jlowc.iosphere@us. 
Subject: Media Partnership with Information Operations: Countering Violent 
Importance: High 


af.mil> > 
Extremism 


Hello, 


I wanted to get in touch about this year’s Information Operations: 

Countering Violent Extremism <http://www.lnformationoperationsevent.com/ 

<http://www,lnformatlonoperat!onsevent.com/> >, taking place 15th-17th June in London. This year's programme wilt 
focus on addressing the communication challenges faced by both the Armed Forces and the domestic agencies when 
countering violent extremism. 
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The event will Is separated into four key themes, which will structure the discussion and take-aways from the event. 
These are: 

* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 

* Identifying and influencing the influences - methodologies, 
rhetoric and common challenges 

* Reducing the recruitment pool of home-grown radicals - "target 
hardening" vulnerable communities 

* Leveraging open source Intelligence to greater effect - analysis, 
toolsets and regional sensitivities 


Mr. Gregory C. Radabaugb will be speaking at the event, and I am wondering If you are interested In establishing a 
partnership to cross promote his Involvement with the event through 10 Sphere? 


I've listed below some possible terms for the agreement. Please let me know what you are interested In receiving from 
me and the event and what you are able to execute for the event. 
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10 Sphere could receive: 


Your logo on our electronic brochure 

Your logo and company information/profile with a reciprocal link 
to your site on our event website 

Opportunity to display your promotional material at the 
conference on our table top display and in our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts In the event website (download centre) 

Discount to your members / subscribers (15%) 

Press pass (must be for writer or editor) 


In return, this Conference could receive: 


Event listing on your webpage pointing to our website 


l 

Email to your subscribers promoting the event/content (html, we 
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provide, you send) 


Online/print advertising 


Social media event promotion 


Please let me know what you think! 


Kind regards. 




Marketing Manager | IQPC 
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CTR (US) 


From: 

Sent: 

To: 

Subject: 


JIOWC/IO Sphere <jiowc,iosphere@us.af,mil> 
Thursday, April 07,2016 7:39 AM 



: Media Partnership with Information Operations: Countering Violent Extremism 



I'm afraid the exchange server stripped the attachment. Would you mind sending to iospherel@gmail.com instead. If 
that doesn’t work, I'll figure out another method to get it through. It should work though. 

Thanks and regards, 



—0 riginaUrtessag(^^_ 

From: mailt 

Sent: 6:1 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mi!> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 




I've attached the html for the email * please let me know when you'll be able to send this! Subject line is Setting the 
story straight: The Ideal counter-extremism narrative 


I've also included the event listing - do let me know if you need anything else for that! 


Kind regards. 



The 15th annual information Operations Summit: Countering Violent Extremism <http://bit.ly/lVzECia> has been 
designed from the ground up to provide influence and communications professionals with a forum to discuss their 
biggest challenges In countering extremist messaging and preventing the radical isatron of the next generation of 
terrorists. Taking place in London, UK from 15th-17th June, the symposium will address the communication challenges 
faced by both the Armed Forces and the domestic agencies when countering violent extremism, Some of the experts 
that will be sharing their insight include: 

, Abby Johnson, Directorate of Strategic Operational Planning, 

National Counter Terrorism Centre 


t 









. Harron Ullah, Senior Adviser to the Under Secretary for Public 
Diplomacy and Public Affairs, US State Department 

. Colonel Mike Lwln, Director, Military Information Support 
Operations 

Jonathan Russell, Head of Policy, Qulliam Foundation 
Download the full programme and speaker list <http://blt.ly/lMgVpFk> for more Information. 


As a member of 10 Sphere, you can receive a 20% discount by entering 
IOSphere2016 when you visit 

www.informatlonoperation 5 event.com/IO-Sphere-register 

<http://www.lnformationoperationsevent.com/IO-Sphere-register> 



with Information Operations: 


Countering Violent Extremism 


It looks great. No questions and nothing needs changing. I have posted the link and will probably be able to include a 
blog entry on it by the end of the day. At the latest. It'll be there tomorrow. 


Our you still providing an e-mail to send to my subscribers? Again, no real rush on that, sometime next month will be 
fine. Otherwise, I can use the advert in my mailing. 


Regards, 



—Original Message— 
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Sent: Tuesday, March 29, 2016 3:11 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil <mailto:jiowc.losphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



Thanks for that, I will upload to the website today! 


I l ve attached the advert - please let me know if you need any changes I 


—Original Message— 

From: JIOWC/IO Sphere [matito:Jlowc.losphere@us.af.mii <mailto:jiowc.losphere@us.af.mil> ] 
Sent: 23 March 2016 17:45 
T< 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Here you go. if you need anything else of further clarification, please let me know. 


10 Sphere is an unclassified professional journal In periodical form, published quarterly by the JIOWC, San Antonio, 
Texas. Content consists of feature articles, research paper extracts. Interviews, commentaries/editorials on alt aspects of 
Information Operations (10), and supporting disciplines such as intelligence. Contributors comprise military and civilian 
scholars, operators, and analysts at the graduate and postgraduate ievei. 


If you wish to submit an article, there is a link on the 10 Sphere website to submit or they may be sent directly to the 10 
5phere Editoratjiowc.losphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil>, 
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You may download any edition of the 10 Sphere from the electronic 10 Sphere Library under the libraries page on this 
Site, If you Wish to subscribe to the 10 Sphere, fill out the subscription form {link on sidebar). 


Link Is; http://home.losphere.org/ <http://home.iosphere.org/> 


Logo is attached. I have also attached a qr code if you wish to use that. 


Regards, 



-Original Message- 



From^ 

<rnailt 


Sent: Wednesday, March 23, 2016 10:45 AM 

To: JIOWC/JO Sphere <]iowc. iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mll> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


i will send those over with the advert! Can you tell me what dimensions the advert should be? 


-Original Message- 

From: JiOWC/IO Sphere {mailto:jiowc.iosphere@us.af.mil <mailto:jiowcio5phere@us.af.mii>) 
Sent: 23 March 2016 13:37 


Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will need your website and the e-mail. However, both of those stitl have some lead time to work with. I'll do the 
website post based on the advert. 
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—Original Message— 

From 
<mailto 

Sent: Wednesday, March 23, 2016 8:34 AM 

To: JIOWC/IO Sphere <jiowc.iosphereiSLis.af.mil <mailto:jiowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Perfect, thank you! Please let me know what else you need from me in addition to the advert copy. 


—Original Message— 

From: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mll <mailto:jiowc.iosphere@us.af.mil>] 
Sent: 23 March 2016 13:32 




Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

I will do. Probably be able to get everything to you by the end of the day...so you should have It by first thing in the 
morning. 


Regards, 



—Original Message— 


From: 

<mailto 
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Sent: Wednesday, March 23, 2016 8:30 AM 

To: JIOWC/ICTSphere <Jidwaibsphere@us.af.mil < ma Hto :jio wc. iospherei® us .a f. m i I > > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


I will start the process now, hopefully will have something to you by COB tomorrow I:) 


Can you please send over your profile, logo and link for me to upload to the website? 

http://www.informationoperatlonsevent.com/mediapartner 

<http://www.informationoperatlonsevent.com/mediapartner> 


—Original Message™ 

From: J10WC/I0 Sphere [mailta:j!owc.iosphere@us.af.mil <maifto:jlowc.iosphere@us.af.mil> ] 
Sent: 23 March 2016 13:22 



Subject: RE: Media Partnership with information Operations: Countering Violent Extremism 


It'll be close but I think next Tuesday will stili give me the time to place the ad. 


Regards, 



-Original Message- 



From 

<maiitl 


Sent: Wednesday, March 23, 2016 8:06 AM 

To: JIOWC/IO Sphere <jiowc. iosphere@us.af.mil <mailto:jlowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with information Operations: Countering Violent Extremism 
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Okay that's fine then. When will you need the advert artwork by? 


—Original Message— 


From: ilOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil <mailto:Jiowc.iosphere@us.af.mil>) 
Sent: 23 March 2016 12:44 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



The press issue 
on asking. Plus, 
something that 


,he agr f ment at a "'' dldn>t H,pen *° be alto, « d b Vunit to go, and wasn't planning 
that is the busy period on the Summer issue as It will be released on July 1. It was a nice offer but not 
l would have been able to take advantage of anyway. ' 


Regards, 



-Original Message— 

From: 

<mallt 

Sent: Wednesday, March 23, 2016 7:40 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mil> > 
Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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Thanks for getting back to me I 


The social media promotion Is fine -1 will remove that from the agreement. 


I've just been told this morning that the conference will be closed to media, so I can't offer the press pass anymore. Does 
that change anything for you all? 


Kind regards, 



—Original Message— 

From: JtOWC/IO Sphere [mailto:Jlowc.iosphere@us.af.mil <mailto:jiowc.iosphere@us.af.mll>) 
Sent: 23 March 2016 12:29 


Td mHK1 

Subject: RE; Media Partnership with Information Operations: Countering Violent Extremism 


I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
issue won't be until after the conference. The mailing can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 


The only issue is social media promotion as 10 Sphere doesn't have a social media page. All other items are more than 
acceptable and I'd be happy to do all. 


Regards, 



JI0WC/J51, ,'0 Sphere Editor 
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—Original Message— 

From 
<mail 

Sent: Tuesday, March 22 ,2016 5:14 AM 

To: JIOWC/IO Sphere <jiowc.iosphe re@us.af.mil <malfto:jiowc.iosphere@us.af,mtl> > 
Subject: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 

Hello, 



I wanted to get in touch about this year's Information Operations: 

Countering Violent Extremism <http://www.informationoperationsevent.com/ 

<http://www.informationoperationsevent.com/> >, taking place 15th-17th June in London. This year's programme will 
focus on addressing the communication challenges faced by both the Armed Forces and the domestic agencies when 
countering violent extremism, 


The event will Is separated Into four key themes, which will structure the discussion and take-aways from the event. 
These are: 


* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 


* Identifying and influencing the influences - methodologies, 
rhetoric and common challenges 


Reducing the recruitment pool of home-grown radicals - "target 
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hardening" vulnerable communities 


* Leveraging open source Intelligence to greater effect - analysis,, 
toolsets and regional sensitivities 

Mr. Gregory C. Radabaugh will be speaking at the event, and l am wondering if you are interested in establishing a 
partnership to cross promote his Involvement with the event through 10 Sphere? 


I've listed below some possible terms for the agreement. Please let me know what you are interested in receiving from 
me and the event and what you are able to execute for the event. 

10 Sphere could receive: 

Your logo on our electronic brochure 

Your logo and company Information/profile with a reciprocal link 
to your site on our event website 

Opportunity to display your promotional material at the 
conference on our table top display and in our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts in the event website (download centre) 
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Discoun t to your members / subsc ribers (15%) 


Press pass (must be for writer or editor} 


In return, this Conference could receive: 


Event listing on your webpage pointing to our website 


Email to your subscribers promoting the event/content (html, we 
provide, you send) 


Onilne/print advertising 


Social media event promotion 


Please let me know what you think I 


Kind regards, 
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Marketing Manager j IQPC 








CTR [US) 


From: 

Sent: 

To: 

Subject: 


JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 
Tuesday, March 29, 2016 10:50 AM 


RE: Media Partnership with Information Operations: Countering Violent Extremism 


It looks great. No questions and nothing needs changing, i have posted the link and will probably be able to include a 
blog entry on It by the end of the day. At the latest, It’ll be there tomorrow. 

Our you still providing an e-mail to send to my subscribers? Again, no real rush on that, sometime next month will be 
fine. Otherwise, I can use the advert In my mailing. 

Regards, 



—Oriejna^lessag^^^^ 

Fronr^ |mailtP 

Sent: Tuesday, March 29,2016 3:11 AM 
To: JIOWC/IO Sphere <jlowc.lospbere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



Thanks for that, I will upload to the website today I 

I've attached the advert - please let me know if you need any cbangesi 



—Original Message— 

From: JIOWC/IO Sphere [mailto:jlowc.losphere@us.af.mil] 

Se nt: 23 March 2016 17:4 S 

T °nm 

SuDjecuKtTMetIITPaTTTTer5hip with Information Operations: Countering Violent Extremism 
Here you go. If you need anything else of further clarification, please let me know. 


10 Sphere is an unclassified professional journal in periodical form, published quarterly by the JIOWC, San Antonio, 
Texas. Content consists of feature articles, research paper extracts, interviews, commentaries/editorials on alt aspects of 
Information Operations (10), and supporting disciplines such as intelligence. Contributors comprise military and civilian 
scholars, operators, and analysts at the graduate and postgraduate level. 

If you wish to submit an article, there Is a link on the 10 Sphere website to submit or they may be sent directly to the 10 
Sphere Editor at jIowc.iosphere@us.af.mll. 

You may download any edition of the 10 Sphere from the electronic 10 Sphere Library under the libraries page on this 
site, if you wish to subscribe to the iO Sphere, fill out the subscription form (link on sidebar). 


Link is: http://home.iosphere.org/ 
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Logo is attached-1 have also attached a qr code if you wish to use that. 


Regards, 



-Origina^egaee^^^ 

From 

Sent: Weonesday^WarcWS, 2016 10:45 AM 
To: JlOWC/tO Sphere <jiowc.iosphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
1 will send those over with the advert! Can you tell me what dimensions the advert should be? 

—Original Message— 

From: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mil) 

Senfc23March201613:37 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 

1 will need your website and the e-mail. However, both of those still have some lead time to work with. I'll do the 
website post based on the advert. 

—OriginatMessage— 

Sent: weonesoi^vISffW? 2016 
To: JIOWC/IO Sphere <JIowc.iosphere@us.af.mil> 

Subject: RE: Media Partnership with information Operations: Countering Violent Extremism 
Perfect, thank you I Please let me know what else you need from me In addition to the advert copy. 




—Original Message— 

From: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mil] 



March 2016 13:32 


with Information Operations: 


Countering Violent Extremism 


I will do. Probably be able to get everything to you by the end of the day...so you should have it by first thing in the 
morning. 


Regards, 



—O riginal Message— 

From: l _ 

Sent: Wednesday, March 23, 2016 8:30 AM 
To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 
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I will start the process now, hopefully will have something to you by COB tomorrowl:) 


Can you please send over your profile, logo and link for me to upload to the website? 
http://www.informatjonoperationsevent.corn/rned ia partner 


—Original Message— 

From; JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mif] 

Sent^^Marcj^01^3^22 

Subject; RE: Media Partnership with Information Operations: Countering Violent Extremism 


it'll be close but I think next Tuesday will still give me the time to place the ad. 


Regards, 




To: JIOWC/IO Sphere <jiowc.losphere@us.af.mit> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 


Okay that's fine then. When will you need the advert artwork by? 


—Original Message— 

From: JIOWC/IO Sphere [mailto:jiowc.losphere@us.af.mll] 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



The press issue doesn't affect the agreement at all. I didn’t expect to be allowed by the unit to go, and wasn’t planning 
on asking. Pius, that is the busy period on the Summer issue as it will be released on July 1. It was a nice offer, but not 
something that I would have been able to take advantage of anyway. 


Regards, 



—Original Message— 

From ma 

Sent: weanesaayHwarcl^3, 201f 
To: JIOWC/IO Sphere <jiowc.losphere@us.af.mH> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 




Thanks for getting back to me l 


The social media promotion is fine -1 will remove that from the agreement. 
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I've just been told this morning that the conference will be closed to media, so 1 cant offer the press pass anymore, ring* 
that change anything for you all? 


Kind regards. 



—Original Message— 

From; JIOWC/IO Sphere [mailto:]Iowc.iosphere$us.af,mil] 


Sent: 23 M 
To: 

Sufciiec 


12:29 



'edia Partnership with Information Operations: Countering Violent Extremism 


I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
Issue won’t be until after the conference. The mailing can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 

The only issue Is social media promotion as 10 Sphere doesn’t have a social media page. All other items are more than 
acceptable and I'd be happy to do all. 


Regards, 



fleriTec 
here Editor 



From: 

Sent: 

To: JIOWC/IO Sphere <J lowc.losphere@us.af.mil> 

Subject: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 


Hello, 


I wanted to get In touch about this year's Information Operations: 

Countering Violent Extremism <http://www.informationoperationsevent.com/>, taking place 15th-17th June in London. 
This year's programme will focus on addressing the communication challenges faced by both the Armed Forces and the 
domestic agencies when countering violent extremism. 


The event will Is separated into four key themes, which will structure the discussion and take-aways from the event. 
These are: 

* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 

* Identifying and Influencing the Influences - methodologies, 
rhetoric and common challenges 
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* Reducing the recruitment pool of home-grown radicals - "target 
hardening" vulnerable communities 

Leveraging open source Intelligence to greater effect - analysis, 
toolsets and regional sensitivities 


Mr Gregory C. Radabaugh will be speaking at the event, and I am wondering if you are Interested in establishing a 
partnership to cross promote his involvement with the event through 10 Sphere? 


I've listed below some possible terms for the agreement. Please let me know what you are interested in receiving from 
me and the event and what you are able to execute for the event 


10 Sphere could receive: 

Your logo on our electronic brochure 

Your logo and company Information/profile with a reciprocal link 
to your site on our event website 

Opportunity to display your promotional material at the 
conference on our table top display and in our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts in the event website (download centre} 

Discount to your members / subscribers (15%) 

Press pass (must be for writer or editor) 


In return, this Conference could receive: 

Event listing on your webpage pointing to our website 

Email to your subscribers promoting the event/content (html, we 
provide, you send) 

On if ne/print advertising 

Social media event promotion 


Please let me know what you think! 
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Kind regards, 




Marketing Manager | IQPC 
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CTR (US) 


From: 

Sent: 

To: 

Subject: 


JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 



RE: Interest in serial version of assessment report in 10 Sphere? — SUBMISSION OF 
FOUTH AND FIFTH INSTALLMENT 



! WaSj ^ Inf ° rmed yesterday afternoon that due to resource constraints, the 10 Sphere may go into hiatus after this 
issue. There is currently a better than even chance of this happening, so I intend to include part 5 in the spring issue to 


With this in mind, I will need to make a couple of changes to those parts referring to the next Installment going Into the 
summer Issue, Shoufdn t be anything major and will not impact the meat of the articles. Just wanted to let you know It 
was definitely fortunate that you provided the final installment. 

Thank you for your support and regards, 




—Oris 

From iltc 

2i __ _ _ 

To: JIOWC/IO Sphere <jlowc.iosphere@us.af.mil> 

Subject: RE: Interest in serial version of assessment report in 10 Sphere? 
- SUBMISSION OF FOUTH AND FIFTH INSTALLMENT 


Here's the Spring (#4) and the Summer (#5) installments of the IIP assessment handbook serialization, which should 
bring that to a close. 

Thanks for your patience! I hope this approach to dissemination has increased awareness and readership for the 
material, and will allow It to have more of an impact on practice going forward. 


Let me know if you have any questions. 


Thanks, 



—Original Message— 


From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil] 
Sent: Thursday, December 31, 2015 11:19 AM 
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Subject.- HE: Interest in serial version of assessment report in 10 Sphere? 
~ SUBMISSION OF THIRD INSTALLMENT 



Thank you again for your submission. Here is the latest issue 
hopefully a straight reply will work. 


For some reason I received a kickback first tfme 


sent, so 


Regards, 




i.iu.auBjr, ueueiuueru.s, 2U1S 1:24 PM 
To: JIOWC/IO Sphere 

Subject: RE: Interest In serial version of assessment 
“ SUBMISSION OF THIRD INSTALLMENT 


report in 10 Sphere? 


Here's the third Installment of the IIP assessment report, before you even had to ask me for Itl 
Please acknowledge receipt, and of course let me know If you have any questions. 
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the sender by reply email and destroy all copies of the orlgtaf“message ^ lnte " ded reC ' Plen '' PlMSe con,act 


“LedTvCproSld’ if ™ V C 0 " ,a i, n C ° nfidentlal ln, °™ a " P "- 

the sender by reply email end destroy all copies of the original message. 3 ™ n °* lr " e " ded reC ' P ' ent ' P ' 8aM! C ° ntac! 
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From: 

Sent: 

To: 

Subject: 


JIOWC/IO Sphere <Jiowc.iosphere@us.af.mil> 

J|£|^||jd|jj^|jjjgU^g|0l6 9:52 AM 

USAF JIOWC/J5/7 

FW: Media Partnershfo wiH 


i Partnership with Information Operations: Countering Violent Extremism 


Here is the full e-mail chain on the agreement I just told you about. 


Regards, 




23, 2016 8:3 


—Original Message— 
From: JIOWC/IO Sphere 
Se 

To_ 

Subject: RE: Media Partne 1 


' pe ratio ns: Countering Violent Extremism 


I will need your website and the e-mail. However, both of those 
website post based on the advert. 


still have some lead time to work with. I'll do the 



March 23,2016 8:34 AM 


To: JIOWC/IO Sphere <j io wc. iosp h e re @ us. a f. m 11> 

Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 




Perfect, thank youl Please let me know what else you need from me in addition to the advert copy. 


——Original Message- 


From: JIOWC/IO Sphere [mailto:jiowc.iosphere@us.af.miil 
Sent: 23 March, 



lism 


t: RE: Media Partnership with Information Operations: Countering Violent Extremis 

loX. Pr ° bablV bS 3ble *° get eVe ' 7thi " 8 ,0 ^ by the Snd ° f the d< *~“ V°“ ^ It by first thing in the 
Regards, 


—Origina^gsj|g^^_ 

Fr ° n M^^H^maiit | 

Sent: Wednesday, March 23, 201 
To: JlOWtyiO Sphere <jiowc.losphere@us.af.mil> 
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Subject; RE: Media Partnership with Information Operations; Countering Violent Extremism 

l will start the process now, hopefully will have something to you by COB tomorrow 1:) 

Can you please send over your profile, logo and link for me to upload to the website? 
http://www.informatlonoperationsevent.com/mediapartner 


—Original Message- 

From: JIQWC/IO Sphere [mailto:jiowc.iosphere@us.af.mil] 

Senfc23March201613£2 

Subject^E^eol^artnership with Information Operations: Countering Violent Extremism 
It'll be close but I think next Tuesday will still give me the time to place the ad. 

Regards, 



—OritjinaHVlessag^^- 
From 

Sent: weanesaay^ara^3,201E 
To; JIOWC/IO Sphere <jiowc.losphere@us,af.mil> 

Subject; RE: Media Partnership with Information Operations: Countering Violent Extremism 



Okay that's fine then. When will you need the advert artwork by? 
—Original Message— 

From: JIOWC/IO Sphere [mailto:jiowc.losphere@us.af.mil] 



Subject: RE: Media Partnership with Information Operations: Countering Violent Extremism 



The press Issue doesn't affect the agreement at all. I didn't expect to be allowed by the unit to go, and wasn't planning 
on asking. Plus, that is the busy period on the Summer Issue as It will be released on July 1. It was a nice offer, but not 
something that I would have been abie to take advantage of anyway. 


Regards, 



—O riginal Message— 

From:^HHHH|^H [mailti 
Sent: Wednesday^arcRs, 201* 

To: JIOWC/IO Sphere <jiowc,iosphere@us.af.mlJ> 

Subject: RE: Media Partnership with Information Operations; Countering Violent Extremism 




Thanks for getting back to met 
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The social media promotion is fine -1 will remove that from the agreement. 

I've just been told this morning that the conference will be closed to media, so t can't offer the press pass anymore. Does 
that change anything for you all? 



—Original Message- 

From: JIOWC/IO Sphere [mailto:Jiowc.iosphere@us.af.mil] 
Se nt: 23 March 2016 12:29 
To 
Su 



ship with Information Operations: Countering Violent Extremism 


I would be happy to. We would need to move quickly on the print ad as the next 10 Sphere goes on 1 April and the next 
issue won't be until after the conference. The mailing can be delayed a bit though, however, that would also probably 
need to be done sometime next month to allow potential attendees the opportunity to make travel arrangements. 


The only Issue Is social media promotion as 10 Sphere doesn't have a social media page. All other items are more than 
acceptable and I'd be happy to do all. 


Regards, 



Sent: Tuesday, March 22, 2016 5:14 AM 

To: JIOWC/IO Sphere <jiowc.iosphere@us.af.mil> 

Subject: Media Partnership with Information Operations: Countering Violent Extremism 
Importance: High 

Hello, 


I wanted to get in touch about this year's Information Operations: 

Countering Violent Extremism <http://www.informationoperationsevent.com/>, taking place 15th-17th June in London. 
This year's programme will focus on addressing the communication challenges faced by both the Armed Forces and the 
domestic agencies when countering violent extremism. 


The event will Is separated Into four key themes, which will structure the discussion and take-aways from the event. 
These are: 

* Creating positive counter messaging - exploring the fundamentals 
of success and the role of negative communications 

* Identifying and influencing the influences - methodologies,_ 
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rhetoric and common challenges 


* Reducing the recruitment pool of home-grown radicals - "target 
hardening" vulnerable communities 

* Leveraging open source intelligence to greater effect - analysis, 
toolsets and regional sensitivities 


Mr. Gregory C. Radabaugh will be speaking at the event, and I am wondering if you are Interested in establishing a 
partnership to cross promote his Involvement with the event through 10 Sphere? 


I've listed below some possible terms for the agreement. Please let me know what you are interested in receiving from 
me and the event and what you are able to execute for the event. 


10 Sphere could receive: 

Your logo on our electronic brochure 

Your logo and company information/profile with a reciprocal link 
to your site on our event website 

Opportunity to display your promotional material at the 
conference on our .table top display and in our delegate packs 

Posting of relevant whitepapers, presentations, articles or 
podcasts In the event website (download centre) 

Discount to your members / subscribers (15%) 

Press pass (must be for writer or editor) 


In return, this Conference could receive: 

Event listing on your webpage pointing to our website 

Email to your subscribers promoting the event/content (html, we 
provide, you send) 

Onllne/print advertising 

Social media event promotion 


4 




Please let me know what you think! 


Kind regards. 




( 6 ) 


Marketing Manager | IQPC 





__ 
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R (US) 


From: 

Sent: 

To: 

Subject: 
Signed By: 



Thursday, April 27, 2017 5:37 PM 


iS-09 USAF AETC AUL/LRRP 



'us.af.mil> 


JIOWC/IO Sphere 



l e? 

pus.af.mil 


Greetings. Can you tell me the status of 10 Sphere? I have made the 
following note to myself. Thanks. 


10 Sphere: Unsure if it is active, suspended, or ceased. Working e-mail is 
jlowc.iosphere@us.af.mil. The last issue found on 10 Sphere’s official 
website {http://home.iosphere.org/) is Winter 2015 and an alternative 
website-http://www.au.af.m[|/lnfo-ops/iosphere.htm-lists 10 Sphere issues 
through Winter 2010, Falls under JIOWC (and no longer under USSTRATCOM), 
located In San Antonio, which is a CICS-controlled activity reporting to the 
ite of the joint staff (J-3) via J-39 DDGO. {Source: LTC 



ISA A) 



IV, GS09 


USAF Assistant Librarian, Periodicals Section Fairchild Research Information 
Center 



us.af.mil 


i 





From: 

To: 

Subject: 

Date: 


CtA 


ftj MEffaD'LiS' 

RE: (U) (fOUO) R EVIEW Tasker - 17-F-1580 -| 
Monday, October 16, 2017 12:50:00 PM 


CLASSIFICATION: UNCLASSIFIED 



My mistake - JS previously reviewed ail but ONE of these pages under FOIA 
17-03074 (I7-F-1409). 

The page we did not previously review is a letter from US Senator Cardin to 
ASD(LA) King dated 30 Jan 2015, 

Administratively closing now. Thanks. 



703-697-9962 

CLASSIFICATION: UNCLASSIFIED 


-OHginan^essage™^^ 

From WHS ESD (US) 

Sent: Monday, October 16. 2017 11:48 AM 
To: JS Pentagon DoM Mailbox JointStaffFOIA 
<js.pentagon,dom mbx.jointstafffoia@mail.smil.mil> 
Subject: RE: (lj) (FOUO) REVIEW Tasker - 17-F-1580 

CLASSIFICATION: UNCLASSIFIED 



1 just got back after out all of last week. 

Only question that pertains is what about the three pages??? If you 
are saying your previous review aiso covered these 3, then we are done. 

Regards, 



CLASSIFICATION: UNCLASSIFIED 


-Original Message- 

From: JS Pentagon DoM Mailbox JointStaftFOlA 


Sent: Frida 
To: 


October 13, 2017 11:56 AM 

'HS ESD (US) _ 

HS ESD (US) <bran3on^gay 
yect: RE: (U)(FW) REVIEW Tasker- 17-F-1580 ‘ 



|civ@mail.smil mil>; 
ail.smil.mil> 
*U) 



CLASSIFICATION: UNCLASSIFIED 










JS previously processed all but three or these pages. See KOI A 17-03074 
(17-F-1409). 

Let me know ifl can close this administratively- 
Thanks. 



703-69 7'9 962 


CLASSIFICATION: UNCLASSIFIED 


-Origma^lessaae^^^ 

FromBSD (US) 
Sem: Friday, September 15. 2017 1 :59 PM 
To: -IS Pentagon DoM'Mailbox JomtSlaffFGIA 


entaeondom mbx jointsta f fltoTa^?ma 1 1 ,smil .mil> 




\(US)< 

t IV WHS BSD (US) 

Subject: (U)( I OUO) REVIEW 1 asker - I7-F-15*0 - 

CLASSIFICATION: UNCLASSIFIED 


FmaTsrni! rnil>:| 
mil* 



rrouo xu) 


CLASSIFICATION: UNCLASSIFIED / Wt**- 


This tasker is used in J Ecu of the SD Form 466. 


Attached for your review action is a FOJA request Irort^_ 

originally sent to Do DIG which then subsequently tmnsferred I Ujocume 
attached, the IG felt are equities oTOSP/JS pertaining to 



review identifies exempt information, and bracket (portion-mark) applicable 
dements (oLDIF page), provide applicable FOIA eycmplion(s) or statuary 
au thorny for withholding and your rati onalc for den ial. Note that the 
DoDIG has made a number of redactions within the referred documents already. 
US DP has also been tasked for review. Please also provide completed 472 
and 2086 (found on line). 

For any questions, contact undersigned. 

r#IA Analyst 

(57D 372-0427 


CLASSIFICATION: UNCLASSIFIED / ¥OUQ 







CLASSIFICATION: UNCLASSIFIED 





